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Introduction
RAN2#112e discussed in [1] whether PDCP re-establishment can be set for SRB1 in the Resume message.  The following conclusion was captured in the meeting minutes (the full description of the meeting minutes is copied in the Annex below):
If SRB1 is included in the first RRCReconfiguration after re-establishment, the reestablishPDCP field is not required to be set to true for SRB1.
If SRB1 is included in the first RRCReconfiguration after re-establishment, the reestablishRLC field is not required to be set to true for SRB1.

This document discusses the topic further on whether it is allowed to set PDCP reestablishment flag for SRB1 after RRC Reestablishment.
Discussion
The following behavior is captured in RRC specification regarding RRCReestablishment procedure:
	[bookmark: _Toc60867589][bookmark: _Toc60776808]5.3.7.4	Actions related to transmission of RRCReestablishmentRequest message
The UE shall set the contents of RRCReestablishmentRequest message as follows:
[..]
1>	re-establish PDCP for SRB1;
1>	re-establish RLC for SRB1;
1>	apply the specified configuration defined in 9.2.1 for SRB1;
1>	configure lower layers to suspend integrity protection and ciphering for SRB1;
NOTE:	Ciphering is not applied for the subsequent RRCReestablishment message used to resume the connection. An integrity check is performed by lower layers, but merely upon request from RRC.
1>	resume SRB1;
1>	submit the RRCReestablishmentRequest message to lower layers for transmission.



And the following behaviour in PDCP specification (TS 38.323) on PDCP behaviour on during PDCP re-establishment:
	When upper layers request a PDCP entity re-establishment, the transmitting PDCP entity shall:
…
-    for UM DRBs and SRBs, set TX_NEXT to the initial value;
-    for SRBs, discard all stored PDCP SDUs and PDCP PDUs;
      …
When upper layers request a PDCP entity re-establishment, the receiving PDCP entity shall:
[bookmark: Signet15]…
-    for SRBs, discard all stored PDCP SDUs and PDCP PDUs;
-    for SRBs and UM DRBs, if t-Reordering is running:
-    stop and reset t-Reordering;
…
-    for UM DRBs and SRBs, set RX_NEXT and RX_DELIV to the initial value;




The behaviour can be summarised as follows:
Re-establish PDCP/RLC for SRB1 -> reset TX_NEXT and RX_NEXT  -> suspend security for SRB1 -> send RRCReestablishmentRequest -> Receive RRCReestablishment over SRB1 -> verify integrity -> increment RX_NEXT -> Resume security for SRB1-> send RRCReestablishmentComplete -> increment TX_NEXT -> Receive RRCReconfonfiguration message
As can be seen from the above description of RRC and PDCP specifications, PDCP and RLC for SRB1 is already re-established when RRCReestablishmentRequest is sent.  The new security keys (NCC) is included in RRCReestablishment message sent over SRB1 and integrity protection without ciphering is already applied for this message.   The new keys are applied for SRB1 immediately on receipt of the RRCReestablishment message.  Further, the PDCP COUNT values for SRB1 are also being incremented with every downlink and uplink message, including the RRCReestablishment and RRCReestablishmentComplete messages and the subsequent RRCReconfiguration message after RRCReestablishment.  
If the network sets the PDCP re-establishment flag for SRB1 in the first RRCReconfiguration message after RRCReestablishment, it will reset the PDCP COUNT again.  As there is no security key update at this time, this breaks the security principle that the same keys cannot be used with the same PDCP COUNT value as captured in RRC specification:
	It is not allowed to use the same COUNT value more than once for a given security key. As specified in TS 33.501 subclause 6.9.4.1 [11], the network is responsible for avoiding reuse of the COUNT with the same RB identity and with the same key



Setting the PDCP reestablishment flag for SRB1 in the first RRCReconfiguration message after RRCReestablishment breaks the security principle.
Another consequence of setting the PDCP re-establishment flag is that it flushes the PDCP SDUs and PDUs which could result in a loss of RRC messages depending on whether other messages are being sent (though this may not happen normally).  
From the above discussion, it can be seen that network is not allowed to set PDCP reestablishment flag for SRB1 in the first RRCReconfiguration message after RRCReestablishment.   In general, PDCP reestablishment flag should not be set without change of keys.
Network is not allowed to set PDCP reestablishment flag for SRB1 in the first RRCReconfiguration message after RRCReestablishment.
This is not aligned with the conclusion that was captured in the meeting minutes of R2-112e that “the reestablishPDCP field is not required to be set to true for SRB1”.  It is hence proposed to update the conclusion of R2-112e to  “the reestablishPDCP field is not required allowed to be set to true for SRB1”
To correct the conclusion of last meeting, capture in chair’s notes that:
If SRB1 is included in the first RRCReconfiguration after re-establishment, the reestablishPDCP field is not set to true for SRB1.
A similar conclusion is also applicable for RLC that resetting the RLC for an SRB1 while in active communication can result in loss of messages.  Hence 
Network is not allowed to set RLC reestablishment flag in the first RRCReconfiguration message after RRCReestablishment.
This is not aligned with the conclusion that was captured in the meeting meetings of R2-112 that “the reestablishRLC field is not required to be set to true for SRB1”.  It is hence proposed to update the conclusion of R2-112e to  “the reestablishRLC field is not required allowed to be set to true for SRB1”
To correct the conclusion of last meeting, capture in chair’s notes that:
If SRB1 is included in the first RRCReconfiguration after re-establishment, the reestablishRLC field is not set to true for SRB1.
Summary and proposals:
This document discussed further the conclusion from last meeting that was captured in the meeting minutes that re-establish flags for RLC and PDCP need not be set in the first RRCReconfiguration message after re-establishment.  
The following observations and proposals were made:
Observation 1:	Setting the PDCP reestablishment flag for SRB1 in the first RRCReconfiguration message after RRCReestablishment breaks the security principle.
Observation 2:	Network is not allowed to set PDCP reestablishment flag for SRB1 in the first RRCReconfiguration message after RRCReestablishment.
Observation 3:	Network is not allowed to set RLC reestablishment flag in the first RRCReconfiguration message after RRCReestablishment.
Proposal 1:	To correct the conclusion of last meeting, capture in chair’s notes that:
If SRB1 is included in the first RRCReconfiguration after re-establishment, the reestablishPDCP field is not set to true for SRB1.
Proposal 2:	To correct the conclusion of last meeting, capture in chair’s notes that:
If SRB1 is included in the first RRCReconfiguration after re-establishment, the reestablishRLC field is not set to true for SRB1.
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Annex: Full text from meeting minutes.

R2-2009697	Clarification on RRC Reestablishment procedure	Ericsson	discussion	Rel-15	NR_newRAT-Core
DISCUSSION
-	[006] intermediate Rapporteur: Continue to discuss if any spec clarification is needed in phase2.
[006] Noted, P1 - P4 in R2-2009697 are agreed.

DISCUSSION online
-	Chair: There are diverging views. The clarification is to resolve issues between Network/UE. 
-	The main possible misunderstanding seems to be the interpretation of the comma in the second changed section. In this section the intention is that SRB2 is applicable to also the second part.
-	Intel think that For these cases network should NOT set this to true for SRB1, as SRB1 is already operating at this point in time.  
-	LG think the L2 reest shall be set to true carefully, so it is only specified when it is required to be set to true. Think the proposed change will introduce more problems
RAN2 confirm that SRB1 configuration is not required in the first RRCReconfiguration message after re-establishment in the case of fullConfig.
RAN2 confirm that SRB1 configuration is not required in the first RRCReconfiguration message after re-establishment in the case of delta signalling.
If SRB1 is included in the first RRCReconfiguration after re-establishment, the reestablishPDCP field is not required to be set to true for SRB1.
If SRB1 is included in the first RRCReconfiguration after re-establishment, the reestablishRLC field is not required to be set to true for SRB1.
P5 is not agreed, no update to TS

