3GPP TSG-RAN WG2 Meeting #113 electronic
R2-2101902
Online, January 25th – February 5th, 2021
revision of R2-2010209
Agenda Item:
7.4.2
Source: 
Sharp
Title:
Potential security issue on DAPS handover with key change failure
Document for: Discussion and Decision
1
Introduction
This document discusses potential security issue on DAPS handover and proposes to add a NOTE to RRC specifications to inform that it is left to network implementation to avoid key stream reuse after UE falls back to the source cell due to DAPS handover with key change failure.
2
Discussion
In Rel-16, RAN2 has agreed that upon DAPS handover failure, the UE would fall back to the source PCell configuration and continue to use the source link if RLF for the source would not be detected [1]. When the UE falls back to the source PCell configuration, the security key used in the source is continue to be used. This mechanism may have potential security issue if the previous DAPS handover was with key change.
This issue may happen, for example with the following case.
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Fig 1
(1) An UE at a PCell_a transmits/receives signalling and data by using security keys (KRRCint, KRRCenc, KUPint KUPenc) based on KgNB_a.
(2) DAPS handover to a PCell_b with masterKeyUpdate is triggered for the UE.
(3) The UE derives a new KgNB (KgNB_b) and apply security keys based on the KgNB_b (KRRCint, KRRCenc) for SRBs. If horizontal key derivation is applied, the KgNB_b is derived by the KgNB_a, and PCI and DL frequency of the PCell_b as specified in [2].
(4) RA to the target is fallback to contention based, and RRCReconfigurationComplete is transmitted by using the keys based on the KgNB_b (KRRCint, KRRCenc) with PDCP COUNT value zero. But reconfiguration with sync failure occurs.
(5) If RLF of the source link is not detected, the UE falls back to the source PCell_a, and the UE transmits/receives signalling and data by using keys based on the KgNB_a.
(6) Then, DAPS or normal handover to the PCell_b with masterKeyUpdate is triggered for the UE again. If horizontal key derivation is applied, the UE derive a new KgNB based on the KgNB_a, and PCI and DL frequency of the PCell_b, i.e. the same KgNB with the procedure (3) (the KgNB_b) is derived again. Therefore the same KRRCint, KRRCenc with the procedure (3) are also derived.
(7) As PDCP COUNT value is also initialized, when the UE transmits RRCReconfigurationComplete, the same key stream used in the procedure (4) is used.
Observation 1: DAPS handover may have security issue to reuse the same keystream when:
- CBRA DAPS handover with masterKeyUpdate (e.g., for horizontal key derivation) fails and the UE falls back to the source PCell, and
- DAPS or normal handover with masterKeyUpdate (e.g., for horizontal key derivation) is triggered to the same target PCell again.

In order to avoid this issue, proper network implementation is expected., e.g., after UE falls back to the source cell due to DAPS handover with key change failure, the network doesn't indicate UE to perform handover with key change to the same target cell. We propose that RAN2 confirms the issue on DAPS handover with key change failure, and add a NOTE to RRC specification (both 38.331 and 36.331) to inform it is left to network implementation to avoid key stream reuse after UE falls back to the source cell due to DAPS handover with key change failure.
Observation 2: In order to avoid this issue, proper network implementation is expected.

Proposal: Add a NOTE to RRC specification (both 38.331 and 36.331) to inform that it is left to network implementation to avoid key stream reuse after UE falls back to the source cell due to DAPS handover with key change failure
Text proposals are prepared in Annex of this document.
3
Conclusion
We have the following observations and proposal:
Observation 1: DAPS handover may have security issue to reuse the same keystream when:
- CBRA DAPS handover with masterKeyUpdate (e.g., for horizontal key derivation) fails and the UE falls back to the source PCell, and
- DAPS or normal handover with masterKeyUpdate (e.g., for horizontal key derivation) is triggered to the same target PCell again.

Observation 2: In order to avoid this issue, proper network implementation is expected.

Proposal: Add a NOTE to RRC specifications (both 38.331 and 36.331) to inform that it is left to network implementation to avoid key stream reuse after UE falls back to the source cell due to DAPS handover with key change failure
4
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TP for TS 38.331

5.3.5.8.3
T304 expiry (Reconfiguration with sync Failure)

The UE shall:

1>
if T304 of the MCG expires:

2>
release dedicated preambles provided in rach-ConfigDedicated if configured;

2>
release dedicated msgA PUSCH resources provided in rach-ConfigDedicated if configured;

2>
if any DAPS bearer is configured, and radio link failure is not detected in the source PCell, according to subclause 5.3.10.3:
3>
reset MAC for the target PCell and release the MAC configuration for the target PCell;

3>
for each DAPS bearer:

4>
release the RLC entity or entities as specified in TS 38.322 [4], clause 5.1.3, and the associated logical channel for the target PCell;

4>
reconfigure the PDCP entity to release DAPS as specified in TS 38.323 [5];

3>
for each SRB:

4>
if the masterKeyUpdate was not received:

5>
configure the PDCP entity for the source PCell with state variables continuation as specified in TS 38.323 [5], the state variables as the PDCP entity for the target PCell;

4>
release the PDCP entity for the target PCell;

4>
release the RLC entity as specified in TS 38.322 [4], clause 5.1.3, and the associated logical channel for the target PCell;

4>
trigger the PDCP entity for the source PCell to perform SDU discard as specified in TS 38.323 [5];

4>
re-establish the RLC entity for the source PCell;

3>
release the physical channel configuration for the target PCell;

3>
revert back to the SDAP configuration used in the source PCell;

3>
discard the keys used in target PCell (the KgNB key, the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key), if any;
3>
resume suspended SRBs in the source PCell;

3>
for each non DAPS bearer:

4>
revert back to the UE configuration used for the DRB in the source PCell, includes PDCP, RLC states variables, the security configuration and the data stored in transmission and reception buffers in PDCP and RLC entities ;

3>
revert back to the UE measurement configuration used in the source PCell;
3>
initiate the failure information procedure as specified in subclause 5.7.5 to report DAPS handover failure.
NOTE 1:
It is left to network implementation to avoid key stream reuse after UE falls back to the source cell due to DAPS handover with key change failure.
2>
else:
3>
revert back to the UE configuration used in the source PCell;

3>
store the handover failure information in VarRLF-Report as described in the subclause 5.3.10.5;

3>
initiate the connection re-establishment procedure as specified in subclause 5.3.7.

NOTE 2:
In the context above, "the UE configuration" includes state variables and parameters of each radio bearer.
1>
else if T304 of a secondary cell group expires:

2>
if MCG transmission is not suspended:

3>
release dedicated preambles provided in rach-ConfigDedicated, if configured;

3>
initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration with sync failure, upon which the RRC reconfiguration procedure ends;

2>
else:

3>
if the UE is in NR-DC:

4>
initiate the connection re-establishment procedure as specified in subclause 5.3.7;

3>
else (the UE is in (NG) EN-DC):

4>
initiate the connection re-establishment procedure as specified in TS 36.331 [10], subclause 5.3.7;

1>
else if T304 expires when RRCReconfiguration is received via other RAT (HO to NR failure):

2>
reset MAC;

2>
perform the actions defined for this failure case as defined in the specifications applicable for the other RAT.
NOTE 3:
In this clause, the term 'handover failure' has been used to refer to 'reconfiguration with sync failure'.
TP for TS 36.331

5.3.5.6
T304 expiry (handover failure)

If T304 expires (handover failure), the UE shall:

NOTE 1:
Following T304 expiry any dedicated preamble, if provided within the rach-ConfigDedicated, is not available for use by the UE anymore.

1>
if no DAPS bearer is configured; or

1>
if any DAPS bearer is configured and radio link failure has been detected for the source MCG in accordance with 5.3.11.3:
<snip>
1>
else (any DAPS bearer is configured and radio link failure has not been detected for the source MCG):

2>
release the MAC entity for the target PCell;

2>
for each DAPS bearer:

3>
re-establish the RLC entity for the target PCell;

3>
release the RLC entity or entities and the associated DTCH logical channel for the target PCell;

3>
reconfigure the PDCP entity to release DAPS as specified in TS 36.323 [8];

2>
for each non-DAPS bearer:

3>
revert back to the configuration used for the DRB in the source PCell, including PDCP and RLC states and the security configuration;

2>
for each SRB:

3>
discard any PDCP SDUs along with the PDCP data PDUs for the source PCell;

3>
re-establish the RLC entity for the source PCell;

3>
release the PDCP entity for the target PCell;

3>
release the RLC entity and the associated DCCH logical channel for the target PCell;

2>
release the physical channel configuration for the target PCell;

2>
resume the SRBs for the source PCell;

2>
initiate the failure information procedure as specified in 5.6.21 to report a DAPS HO failure.

The UE may discard the handover failure information, i.e. release the UE variable VarRLF-Report, 48 hours after the failure is detected, upon power off or upon detach.

NOTE 3:
E-UTRAN may retrieve the handover failure information using the UE information procedure with rlf-ReportReq set to true, as specified in 5.6.5.3.
NOTE 4:
It is left to network implementation to avoid key stream reuse after UE falls back to the source cell due to DAPS handover with key change failure.
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