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	Reason for change:
	Background 1: MSGB format in TS38.321
In TS 38.321, two-type of random access response (i.e. fallbackRAR and successRAR) have been defined for 2-step RA type. 
· The network sends the successRAR to the UE when it decodes both MSGA preamble and MSGA payload. 
· The network sends the fallbackRAR to the UE when it decodes the MSGA preamble only.
Based on the formats for fallbackRAR and successRAR as mentioned bellow, the RNTI to transmit in fallbackRAR and successRAR is different, i.e.  a temporary C-RNTI is included in fallbackRAR and a C-RNTI is included in successRAR.

	

Figure 6.2.3a-1: fallbackRAR


Figure 6.2.3a-2: successRAR




Background 2: C-RNTI replacement in TS38.331
From perspective of security, the UE performs C-RNTI replacement for each resume procedure as specified in TS38.331 for which the temporary C-RNTI is replaced to the C-RNTI stored in UE Inactive AS context if the UE receives an RRCRelease message with suspendConfig in response to an RRCResumeRequest or an RRCResumeRequest1 as mentioned below. The UE uses the replaced C-RNTI to derive the new KEY in the next resume procedure.
	2>	if the RRCRelease message with suspendConfig was received in response to an RRCResumeRequest or an RRCResumeRequest1:
3>	stop the timer T319 if running;
3>	in the stored UE Inactive AS context:
4>	replace the KgNB and KRRCint keys with the current KgNB and KRRCint keys;
4>	replace the C-RNTI with the temporary C-RNTI in the cell the UE has received the RRCRelease message;
4>	replace the cellIdentity with the cellIdentity of the cell the UE has received the RRCRelease message;
4>	replace the physical cell identity with the physical cell identity of the cell the UE has received the RRCRelease message;




Reason for change
We think the C-RNTI replacement requirement specified in TS38.331 is incomplete to 2-step RA because it did not consider the successRAR case for which C-RNTI is included without any temporary C-RNTI. In that case, the UE shall replace the C-RNTI (stored in UE Inactive AS context) with the C-RNTI included in successRAR to achieve the same security level as in legacy. 

	
	

	Summary of change:
	In clause 5.3.8, update descriptions on the C-RNTI replacement for 2-step RA.

Impact analysis
Impacted functionality:
RRC connection release

Inter-operability: 
1. [bookmark: OLE_LINK107][bookmark: OLE_LINK108][bookmark: OLE_LINK6][bookmark: OLE_LINK7]If the UE is implemented according to this CR but the network is not,the network considers the C-RNTI replacement is not performed in UE for successRAR but it is done actually, in next resume procedure the network will use the old C-RNTI for integrity verification which is misaligned with UE and causes integrity verification failure.
2. If the network is implemented according to this CR but the UE is not, the network considers the C-RNTI replacement is performed in UE for successRAR but it is not done actually, in next resume procedure the network will use the new C-RNTI for integrity verification which is misaligned with UE and causes integrity verification failure.

	
	

	Consequences if not approved:
	The UE does not replace the C-RNTI stored in UE Inactive AS context with the C-RNTI included in successRAR which causes security threat.
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Start of Change
[bookmark: _Toc46439466][bookmark: _Toc46444303][bookmark: _Toc46487064][bookmark: _Toc52836942][bookmark: _Toc52837950][bookmark: _Toc53006590]5.3.8.3	Reception of the RRCRelease by the UE
The UE shall:
1>	delay the following actions defined in this sub-clause 60 ms from the moment the RRCRelease message was received or optionally when lower layers indicate that the receipt of the RRCRelease message has been successfully acknowledged, whichever is earlier;
1>	stop timer T380, if running;
1>	stop timer T320, if running;
1>	if timer T316 is running;
2>	stop timer T316;
2>	clear the information included in VarRLF-Report, if any;
1>	stop timer T350, if running;
1>	if the AS security is not activated:
2>	ignore any field included in RRCRelease message except waitTime;
2>	perform the actions upon going to RRC_IDLE as specified in 5.3.11 with the release cause 'other' upon which the procedure ends;
1>	if the RRCRelease message includes redirectedCarrierInfo indicating redirection to eutra:
2>	if cnType is included:
3>	after the cell selection, indicate the available CN Type(s) and the received cnType to upper layers;
NOTE 1:	Handling the case if the E-UTRA cell selected after the redirection does not support the core network type specified by the cnType, is up to UE implementation.
2>	if voiceFallbackIndication is included:
3>	consider the RRC connection release was for EPS fallback for IMS voice (see TS 23.502 [43]);
1>	if the RRCRelease message includes the cellReselectionPriorities:
2>	store the cell reselection priority information provided by the cellReselectionPriorities;
2>	if the t320 is included:
3>	start timer T320, with the timer value set according to the value of t320;
1>	else:
2>	apply the cell reselection priority information broadcast in the system information;
1>	if deprioritisationReq is included and the UE supports RRC connection release with deprioritisation:
2>	start or restart timer T325 with the timer value set to the deprioritisationTimer signalled;
2>	store the deprioritisationReq until T325 expiry;
1>	if the RRCRelease includes the measIdleConfig:
2>	if T331 is running:
3> stop timer T331;
3>	perform the actions as specified in 5.7.8.3;
2>	if the measIdleConfig is set to setup:
3>	store the received measIdleDuration in VarMeasIdleConfig;
3>	start timer T331 with the value set to measIdleDuration;
3>	if the measIdleConfig contains measIdleCarrierListNR:
4>	store the received measIdleCarrierListNR in VarMeasIdleConfig;
3>	if the measIdleConfig contains measIdleCarrierListEUTRA:
4>	store the received measIdleCarrierListEUTRA in VarMeasIdleConfig;
3>	if the measIdleConfig contains validityAreaList:
4>	store the received validityAreaList in VarMeasIdleConfig;
1>	if the RRCRelease includes suspendConfig:
2>	apply the received suspendConfig;
2>	remove all the entries within VarConditionalReconfig, if any;
2>	for each measId, if the associated reportConfig has a reportType set to condTriggerConfig:
3>	for the associated reportConfigId:
4>	remove the entry with the matching reportConfigId from the reportConfigList within the VarMeasConfig;
3>	if the associated measObjectId is only associated to a reportConfig with reportType set to condTriggerConfig:
4>	remove the entry with the matching measObjectId from the measObjectList within the VarMeasConfig;
3>	remove the entry with the matching measId from the measIdList within the VarMeasConfig;
2>	reset MAC and release the default MAC Cell Group configuration, if any;
2>	re-establish RLC entities for SRB1;
2>	if the RRCRelease message with suspendConfig was received in response to an RRCResumeRequest or an RRCResumeRequest1:
3>	stop the timer T319 if running;
3>	in the stored UE Inactive AS context:
4>	replace the KgNB and KRRCint keys with the current KgNB and KRRCint keys;
4>	replace the C-RNTI with the temporary C-RNTI maintained in the MAC entity, as specified in TS 38.321[3] in the cell the UE has received the RRCRelease message;
4>	replace the cellIdentity with the cellIdentity of the cell the UE has received the RRCRelease message;
4>	replace the physical cell identity with the physical cell identity of the cell the UE has received the RRCRelease message;
2>	else:
3>	store in the UE Inactive AS Context the current KgNB and KRRCint keys, the ROHC state, the stored QoS flow to DRB mapping rules, the C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell, the spCellConfigCommon within ReconfigurationWithSync of the NR PSCell (if configured) and all other parameters configured except for:
-	parameters within ReconfigurationWithSync of the PCell;
-	parameters within ReconfigurationWithSync of the NR PSCell, if configured;
-	parameters within MobilityControlInfoSCG of the E-UTRA PSCell, if configured;
-	servingCellConfigCommonSIB;
NOTE 2:	NR sidelink communication related configurations and logged measurement configuration are not stored as UE Inactive AS Context, when UE enters RRC_INACTIVE.
2>	suspend all SRB(s) and DRB(s), except SRB0;
2>	indicate PDCP suspend to lower layers of all DRBs;
2>	if the t380 is included:
3>	start timer T380, with the timer value set to t380;
2>	if the RRCRelease message is including the waitTime:
3>	start timer T302 with the value set to the waitTime;
3>	inform upper layers that access barring is applicable for all access categories except categories '0' and '2';
2>	if T390 is running:
3>	stop timer T390 for all access categories;
3>	perform the actions as specified in 5.3.14.4;
2>	indicate the suspension of the RRC connection to upper layers;
2>	enter RRC_INACTIVE and perform cell selection as specified in TS 38.304 [20];
1>	else
2>	perform the actions upon going to RRC_IDLE as specified in 5.3.11, with the release cause 'other'.
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