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1. Introduction

Currently, the network can (re-)configure or continue RoHC protocol upon reconfiguration involving PDCP re-establishment. For an AM DRB, during PDCP re-establishment, the UE will autonomously retransmit the PDCP SDUs from the first PDCP SDU not ACKed by the RLC layer. Some retransmitted PDCP SDUs may have already been successfully received by the network, while the RLC status PDU reflecting the successful reception of those packets is not feed backed to the UE timely. The PDCP PDUs conveying the retransmitted PDCP SDUs may be discarded by the network due to duplication detection. If RoHC contexts are contained in these packets, there is a risk that RoHC context cannot be correctly established or updated at the network side, and the subsequent compressed packets cannot be correctly decompressed by the gNB due to lack of essential RoHC contexts. It shall be noted a similar risk exists at the UE side for downlink transmission during PDCP re-establishment.
In this paper, we will make a detailed analysis for the above issue. Then we propose a solution to fix the issue.

2. Discussion
Currently, PDCP re-establishment shall be triggered whenever the security key used for a radio bearer changes, e.g. due to handover, RRC resume, etc. During RRC reconfiguration involving PDCP re-establishment, RoHC can be (re-)configured or released for a RB. When PDCP termination point is not changed, the RoHC protocol can also be continued.
Let us consider a case where RoHC is continued or (re-)configured when PDCP entity is re-established. According to the PDCP spec [1], in PDCP re-establishment procedure, the UE shall perform retransmission of the PDCP SDUs in ascending order of the COUNT values from the first PDCP SDU that has not been ACKed by the RLC layer. The corresponding text is extracted as follows:
	-
for AM DRBs which were not suspended, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by lower layers, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to the PDCP entity re-establishment as specified below:

-
perform header compression of the PDCP SDU using ROHC as specified in the clause 5.7.4 and/or using EHC as specified in the clause 5.12.4;

-
perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the clause 5.9 and 5.8;

-
submit the resulting PDCP Data PDU to lower layer, as specified in clause 5.2.1.


The UE shall perform header compression of the retransmitted PDCP SDUs using RoHC protocol. In other words, the PDCP PDUs including the retransmitted PDCP SDUs may contain RoHC contexts which may be used for header compression of later transmitted PDCP SDUs. 
However, from the gNB’s perspective, those to-be-retransmitted PDCP SDUs may have been successfully received by the receiving PDCP entity, but the corresponding RLC status PDU has not been sent out or successfully transmitted before PDCP re-establishment. After receiving the PDCP PDUs conveying the retransmitted PDCP SDUs, the gNB may consider these PDCP PDUs as duplicated packets and discard them directly. The RoHC contexts contained in the PDCP PDUs will be discarded and will not be stored by the RoHC instance at the receiving PDCP entity. This may cause that the RoHC compressor and the RoHC decompressor have misaligned RoHC contexts. If subsequent PDCP SDUs are compressed by using the to-be-discarded RoHC contexts, the compressed packets cannot be successfully decompressed by the gNB due to lack of essential RoHC contexts. 
Let’s take the following Fig.1 as an example. When the UE is indicated to perform PDCP re-establishment, the PDCP SDUs with SN=100 and 106 has been ACKed by the RLC layer, but other PDCP SDUs have not been ACKed. While at the gNB side, the PDCP SDUs with SNs between 100 and 104 have been successfully received, and the PDCP SDU with SN=105 is not received. Thus at the receiving PDCP entity, the lower edge of the reception window locates at SN=105. During PDCP re-establishment, the UE will retransmit the PDCP SDUs continuously from the PDCP SDU with SN=101. The PDCP PDUs associated with SN=101,102,103,104 contain a new RoHC context, and the PDCP PDU associated with SN=105 may be compressed by using the specific RoHC context. When the gNB receives the PDCP PDUs associated with SN=101,102,103,104, these packets may be directly discarded due to out of the reception window. The consequence is that the RoHC context conveying in the packets will be discarded together. When the PDCP PDU with SN=105 is successfully received, the gNB cannot decompress the packet due to lack of essential RoHC context. 
Based on the above analysis and the explanatory example, we can find if RoHC is (re-)configured or continued upon reconfiguration involving PDCP re-establishment, there is a risk that RoHC context cannot be directly established at the network side, and the subsequent compressed packets cannot be correctly decompressed by the gNB due to lack of essential RoHC contexts.
Observation 1: If RoHC is configured and packet headers are compressed upon PDCP re-establishment, there is a risk that the duplicated packets are discarded by the gNB and RoHC context cannot be correctly established at the network side, and the subsequent compressed packets cannot be correctly decompressed by the gNB due to lack of essential RoHC contexts.
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Fig.1 Illustration of UE’s transmission status and gNB’s reception status during PDCP re-establishment
Someone may propose if a PDCP PDU is received by the receiving PDCP entity, the PDCP entity shall perform header decompression and update the RoHC contexts before the PDCP entity discards the PDCP PDU. Such behaviour is similar to that in LTE PDCP. In LTE, RLC layer will perform reordering function. The RLC SDUs delivered to the PDCP layer are in the same order as they are transmitted. Taking the above Fig.1 as an example, the receiving PDCP entity will sequentially process the PDCP PDUs with SN=101,102,103,104, and store the RoHC contexts contained in the PDCP PDUs even though these packets will be finally discarded. Then when the PDCP PDU with SN=105 is received, it can be successfully decompressed. 
But in NR, the situation is different. The reordering function has been moved from the RLC layer to the PDCP layer. The PDCP PDUs are sent out by the transmitting PDCP entity in order, but they may be received by the receiving PDCP entity out of order. In the above example, it is possible that the PDCP PDU with SN=105 is the first received packet at the receiving PDCP entity after PDCP re-establishment. Since this packet is associated with the lower edge of the PDCP reception window, the gNB will process such PDCP PDU, but its RoHC decompression will fail. We can find even if the receiving PDCP entity performs header decompression before discarding PDCP PDUs, the above risk in observation 1 still exists.
Observation 2: Even though the receiving PDCP entity performs header decompression before discarding PDCP PDUs, the risk of packets decompression failure cannot be resolved.
The basic reason of the above issue is that packets conveying retransmitted PDCP SDUs may contain RoHC contexts during PDCP re-establishment procedure. One solution to resolve the issue is to restrict that the PDCP PDUs conveying retransmitted PDCP SDUs shall not contain any dynamic RoHC contexts. It shall be noted that in Rel-16 DAPS, a similar restriction has been introduced in PDCP spec as follows [1]:
	NOTE 2:
For downlink, the ROHC protocol of the target cell should maintain the IR state if operating in U-mode and O-mode during DAPS handover before release of source cell.


Similarly, we think if RoHC is (re-c)onfigured or continued for an AM DRB during PDCP re-establishment, the RoHC protocol of the transmitting PDCP entity shall maintain the IR state at least until all PDCP SDUs to be retransmitted have been sent out, which is indeed motivated by the NOTE 2.
Proposal 1: The RoHC protocol of the transmitting PDCP entity should maintain the IR state during PDCP re-establishment for all the retransmitted PDCP SDUs.
A note similar to the above NOTE 2 can be added in the PDCP spec. In our companion CR [2], a correction to the PDCP spec is presented. RAN2 can discuss the NOTE is added from Rel-15 or Rel-16.
Proposal 2: Adding a NOTE in PDCP spec to clarify that the RoHC protocol of the transmitting PDCP entity should maintain the IR state during PDCP re-establishment for all the retransmitted PDCP SDUs.

Proposal 3: RAN2 can discuss the NOTE is added from Rel-15 or Rel-16.
The corresponding CRs for both Rel-15 and Rel-16 by capturing above NOTE can be found in the Annex for reference.
3. Conclusion

In this contribution, we have discussed that according to the current UE behaviour during PDCP re-establishment, there is a risk that RoHC contexts cannot be correctly established at the network side and the subsequent compressed packets cannot be correctly decompressed by the gNB due to lack of necessary RoHC contexts. We made the following observations and proposal:
Observation 1: If RoHC is configured and packet headers are compressed upon PDCP re-establishment, there is a risk that the duplicated packets are discarded by the gNB and RoHC context cannot be correctly established at the network side, and the subsequent compressed packets cannot be correctly decompressed by the gNB due to lack of essential RoHC contexts.
Observation 2: Even though the receiving PDCP entity performs header decompression before discarding PDCP PDUs, the risk of packets decompression failure cannot be resolved.
Proposal: The RoHC protocol of the transmitting PDCP entity should maintain the IR state during PDCP re-establishment for all the retransmitted PDCP SDUs.

Proposal 2: Adding a NOTE in PDCP spec to clarify that the RoHC protocol of the transmitting PDCP entity should maintain the IR state during PDCP re-establishment for all the retransmitted PDCP SDUs.

Proposal 3: RAN2 can discuss the NOTE is added from Rel-15 or Rel-16.
4. Reference
[1].  3GPP TS 38.323 V15.7.0, NR; Packet Data Convergence Protocol (PDCP) specification (Release 15).
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START OF CHANGE

5.7
Header compression and decompression

5.7.1
Supported header compression protocols and profiles

The header compression protocol is based on the Robust Header Compression (ROHC) framework defined in RFC 5795 [7]. There are multiple header compression algorithms, called profiles, defined for the ROHC framework. Each profile is specific to the particular network layer, transport layer or upper layer protocol combination e.g. TCP/IP and RTP/UDP/IP.

The detailed definition of the ROHC channel is specified as part of the ROHC framework defined in RFC 5795 [7]. This includes how to multiplex different flows (header compressed or not) over the ROHC channel, as well as how to associate a specific IP flow with a specific context state during initialization of the compression algorithm for that flow.

The implementation of the functionality of the ROHC framework and of the functionality of the supported header compression profiles is not covered in this specification.

In this version of the specification the support of the following profiles is described:

Table 5.7.1-1: Supported header compression protocols and profiles
	Profile Identifier
	Usage
	Reference

	0x0000
	No compression
	RFC 5795

	0x0001
	RTP/UDP/IP
	RFC 3095, RFC 4815

	0x0002
	UDP/IP
	RFC 3095, RFC 4815

	0x0003
	ESP/IP
	RFC 3095, RFC 4815

	0x0004
	IP
	RFC 3843, RFC 4815

	0x0006
	TCP/IP
	RFC 6846

	0x0101
	RTP/UDP/IP
	RFC 5225

	0x0102
	UDP/IP
	RFC 5225

	0x0103
	ESP/IP
	RFC 5225

	0x0104
	IP
	RFC 5225


5.7.2
Configuration of header compression

PDCP entities associated with DRBs can be configured by upper layers TS 38.331 [3] to use header compression. Each PDCP entity carrying user plane data may be configured to use header compression. In this version of the specification, only the robust header compression protocol (ROHC) is supported. Every PDCP entity uses at most one ROHC compressor instance and at most one ROHC decompressor instance.

5.7.3
Protocol parameters

RFC 5795 [7] has configuration parameters that are mandatory and that must be configured by upper layers between compressor and decompressor peers ; these parameters define the ROHC channel. The ROHC channel is a unidirectional channel, i.e. if rohc is configured there is one channel for the downlink and one for the uplink, and if uplinkOnlyROHC is configured there is only one channel for the uplink. There is thus one set of parameters for each channel, and if rohc is configured the same values shall be used for both channels belonging to the same PDCP entity.

These parameters are categorized in two different groups, as defined below:

-
M:
Mandatory and configured by upper layers;

-
N/A: Not used in this specification.

The usage and definition of the parameters shall be as specified below.

-
MAX_CID (M): This is the maximum CID value that can be used. One CID value shall always be reserved for uncompressed flows. The parameter MAX_CID is configured by upper layers (maxCID in TS 38.331 [3]);

-
LARGE_CIDS: This value is not configured by upper layers, but rather it is inferred from the configured value of MAX_CID according to the following rule:

-
If MAX_CID > 15 then LARGE_CIDS = TRUE else LARGE_CIDS = FALSE;

-
PROFILES (M): Profiles are used to define which profiles are allowed to be used by the UE. The list of supported profiles is described in clause 5.7.1. The parameter PROFILES is configured by upper layers (profiles for uplink and downlink in TS 38.331 [3]);

-
FEEDBACK_FOR (N/A): This is a reference to the channel in the opposite direction between two compression endpoints and indicates to what channel any feedback sent refers to. Feedback received on one ROHC channel for this PDCP entity shall always refer to the ROHC channel in the opposite direction for this same PDCP entity;

-
MRRU (N/A): ROHC segmentation is not used.

5.7.4
Header compression

If header compression is configured, the header compression protocol generates two types of output packets:

-
compressed packets, each associated with one PDCP SDU;

-
standalone packets not associated with a PDCP SDU, i.e. interspersed ROHC feedback.

A compressed packet is associated with the same PDCP SN and COUNT value as the related PDCP SDU. The header compression is not applicable to the SDAP header and the SDAP Control PDU if included in the PDCP SDU.

Interspersed ROHC feedback are not associated with a PDCP SDU. They are not associated with a PDCP SN and are not ciphered.

NOTE 1:
If the MAX_CID number of ROHC contexts are already established for the compressed flows and a new IP flow does not match any established ROHC context, the compressor should associate the new IP flow with one of the ROHC CIDs allocated for the existing compressed flows or send PDCP SDUs belonging to the IP flow as uncompressed packet.
NOTE 2:  The RoHC protocol of the transmitting PDCP entity should maintain the IR state during PDCP re-establishment for all the retransmitted PDCP SDUs.
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START OF CHANGE

5.7
Header compression and decompression

5.7.1
Supported header compression protocols and profiles

The ROHC protocol is based on the Robust Header Compression (ROHC) framework defined in RFC 5795 [7]. There are multiple ROHC algorithms, called profiles, defined for the ROHC framework. Each profile is specific to the particular network layer, transport layer or upper layer protocol combination e.g. TCP/IP and RTP/UDP/IP.

The detailed definition of the ROHC channel is specified as part of the ROHC framework defined in RFC 5795 [7]. This includes how to multiplex different flows (header compressed or not) over the ROHC channel, as well as how to associate a specific IP flow with a specific context state during initialization of the compression algorithm for that flow.

The implementation of the functionality of the ROHC framework and of the functionality of the supported header compression profiles is not covered in this specification.

In this version of the specification the support of the following profiles is described:

Table 5.7.1-1: Supported ROHC protocols and profiles
	Profile Identifier
	Usage
	Reference

	0x0000
	No compression
	RFC 5795

	0x0001
	RTP/UDP/IP
	RFC 3095, RFC 4815

	0x0002
	UDP/IP
	RFC 3095, RFC 4815

	0x0003
	ESP/IP
	RFC 3095, RFC 4815

	0x0004
	IP
	RFC 3843, RFC 4815

	0x0006
	TCP/IP
	RFC 6846

	0x0101
	RTP/UDP/IP
	RFC 5225

	0x0102
	UDP/IP
	RFC 5225

	0x0103
	ESP/IP
	RFC 5225

	0x0104
	IP
	RFC 5225


5.7.2
Configuration of ROHC

PDCP entities associated with DRBs can be configured by upper layers TS 38.331 [3] to use ROHC. Each PDCP entity carrying user plane data may be configured to use ROHC. PDCP entities associated with sidelink DRBs can be configured to use ROHC for IP SDUs. For DRBs other than DAPS bearers, the PDCP entity uses at most one ROHC compressor instance and at most one ROHC decompressor instance. For DAPS bearers, the PDCP entity uses at most one ROHC compressor instance (i.e. use the ROHC compressor instance for source cell before uplink data switching, and use the ROHC compressor instance for target cell after uplink data switching) and at most two ROHC decompressor instances.

5.7.3
Protocol parameters

RFC 5795 [7] has configuration parameters that are mandatory and that must be configured by upper layers between compressor and decompressor peers ; these parameters define the ROHC channel. The ROHC channel is a unidirectional channel, i.e. if rohc is configured there is one channel for the downlink and one for the uplink, and if uplinkOnlyROHC is configured there is only one channel for the uplink. There is thus one set of parameters for each channel, and if rohc is configured the same values shall be used for both channels belonging to the same PDCP entity.

These parameters are categorized in two different groups, as defined below:

-
M:
Mandatory and configured by upper layers;

-
N/A: Not used in this specification.

The usage and definition of the parameters shall be as specified below.

-
MAX_CID (M): This is the maximum CID value that can be used. One CID value shall always be reserved for uncompressed flows. The parameter MAX_CID is configured by upper layers (maxCID in TS 38.331 [3]);

-
LARGE_CIDS: This value is not configured by upper layers, but rather it is inferred from the configured value of MAX_CID according to the following rule:

-
If MAX_CID > 15 then LARGE_CIDS = TRUE else LARGE_CIDS = FALSE;

-
PROFILES (M): Profiles are used to define which profiles are allowed to be used by the UE. The list of supported profiles is described in clause 5.7.1. The parameter PROFILES is configured by upper layers (profiles for uplink and downlink, sl-RoHC-Profiles in SidelinkPreconfigNR for sidelink in TS 38.331 [3]);

-
FEEDBACK_FOR (N/A): This is a reference to the channel in the opposite direction between two compression endpoints and indicates to what channel any feedback sent refers to. Feedback received on one ROHC channel for this PDCP entity shall always refer to the ROHC channel in the opposite direction for this same PDCP entity;

-
MRRU (N/A): ROHC segmentation is not used.

5.7.4
Header compression using ROHC

If ROHC is configured, the ROHC protocol generates two types of output packets:

-
ROHC compressed packets, each associated with one PDCP SDU;

-
standalone packets not associated with a PDCP SDU, i.e. interspersed ROHC feedback.

A ROHC compressed packet is associated with the same PDCP SN and COUNT value as the related PDCP SDU. The header compression is not applicable to the SDAP header and the SDAP Control PDU if included in the PDCP SDU.

For DAPS bearers, the PDCP entity shall perform the header compression for the PDCP SDU using the ROHC protocol either configured for the source cell or configured for the target cell, based on to which cell the PDCP SDU is transmitted.

Interspersed ROHC feedback are not associated with a PDCP SDU. They are not associated with a PDCP SN and are not ciphered.

NOTE 1:
If the MAX_CID number of ROHC contexts are already established for the compressed flows and a new IP flow does not match any established ROHC context, the compressor should associate the new IP flow with one of the ROHC CIDs allocated for the existing compressed flows or send PDCP SDUs belonging to the IP flow as uncompressed packet.

NOTE 2:
For downlink, the ROHC protocol of the target cell should maintain the IR state if operating in U-mode and O-mode during DAPS handover before release of source cell.
NOTE 3:  The RoHC protocol of the transmitting PDCP entity should maintain the IR state during PDCP re-establishment for all the retransmitted PDCP SDUs.
END OF CHANGE
