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Introduction
In the RAN TSG meeting #90-e, the WID of enhancement of private network support for NG-RAN is approved:
	· Support SNPN along with subscription / credentials owned by an entity separate from the SNPN including:
· The broadcasting of information to enable SNPN selection for UEs with subscription/credentials owned by an entity separate from the SNPN [RAN2]
· The associated cell selection/reselection and connected mode mobility support [RAN2/RAN3]
· The necessary modifications over network interfaces (e.g. NG, Xn, F1, E1 etc) [RAN3]
· Support UE onboarding and provisioning for NPN including:
· The UE onboarding relevant parameter broadcast from SIB [RAN2]
· The associated cell selection/reselection, cell access control and the connected mode mobility support [RAN2/RAN3]
· The necessary modifications over network interfaces (e.g. NG, Xn, F1, E1 etc) [RAN3]
· Support of IMS voice and emergency services for SNPN [RAN2]
· Broadcasting of relevant parameters [RAN2]
[bookmark: _Hlk57062252]NOTE: The above sub-bullets for the SA2 objectives may be non-exhaustive and are subject to further discussion depending on SA2 updates if any.



The non-public network is defined in Rel-16 with two categories: SNPN (stand-alone Non-Public network) and PNI-NPN (Public network integrated Non-Public network). The SNPN is stand alone without the support from a PLMN while the PNI-NPN relies on PLMN and utilizes the closed access group (CAG) to control the network selection and cell access procedure for UE [1].  The further study scope for enhancement of NPN is captured in SA2 TR 23700-07 [2]. In this contribution, we would concentrate on the issues to support UE on-boarding and provisioning in idle mode and connected mode for SNPN and PNI-NPN.
Discussion
In the SA2 TR 23700-07 [2], key issue #4 aims to study the architecture and solutions to support UE on-boarding and remote provisioning. Two components listed in this key issue #4 include UE on-boarding issue and remote provisioning for SNPN or PNI-NPN credentials. Since the remote provisioning for SNPN credential or PNI-NPN credentials mainly impacts the 5GC, only the UE on-boarding issue is discussed below. The UE on-boarding issue has been recognized in SA2 TR 23700-07 [2]:
	But also specific aspects for component 1 (UE onboarding i.e. to enable 3GPP connectivity):
-	How does the UE discover and select the onboarding SNPN before UE NPN credentials and other information to enable UE to get 3GPP connectivity are provisioned.
NOTE 1:	Provisioning of PLMN credentials is not in scope of this KI. A UE accessing a PLMN is assumed to have provisioned 3GPP credentials.
[bookmark: _Hlk42094515]-	How and whether the onboarding SNPN authenticates the UE, and establishes a secure 3GPP connectivity, before the UE's NPN credentials and other information to enable SNPN access are provisioned.
[bookmark: _Hlk42109903][bookmark: _Hlk42109629]-	How to establish a secure connectivity between the UE and the network entity for provisioning the NPN credentials and other information to enable SNPN access, i.e. how to enable ciphering and integrity protection of the connection and the authentication of UE at the Provisioning Server.
[bookmark: _Hlk42109643]-	How does the 5G system provides and updates in the network the subscription of an authorized UE in order to allow the UE to request connectivity to a desired SNPN.
-	Architecture including which NFs are involved, and which scenario(s) the solution is addressing, including:
-	Which network entity performs UE's subscription provisioning and where is the network entity located.
-	If the network entity performing UE subscription provisioning is external to the SNPN, what is the service-based interface exposed by the SNPN towards that network entity for UE onboarding and provisioning.



2.1 SNPN
2.1.1 The network architecture and concept to support UE on-boarding and provisioning:
The SA2 TR 23700-07 [2] describes the network architecture to support UE on-boarding and provisioning: 
	UE onboarding for SNPN (Component 1 of KI#4)
-	It should be possible to support a registration procedure that enables support for UE onboarding using Default UE credentials and with an O-SNPN as the Onboarding Network (ON).
-	It should be possible that one SNPN can take the role of both Onboarding Network (ON) and SO (Subscription Owner), and it should be possible that the ON and SO are different SNPNs i.e. O-SNPN and SO-SNPN.
[bookmark: _Hlk54107746]-	The DCS can be an entity external to the 5GC of O-SNPN.
-	Using PLMN credentials for UE onboarding and PLMN as Onboarding Network (ON) is already possible.



The UE performs the registration procedure using a default UE credential for the Default Credential Server (DCS) authentication in the on-boarding network (ON), which could possibly be a PLMN or a SNPN network (O-SNPN).  The UE gets access to the on-boarding network and can be provisioned with UE’s desired SNPN subscriptions credentials or other configurations from Subscription Owner SNPN (SO-SNPN), which provides the service to UE. Indeed, the O-SNPN and SO-SNPN may possible be different SNPNs or one SNPN takes both roles. The Figure 1 illustrates the network architecture to support the UE on-boarding and provisioning for SNPN.


Figure 1. The network architecture to support the UE on-boarding and provisioning for SNPN

2.1.2 System Information
The operators identifies the SNPN by the Non-public network ID (NPN-ID) and optionally a human-readable network name per SNPN for manual network selection. As defined in [3], NPN-ID is comprised of PLMN ID (MCC, MNC) and network ID (NID) and up to 12 different SNPNs can be broadcasted in a cell.
The UE needs to discover and attempt to register the on-boarding PLMN network or O-SNPN identified by a PLMN ID or PLMN +NID respectively for which the UE has default credentials. As suggested in SA2 TR 23700-07 as below, the SNPN on-boarding capable cell should broadcast an indication for on-boarding enabled to let UE trigger the on-boarding procedure in the available cell. 
	SA2 TR 23700-07 proposal:
-	The NG-RAN of the Onboarding network includes an indication for Onboarding enabled in the SIB (per O-SNPN, considering that the NG-RAN can be shared) so that the UE can discover and select an appropriate O-SNPN. The UE may or may not be pre-configured with O-SNPN network selection information (e.g. O-SNPN network identifiers).
NOTE 2:	Whether the indication for Onboarding is sufficient or more SIB information is needed can be further discussed in the normative phase.



The indication for on-boarding enabled can be defined on per SNPN basis for O-SNPN or per PLMN basis for PLMN on boarding network in the SIB1. The following on-boarding enabled information/indicator for the list of PLMNs or the list of SNPNs is expected to add in the SIB1, as listed in the table 1:
[image: ]
Table 1
Besides, the supported SO-SNPN list per on-boarding network could be broadcasted optionally to assist the on-boarding procedure and cell selection or reselection procedure for UE. The UE may take account of the supported SO-SNPN list per on-boarding network and select/reselect cells with the consistent interest SO-SNPNs to camp on.
In Rel-16, the maximum number of networks is set to 12 in the RRC signalling. In order to re-use the same RRC signalling, the same restriction on the number was applied to the number of SO-SNPN. Similarly, it is proposed that it is up to 12 different SO-SPNP IDs can be broadcasted in a cell.
Proposal 1: The indication for on-boarding enabled can be defined on per SNPN basis for O-SNPN or per PLMN basis for on-boarding PLMN network in the SIB1.
Proposal 2: it is proposed that the supported SO-SNPN list per on-boarding network is needed to be broadcasted optionally assist the on-boarding procedure and cell selection or reselection procedure for UE.
Proposal 3: it is proposed that it is up to 12 different SO-SPNP IDs can be broadcasted in a cell.

2.1.3 Network selection:
Similar as the legacy network selection mechanism for PLMN and SNPN, the UE could use an autonomous search function to find any cells per PLMN or SNPN. The UE will compare the list of PLMN ID or NID broadcasted in cells with the subscription stored in UE as pre-configuration to find the suitable cells to camp on.
The network selection is supported in on-boarding procedure, and its impact on RAN is similar to that of SNPN or PLMN selection [4] except that the indication for on-boarding enabled per SNPN or PLMN should also be considered in the network selection procedure, as follows:
· When the PLMN acts as the on-boarding network:
If the UE can read one or several PLMN identities and the enabled on-boarding indications of ON in the strongest cell, each found PLMN and the enabled on-boarding indications of ON shall be reported to the NAS. For manual selection, UE shall upon request by NAS report available PLMN identifiers with the enabled on-boarding indications of ON to the NAS and the search for available PLMNs may be stopped on request of the NAS.

· When the SNPN acts as the on-boarding network:
If the UE can read one or several SNPN identities and the enabled on-boarding indications of ON in the strongest cell, each found SNPN and the enabled on-boarding indications of ON shall be reported to the NAS. For manual selection, UE shall upon request by NAS reports available SNPN identifiers together with their HRNN (if broadcast) and the enabled on-boarding indications of ON to the NAS and the search for available SNPNs may be stopped on request of the NAS.
Proposal 4: The indication for on-boarding enabled per on-boarding network should also be reported from AS to NAS and be considered in the network selection procedure.

2.1.5 Cell selection and reselection:
As defined in TS38.304 Section 4.5 [4] below, the suitable cell selection is base on the condition that the UE is operating in the SNPN access mode or not. If the UE is not operation on the SNPN access mode, a PLMN cell could be considered as candidate cell for suitable cell otherwise, the SNPN cell may serve as suitable cell.
	suitable cell:
For UE not operating in SNPN Access Mode, a cell is considered as suitable if the following conditions are fulfilled:
-	The cell is part of either the selected PLMN or the registered PLMN or PLMN of the Equivalent PLMN list, and for that PLMN either:
-	The PLMN-ID of that PLMN is broadcast by the cell with no associated CAG-IDs and CAG-only indication in the UE for that PLMN (TS 23.501 [10]) is absent or false;
-	Allowed CAG list in the UE for that PLMN (TS 23.501 [10]) includes a CAG-ID broadcast by the cell for that PLMN;
-	The cell selection criteria are fulfilled, see clause 5.2.3.2.
According to the latest information provided by NAS:
-	The cell is not barred, see clause 5.3.1;
-	The cell is part of at least one TA that is not part of the list of "Forbidden Tracking Areas for Roaming" (TS 22.011 [18]), which belongs to a PLMN that fulfils the first bullet above.
For UE operating in SNPN Access Mode, a cell is considered as suitable if the following conditions are fulfilled:
-	The cell is part of either the selected SNPN or the registered SNPN of the UE;
-	The cell selection criteria are fulfilled, see clause 5.2.3.2;
According to the latest information provided by NAS:
-	The cell is not barred, see clause 5.3.1;
-	The cell is part of at least one TA that is not part of the list of "Forbidden Tracking Areas for Roaming" which belongs to either the selected SNPN or the registered SNPN of the UE.



The UE performs the on-boarding procedure in a suitable cell, which could be a PLMN cell or a SNPN cell as the candidate. In RAN2 understanding, there are four scenarios as follows:
	Onboarding network
UE mode status
	SNPN
	PLMN

	UE operating on the SNPN AM
	Scenario 1 
	Scenario 2

	UE not operating on the SNPN AM
	Scenario 3
	Scenario 4



In the SA2 TR 23700-07 [2], it does not clearly indicates that it is mandatory that the UE performing the on-boarding procedure and remote provisioning should work on the SNPN access mode. If the UE must operate on the SNPN access mode to perform the on-boarding and remote provisioning procedure, the suitable cell should be modified as part of either the selected SNPN or the registered SNPN of the UE or part of either the selected PLMN or the registered PLMN or PLMN of the Equivalent PLMN list in TS38.304. If the SNPN capable UE not operating on the SNPN access mode still could register to a PLMN for on-boarding, based on the current TS38.304, no modification is needed in TS38.304.
Therefore, we kindly ask send a LS to SA2 to confirm that If the SNPN capable UE operating on the SNPN access mode still could register to a PLMN for on-boarding and remote provision.
Observation 1: If the UE is not operation on the SNPN access mode, a PLMN cell could be considered as candidate cell for suitable cell otherwise, the SNPN cell may serve as suitable cell. In the SA2 TR 23700-07 [2], it does not clearly indicates that it is mandatory that the UE performing the on-boarding procedure and remote provisioning should work on the SNPN access mode, which impacts the definition of  suitable cell in TS38.304. 
Proposal 5: we kindly ask send a LS to SA2 to confirm that If the SNPN capable UE operating on the SNPN access mode still could register to a PLMN for on-boarding and remote provision.

2.1.6 Connected mode
Based on the conclusion from SA2 TR 23700-07 [2] listed below, The UE provides an indication explicitly or information implicitly at RRC level and NAS level to inform the gNB and AMF whether the on-boarding procedure is performed. The indication or information assists the gNB or AMF to select appropriate AMF or SMF since the usage restriction for the on-boarding service is controlled by certain AMF and SMF.
	[bookmark: _Hlk53736958]-	Upon registration to an SNPN for Onboarding, the UE provides an indication at RRC level that the RRC connectionis for onboarding. This information will be specified only for SNPN and allows NG-RAN to select an appropriate AMF that supports onboarding procedures.
[bookmark: _Hlk53736977]NOTE 3:	RAN WGs can work with SA2 to decide whether handling of RAN-level congestion is feasible.
· [bookmark: _Hlk55541672]Upon registration to an SNPN for Onboarding, the UE provides an indication at NAS level that the registration request is for onboarding to allow AMF to, e.g., select an appropriate SMF and perform other onboarding-related configuration. When UE performs initial Registration for onboarding, the UE does not request to be registered over a network slice and as such the UE does not include Requested NSSAI in either RRC or NAS; it is up to the network to decide which network slice is used for the onboarding and provisioning procedures.
Onboarding network should support functionality to restrict usage to only on-boarding service.
-	When Onboarding network is O-SNPN, the information required to restrict the usage to only onboarding service is locally configured in the AMF and SMF, and the AMF and SMF restrict the usage when the UE indicates that the registration is for Onboarding (e.g., onboarding registration type) or NG-RAN indicates that the access is for Onboarding.
-	When Onboarding network is a PLMN, the functionality to restrict usage is activated for the UE by AMF based on received operator subscription from the UDM. How the subscription profile is defined, e.g. using DNN, S-NSSAI or other information dedicated for onboarding, is up to operator's decision.



In order to inform the gNB the purpose of connection, the UE reports the indication per ON in message RRCSetupComplete to indicate the RRC connections for on-boarding procedure. Furthermore, the UE should optionally provide the selected SO-SNPN lists associated with ON in message RRCSetupComplete to gNB when it accesses the ON. The gNB could select AMF based on the information or indication provided in RRCSetupComplete to restrict the usage only to the on-boarding service. Therefore, the extension to RRCSetupComplete is to include boarding procedure indication per ON and optionally the selected SO-SNPN lists.

Proposal 6: In order to inform the gNB the purpose of connection, the UE reports the indication per ON in message RRCSetupComplete to indicate the RRC connections for on-boarding procedure. Furthermore, the UE should optionally provide the selected SO-SNPN lists associated with ON in message RRCSetupComplete to gNB when it accesses the ON.

2.2 PNI-NPN
2.2.5 The network architecture and concept to support UE on-boarding and provisioning
The UE performs the registration procedure using a UE default PLMN credential in the PLMN as an on-boarding network (ON). The UE gets access to the on-boarding network and can be provisioned with UE’s desired PNI-NPN credential or other configurations, such CAG information. The Figure 2 illustrates the network architecture to support the UE on-boarding and provisioning for PNI-NPN.


Figure 2. the network architecture to support the UE on-boarding and provisioning for PNI-NPN
The UE with the default PLMN credential could access the PLMN which PNI-NPN relies on and acquire the UE PNI-NPN credential or other information via the PLMN. After the UE successfully completes the remote provisioning for PNI-NPN credential or other information, UE triggers the deregistration process and use the PNI-NPN credential or CAG information to access PNI-NPN network hosted by PLMN for PNI NPN service. 
Since the default PLMN credential could be used by UE for UE on-boarding and network selection and reselection, no enhancement is needed for UE on-boarding and remote provisioning for PNI-NPN.
Observation 2: The UE with the default PLMN credential could access the PLMN which PNI-NPN relies on and acquire the UE desired PNI-NPN credential or other information via the PLMN. And UE uses the obtained PNI-NPN credential or CAG information to access PNI-NPN network hosted by PLMN for PNI NPN service.
Proposal 7: it is proposed that no enhancement is need for UE on-boarding and remote provisioning for PNI-NPN.
Conclusion
Proposal 1: The indication for on-boarding enabled can be defined on per SNPN basis for O-SNPN or per PLMN basis for on-boarding PLMN network in the SIB1.
Proposal 2: it is proposed that the supported SO-SNPN list per on-boarding network is needed to be broadcasted optionally assist the on-boarding procedure and cell selection or reselection procedure for UE.
Proposal 3: it is proposed that it is up to 12 different SO-SPNP IDs can be broadcasted in a cell.
Proposal 4: The indication for on-boarding enabled per on-boarding network should also be reported from AS to NAS and be considered in the network selection procedure.
Observation 1: If the UE is not operation on the SNPN access mode, a PLMN cell could be considered as candidate cell for suitable cell otherwise, the SNPN cell may serve as suitable cell. In the SA2 TR 23700-07 [2], it does not clearly indicates that it is mandatory that the UE performing the on-boarding procedure and remote provisioning should work on the SNPN access mode, which impacts the definition of  suitable cell in TS38.304. 
Proposal 5: we kindly ask send a LS to SA2 to confirm that If the SNPN capable UE operating on the SNPN access mode still could register to a PLMN for on-boarding and remote provision.
Proposal 6: In order to inform the gNB the purpose of connection, the UE reports the indication per ON in message RRCSetupComplete to indicate the RRC connections for on-boarding procedure. Furthermore, the UE should optionally provide the selected SO-SNPN lists associated with ON in message RRCSetupComplete to gNB when it accesses the ON.
Observation 2: The UE with the default PLMN credential could access the PLMN which PNI-NPN relies on and acquire the UE desired PNI-NPN credential or other information via the PLMN. And UE uses the obtained PNI-NPN credential or CAG information to access PNI-NPN network hosted by PLMN for PNI NPN service.
Proposal 7: it is proposed that no enhancement is need for UE on-boarding and remote provisioning for PNI-NPN.
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