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1	Introduction
This document provides the summary based on the contributions [1]-[10] in agenda item 8.11.3.2 “Methodologies for network-assisted and UE-assisted integrity” and the part related to integrity methodologies from contribution [11] ([Post112-e][618][POS] email discussion TP submitted to agenda item 8.11.3.1). These contributions are related to the following study item objective:

	2.	Study solutions necessary to support integrity and reliability of assistance data and position information: [RAN2]
a.	Identify positioning integrity KPIs and relevant use cases.
b.	Identify the error sources, threat models, occurrence rates and failure modes requiring positioning integrity validation and reporting. 
c.	Study methodologies for network-assisted and UE-assisted integrity.
NOTE 4:	Objective 2 is applicable to GNSS positioning methods.
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The [Post112-e][618][POS] email discussion has produced as an outcome a TP ([11]) which last section 9.4 (see Annex A1) provides the baseline for the current discussion about methodologies for positioning integrity. 
Therefore, the contribution proposals have been sorted and categorized following the baseline TP ([11]) structure into the following categories:
· [bookmark: _Hlk49127689]A-GNSS feared events and integrity assistance information considerations
· Uncertainty of the ranging measurements
· Assistance Information related to the Feared Events
· Local Environment and Receiver Feared Events 
· Framework for supporting Network-assisted and UE-assisted integrity 
· Overview on network-assisted integrity and UE-assisted integrity 
· Delivery of KPIs for integrity
· Recovering from Failure Mechanisms
· Signaling and procedures
· Procedures related to capability transfer
· Procedures related to Assistance Data Transfer
· Procedures related to Location information transfer
· Overall signalling procedures
· Other Issues to clarify at the meeting


The corresponding contribution proposals are discussed per category in the sections. 

2	[Post112-e][618][POS] email discussion – Integrity Methodologies TP
There is already a baseline TP for the integrity methodologies from the [Post112-e][618][POS] email discussion (see [11] submitted to AI 8.11.3.1). A copy of the integrity methodologies section from the baseline TP is provided in Annex A1.

In the following sections, the proposals are marked taking into account their relation with the baseline TP as follows:

Proposals in line with baseline TP
Proposals requesting specific changes in the baseline TP


3	A-GNSS feared events and integrity assistance information considerations

3.1	Uncertainty of the Ranging Measurements
The key when discussing about integrity risk of the GNSS positioning system is to understand the error sources (see R2-2007647 for a description of the most significant sources of error applicable to GNSS).
Total uncertainty for satellite ith is used as an input in integrity algorithms for PL and other integrity results. The positioning integrity results (PLs) are based on the knowledge of the uncertainty of all the ranging measurements and the system data needed to employ those measurements (e.g. satellite orbits, clocks, etc.). [10] proposes to capture in the TR the concept of uncertainty in the ranging measurement in a new section (9.4.1.1.2):

· <[10] ESA> Proposal 1: 	Include the TP from Annex A in clause 9 of TR 38.857.
NOTE: New section 9.4.1.1.2 Uncertainty of the ranging measurement

Proposal 1: 	Include a new section in clause 9.4 of the TR to capture the uncertainty of the GNSS ranging measurements (Annex A5).


3.2	Assistance Information related to the Feared Events
As stated in [11], assistance information related to the feared events needs to be transmitted to mitigate them. [2], [3] and [8] are in line with [11] with respect to the following proposals:
· <[2] InterDigital> Proposal 3:    RAN2 supports detection and reporting of positioning related errors at UE and LMF 
· <[3] Spreadtrum> Proposal 3: For UE-based integrity method, the assistance data from LMF to UE should include the faults of correction data, feared events in transmitting the data to the UE and external feared events.
· <[3] Spreadtrum> Proposal 4: For UE-assisted integrity method, UE needs to send UE feared events to LMF.
· <[8] Huawei> Proposal 1	Study the assistance information required for gNB or UE for integrity measurement reporting.

Proposal 2:	RAN2 supports detection and reporting of positioning related errors at UE and LMF 
Proposal 3:	For UE-based integrity method, the assistance data from LMF to UE should include the faults of correction data, feared events in transmitting the data to the UE and external feared events.
Proposal 4:	For UE-assisted integrity method, UE needs to send UE feared events to LMF.
Proposal 5:	Study the assistance information required for gNB or UE for integrity measurement reporting.


3.3	Local Environment and Receiver Feared Events 
[7], [9] and [10] provide details on the assistance information related to the local environment feared events. And [9] also provides details on the GNSS receiver measurement errors.
· <[7] Fraunhofer> Proposal 1: RAN2 shall agree to collect the interference/spoofing events detected by the UEs, which may be analysed to determine which other UEs may benefit from the assistance data.
· <[7] Fraunhofer> Proposal 2: The signaling mechanism to enable the UE to report the detected interference/spoofing events and the assistance data to other UEs from LMF shall be specified. How the UE detects the threat and how the LMF processes the received information shall be left implementation specific.
· <[9] Ericsson> Proposal 1	Use UE measurements to enable integrity methods for local GNSS and UE feared events
· <[9] Ericsson> Proposal 2	RAN2 to agree to the TP in A.1
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	FFS
Regionalized indicator of multipath, interference, jamming, spoofing, etc

	GNSS receiver measurement error
	FFS
Similar to GNSS local environment feared events




· <[10] ESA> Proposal 1: 	Include the TP from Annex A in clause 9 of TR 38.857.
FFS in Table 9.4.1.1 changed to:
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	FFS
Cross-check GNSS position with RAT-dependent positon

Assistance information: Trustable time reference, Data Authentication / Signature



With respect to the local environment assistance, [10] points out that LPP protocol is already equipped with features that UE can exploit for checking the authenticity of GNSS position, velocity, and timing (PVT). [10] proposes to mention this capabilities in the TR.

Proposal 6: 	Include the TP from Annex A4 in clause 9 of TR 38.857.
NOTE: FFS in Table 9.4.1.1 changed to:
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	FFS
Cross-check GNSS position with RAT-dependent positon

Assistance information: Trustable time reference, Data Authentication / Signature



In addition, [7] and [9] also consider that the UE can detect local environment external events, such as multipath, interference and spoofing (as commented in [10]), and report to the LMF. This crowd-sourced information may be further analysed at LMF and signaled as assistance data to other UEs in the same region. How the UE detects the threat and how the LMF processes the received information shall be left implementation specific.

Proposal 7:	RAN2 shall enable the capability of employing local environment feared events detected by the UE to assist other UEs in the same region. The signaling mechanism to enable the UE to report the detected local environment feared events and the assistance data to other UEs from LMF shall be specified. How the UE detects the threat and how the LMF processes the received information shall be left implementation specific.
Proposal 8:	RAN2 to agree to the TP in A2 (A1 in [9])
NOTE: FFS in Table 9.4.1.1 changed to:
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	FFS
Regionalized indicator of multipath, interference, jamming, spoofing, etc

	GNSS receiver measurement error
	FFS
Similar to GNSS local environment feared events




4	Framework for supporting Network-assisted and UE-assisted integrity 
In this section we discuss the different aspects of the framework for supporting network-assisted integrity and UE-assisted integrity.


4.1	Overview on network-assisted integrity and UE-assisted integrity
The following proposals were submitted with respect to network-assisted and UE-assisted integrity framework. 

Proposals in [1] and [8] are in line with [11]:

· <[1] Oppo> Proposal 1	RAN2 study UE-based solution for integrity, which includes procedures of:
1) LMF sending KPI to UE (for MT-LR), 
2) LMF sending assistance information to UE, and 
3) UE report integrity result to LMF (for MT-LR).

· <[1] Oppo> Proposal 2	RAN2 study UE-assisted solution for integrity, which includes procedures of 
1) UE sending KPI to LMF (for MO-LR), 
2) UE sending assistance information to LMF, and 
3) LMF report integrity result to UE (for MO-LR).

· <[8] Huawei> Proposal 3: UE will calculate the PL for UE-based positioning, while LMF will calculate the PL for LMF-based positioning.

Proposals in [4] will need to be discussed:

For network-assisted integrity, assisted-data should be transmitted from LMF to UE. And for UE-assisted integrity assisted-data should be transmitted from UE to LMF. Whether choose network-assisted or UE-assisted integrity is based on UE and network capability and service requirement. [4] considers that the LMF, who has both the capability of UE and network and has connection interface with 3rd part location server, can better decide it. Because positioning methods are decoupled with network-assisted and UE-assisted integrity. When in the future we support RAT-depended positioning methods, the structure which LMF decides also works.
· <[4] vivo> Proposal 1: LMF decides whether to choose network-assisted or UE-assisted integrity.
[4] also considers that the integrity functions can be integrated into UE or network as an integrity capability. If UE has integrity function where LMF not(legacy network, enhanced UE), then network-assisted integrity should be chosen. If network has integrity function where UE not(legacy UE, enhanced network), then UE-assisted integrity should be chosen. For this purpose, integrity capability must be transmitted as a kind of assisted data and when and how to transmit it can be considered in WI.
· <[4] vivo> Proposal 2: Integrity capability should be studied in WI.
[4] also observes that it is feasible that Integrity information can be transmitted by existed signal modification, without any change in the architecture, or by a new introduced interface.
· <[4] vivo> Proposal 4: To study whether integrity information can be transmitted by existed signal modification without architecture change and new interface introduced.

Hence, the following proposals are raised:

Proposal 9:	RAN2 study UE-based solution for integrity, which includes procedures of:
1) LMF sending KPI to UE (for MT-LR), 
2) LMF sending assistance information to UE, and 
3) UE report integrity result to LMF (for MT-LR).

Proposal 10:	RAN2 study UE-assisted solution for integrity, which includes procedures of:
1) UE sending KPI to LMF (for MO-LR), 
2) UE sending assistance information to LMF, and 
3) LMF report integrity result to UE (for MO-LR).

Proposal 11:	UE will calculate the PL for UE-based positioning, while LMF will calculate the PL for LMF-based positioning.
Proposal 12:	LMF decides whether to choose network-assisted or UE-assisted integrity.
Proposal 13:	Integrity capability should be studied in WI.
Proposal 14:	To study whether integrity information can be transmitted by existed signal modification without architecture change and new interface introduced.


4.2	Delivery of KPIs for integrity and obtained Integrity Results
For UE-based positioning, the UE needs to be aware of KPIs (at least the TIR) for computing the integrity PLs, and also to obtain assistance information about the error sources. Network-assisted integrity can be supported for both MO-LR and MT-LT service types. In the case of MO-LR, the KPIs may be obtained from internal implementation. In the case of MT-LR, the KPIs may be obtained from LMF via LPP.
For UE-assisted integrity, the network needs to be aware of KPIs and the error sources. UE-assisted integrity can be supported for both MO-LR and MT-LT service types. In the case of MO-LR, the KPIs may be obtained by UE from internal implementation are provided to LMF. In the case of MT-LR, the KPIs may be obtained by LMF from internal implementation.
In situations when PL is smaller than AL, the system is regarded as unavailable and an alert is triggered to provide warning that positioning service is unreliable.
Two possible modes for reporting integrity results are identified in [5]:
· PL Reporting: The integrity computing entity calculates the PL, based on the measurement, assistance information and TIR. Then, the calculated PL is directly reported to where the LCS client resides (Network or UE). Hence, the integrity computing entity does not judge whether the positioning system is still available, it simply provides whatever PL value it has obtained. It is left to the LCS client itself to determine if the positioning system is still available based on the reported PL.
· Integrity Event Flagging: The integrity computing entity calculates the PL, based on the measurement, assistance information and TIR. Then, the integrity computing entity further compares the calculated PL with the given AL to determine if the positioning system is still available to offer trustable position estimation. Thus, the integrity computing entity may only have to report a binary flag (0 and 1) to indicate whether the positioning system is available or not.  Thus, in this case the LCS client can be directly informed about the system availability, without conducting further evaluation by itself.
Each LCS client, depending on its interests at a certain moment, may prefer one reporting information mode over the other. Hence, both integrity results, PL reporting and Integrity Event Flagging, should be taken into account in the TR. The description in [8], besides being in line with the reporting of the integrity results indicated in the baseline TP, is assuming that the alerts are, at least, the integrity result that needs to be reported.

· <[5] Nokia> Proposal: Two possible integrity result reporting modes (PL Reporting and Integrity Event Flagging) could be captured in the TR with some descriptions.
· <[8] Huawei> Proposal 5	The alert should be sent to the positioning service client. For MO-LR, the alert should be given to the UE, while for MT-LR, the alert will need to be sent to the LCS client.

Proposal 15:	Two possible integrity result reporting modes (PL Reporting and Integrity Event Flagging) could be captured in the TR with some descriptions.

4.3	Recovering from Failure Mechanisms
[2] requests to include mechanisms for recovering from positioning failure conditions. The ability to recover to the expected positioning operation upon detecting a potential failure/erroneous condition is an important aspect that may be beneficial in safety related use cases (e.g. guided vehicles), where it is vital to ensure the accuracy of the determined positioning information is always within the tolerable level during operation. 
For enabling recovery from a positioning error, a recovery time duration may be provided (e.g. in assistance information) to UE or LMF. The recovery time duration can be considered as requirement associated with the integrity, which may be application dependent.
When a positioning error is detected at UE or LMF, a procedure to correct the positioning error within the recovery time duration may be triggered.

· <[2] InterDigital> Proposal 5: 	RAN2 supports mechanisms for recovering from positioning failure conditions/errors detected at UE and LMF

Proposal 16:	RAN2 supports mechanisms for recovering from positioning failure conditions/errors detected at UE and LMF


5	Signaling and procedures
In the following we discuss the signaling and procedures related to capability transfer, assistance data transfer, location information transfer and aspects for supporting integrity.

5.1	Procedures related to capability transfer
In Rel-16, the capability transfer procedure is used for requesting/receiving the capability information for supporting different positioning methods defined for LPP, and the assistance data transfer procedure is used for supporting transfer of GNSS corrections (see TS 38.305). For positioning integrity, UE needs to have the capability to perform the integrity related measurements and calculate the integrity results with relevant assistance data provided by the LMF.
· <[3] Spreadtrum> Proposal 1: Reuse Capability Transfer Procedure to report UE capability for UE positioning integrity.

· <[6] Xiaomi> Proposal 1: It is necessary to introduce positioning integrity capabilities for UE and UE provides positioning integrity capabilities in A-GNSS positioning method based on Rel-16 Capability Transfer Procedure.

From the analysis of the contributions, there appears to be consensus among the 2 contributions [3][6] that have proposals for using capability transfer procedure for the UE to provide capability to support integrity.

Proposal 17:	For A-GNSS positioning method, Rel-16 Capability Transfer procedure in LPP shall be reused to indicate the UE´s positioning integrity capabilities.



5.2	Procedures related to Assistance Data Transfer
For UE-based positioning integrity, UE needs to acquire the integrity assistance data from network. Based on the integrity assistance data, UE can perform integrity measurements and/or calculate protection level (PL). For UE-assisted positioning integrity, the integrity assistance information of UE feared events may be needed to provide to LMF. For UE-based positioning integrity, the assistance data from LMF to UE can be provided to UE by LPP Provide Assistance Data procedure or positioning SIB. For UE-assisted positioning integrity, the LPP Request Assistance Data procedure can be enhanced for UE sending assistance data to LMF or define new LPP message for UE sending integrity assistance data to LMF [2]. 
· <[3] Spreadtrum> Proposal 2：The integrity KPIs are provided to the UE via assistance data.

· <[6] Xiaomi> Proposal 2: For UE-based positioning integrity, the Rel-16 assistance data transfer procedure can be reused for the integrity assistance data transfer, for UE-assisted positing integrity, how to transfer integrity assistance data to LMF need to be further studied.

From the analysis of the contributions, there appears to be no consensus among the two contributions regarding the support integrity related assistance data transfer.

Proposal 18:	Integrity KIPs are provided to the UE by the LMF using Assistance Data transfer procedure.

Proposal 19:	For UE-based positioning integrity, the Rel-16 assistance data transfer procedure can be reused for the integrity assistance data transfer, for UE-assisted positing integrity, how to transfer integrity assistance data to LMF need to be further studied.


5.3	Procedures related to Location information transfer
For the UE-based positioning, UE measures the GNSS signals and then calculates the PL by itself.
For the UE-assisted positioning, UE measures the GNSS signals and then reports the measurement results and integrity monitor results to network to calculate the PL via LPP provide Location Information. [6] Proposes to use the Location Information transfer for KPIs and integrity results while [3] proposes to use this procedure only for integrity results.

· <[3] Spreadtrum> Proposal 5: UE can send the integrity monitoring results to LMF in UE-assisted positioning.
· <[3] Spreadtrum> Proposal 6: UE can send the calculated integrity results to LMF in UE-based positioning upon the request from LMF.

· <[6] Xiaomi> Proposal 3: The Rel-16 LPP location information transfer procedure can be reused for integrity KPIs, integrity results and integrity measurements delivering.

· <[8] Huawei> Proposal 4	The integrity KPIs should be delivered to the UE for UE-based positioning and delivered to LMF for LMF-based positioning.

From the analysis of the contributions, there appears to be partial consensus among contributions [3][6][8] that have proposals for using location information transfer procedure for the UE to provide capability to support integrity.

Proposal 20:	The Rel-16 LPP location information transfer procedure can be reused for integrity KPIs [3][6][8], integrity results [3][6] and integrity measurements delivering [6].

5.4	Overall signalling procedures
Two contributions propose detailed TPs on signalling procedures [2][8]. Both companies propose signalling procedure for UE-based and UE-assisted. Although there are many common elements the two proposals contain many differences.

· <[8] Huawei> Proposal 7	Adopt the signaling procedures for LMF-based and UE-based positioning in Annex A as a baseline.

· <[2] InterDigital> Proposal 1: 	Capture in TR the signaling procedures provided in TP (Appendix) for UE-based MO-LR and MT-LR positioning integrity

· <[2] InterDigital> Proposal 2: 	Capture in TR the signaling procedures provided in TP (Appendix) for LMF-based MO-LR and MT-LR positioning integrity.

Proposal 21:	Support signalling procedures for UE-assisted integrity (i.e. LMF-based) and network-assisted integrity (i.e. UE-based) as a baseline. Details are FFS.


6	Other Issues to clarify at the meeting
For ensuring integrity, a mechanism for integrating different positioning methods/configurations can be considered. As an example, in UE-based positioning, the LMF can provide with an alternative positioning information to the UE, including information determined using RAT-dependent positioning methods. For example, the RAN/LMF may provide the alternative positioning information of the UE determined based on the measurement of SRSp transmitted by UE. In the case of LMF-based positioning, the LMF may use the positioning information determined by UE via GNSS and RAT-dependent positioning methods used at LMF for validation and improving the confidence level/accuracy of the positioning information [2]. Contribution [10] agrees with this point of view and proposes additional topics for discussion.
· <[10] ESA> Proposal 2: Clarify these points at the next meeting and include a summary in the TR.
· UE-assisted specification impact.
· RAT-Independent, RAT-dependent, and hybrid of the two.
· Industry standards matter
· MT-LR and MO-LR
· LPP protocol security
· <[2] InterDigital> Proposal 4: 	RAN2 supports simultaneous use of alternative positioning methods at UE and RAN for improving positioning accuracy and integrity 

Contribution [9] claims that RAT-dependent aspects are very similar to the GNSS integrity methods and the error sources summary table is generic enough to apply to RAT-dependent too. It further goes on to explain how crowdsourced UE information about RAT-dependent and local UE feared events enable LMF to provide regionalized information to a UE that enters a region affected by feared events (e.g., multipath, interference, etc.)[9].

· <[9] Ericsson> Proposal 3	Use UE measurements to enable integrity methods for local RAT-dependent and UE feared events

· <[9] Ericsson> Proposal 4	RAN2 to agree to the TP in A.2

· <[8] Huawei> Proposal 2	Study the enhancement for the quality of service (QoS) metrics for integrity

· <[8] Huawei> Proposal 6	Study the system framework for positioning integrity and adopt the above framework as a baseline.

There is consensus between [10] and [2] on the use of RAT-dependent positioning methods to achieve the target performance.
Proposal 22:	RAN2 supports simultaneous use of alternative positioning methods (RAT-dependent and hybrid of RAT-dependent and RAT-independent) at UE and RAN for improving positioning accuracy and integrity.
Proposal 23:	Use UE measurements to enable integrity methods for local RAT-dependent and UE feared events and agree to the TP in Annex A3 (A.2 of [9]).
Proposal 24:	Study the enhancement for the quality of service (QoS) metrics for integrity as proposed in [8].

Proposal 25:	Study the system framework for positioning integrity and adopt the baseline provided in [8].



7	Conclusion
Based on the summary the following set of proposals are listed according to categories corresponding to: 
· [bookmark: _GoBack]‘may be agreeable’: proposals already in line with the baseline TP, proposals requesting specific changes in the baseline TP and proposals with some consensus between different companies
· ‘may require further discussion’

Besides, those proposals in line with the baseline TP ([11]) or requesting specific changes in the baseline TP are marked as follows:
Proposals in line with baseline TP
Proposals requesting specific changes in the baseline TP

7.1 Proposals that may be agreeable

3.1 Uncertainty of the Ranging Measurements
Proposal 1: 	Include a new section in clause 9.4 of the TR to capture the uncertainty of the GNSS ranging measurements (Annex A5).

Assistance Information related to the Feared Events
Proposal 2:	RAN2 supports detection and reporting of positioning related errors at UE and LMF 
Proposal 3:	For UE-based integrity method, the assistance data from LMF to UE should include the faults of correction data, feared events in transmitting the data to the UE and external feared events.
Proposal 4:	For UE-assisted integrity method, UE needs to send UE feared events to LMF.
Proposal 5:	Study the assistance information required for gNB or UE for integrity measurement reporting.

3.3 Local Environment and Receiver Feared Events
Proposal 6: 	Include the TP from Annex A4 in clause 9 of TR 38.857.
NOTE: FFS in Table 9.4.1.1 changed to:
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	FFS
Cross-check GNSS position with RAT-dependent positon

Assistance information: Trustable time reference, Data Authentication / Signature



Proposal 7:	RAN2 shall enable the capability of employing local environment feared events detected by the UE to assist other UEs in the same region. The signaling mechanism to enable the UE to report the detected local environment feared events and the assistance data to other UEs from LMF shall be specified. How the UE detects the threat and how the LMF processes the received information shall be left implementation specific.
Proposal 8:	RAN2 to agree to the TP in A2 (A1 in [9])
NOTE: FFS in Table 9.4.1.1 changed to:
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	FFS
Regionalized indicator of multipath, interference, jamming, spoofing, etc

	GNSS receiver measurement error
	FFS
Similar to GNSS local environment feared events



4.1 Overview on network-assisted integrity and UE-assisted integrity
Proposal 9:	RAN2 study UE-based solution for integrity, which includes procedures of:
1) LMF sending KPI to UE (for MT-LR), 
2) LMF sending assistance information to UE, and 
3) UE report integrity result to LMF (for MT-LR).
Proposal 10:	RAN2 study UE-assisted solution for integrity, which includes procedures of:
1) UE sending KPI to LMF (for MO-LR), 
2) UE sending assistance information to LMF, and 
3) LMF report integrity result to UE (for MO-LR).
Proposal 11:	UE will calculate the PL for UE-based positioning, while LMF will calculate the PL for LMF-based positioning.


4.2 Delivery of KPIs for integrity and obtained Integrity Results
Proposal 15:	Two possible integrity result reporting modes (PL Reporting and Integrity Event Flagging) could be captured in the TR with some descriptions.

5.1 Procedures related to capability transfer
Proposal 17:	For A-GNSS positioning method, Rel-16 Capability Transfer procedure in LPP shall be reused to indicate the UE´s positioning integrity capabilities.

5.3 Procedures related to Location information transfer
Proposal 20:	The Rel-16 LPP location information transfer procedure can be reused for integrity KPIs [3][6][8], integrity results [3][6] and integrity measurements delivering [6].

5.4 Overall signalling procedures
Proposal 21:	Support signalling procedures for UE-assisted integrity (i.e. LMF-based) and network-assisted integrity (i.e. UE-based) as a baseline. Details are FFS.

6 Other Issues to clarify at the meeting
Proposal 22:	RAN2 supports simultaneous use of alternative positioning methods (RAT-dependent and hybrid of RAT-dependent and RAT-independent) at UE and RAN for improving positioning accuracy and integrity.
Proposal 23:	Use UE measurements to enable integrity methods for local RAT-dependent and UE feared events and agree to the TP in Annex A3 (A.2 of [9]).



7.2 Proposals that may require further discussion

4.1 Overview on network-assisted integrity and UE-assisted integrity
Proposal 12:	LMF decides whether to choose network-assisted or UE-assisted integrity.
Proposal 13:	Integrity capability should be studied in WI.
Proposal 14:	To study whether integrity information can be transmitted by existed signal modification without architecture change and new interface introduced.

4.3 Recovering from Failure Mechanisms
Proposal 16:	RAN2 supports mechanisms for recovering from positioning failure conditions/errors detected at UE and LMF

5.2 Procedures related to Assistance Data Transfer
Proposal 18:	Integrity KIPs are provided to the UE by the LMF using Assistance Data transfer procedure.
Proposal 19:	For UE-based positioning integrity, the Rel-16 assistance data transfer procedure can be reused for the integrity assistance data transfer, for UE-assisted positing integrity, how to transfer integrity assistance data to LMF need to be further studied.

6 Other Issues to clarify at the meeting
Proposal 24:	Study the enhancement for the quality of service (QoS) metrics for integrity as proposed in [8].

Proposal 25:	Study the system framework for positioning integrity and adopt the baseline provided in [8].


Appendix

A1:	[11] [R2-2100596] Text Proposal – Section 9.4 of TP
Start of Text Proposal

9.4 	Positioning Integrity Methods
9.4.1		RAT-Independent
The scope of this study is limited to examining positioning integrity considerations for A-GNSS positioning.

9.4.1.1		A-GNSS Positioning Integrity Methods
The 3GPP specifications can be extended to support the determination of positioning integrity, by defining information elements and signaling procedures to transport assistance information to mitigate feared events. A summary of the feared events studied in Section 9.3 is provided in Table 9.4.1.1 below, including examples of the types of assistance information to be considered for inclusion in LPP
Editor’s Note: The LPP IEs and procedures for positioning integrity will be defined in the WI.

Table 9.4.1.1: Summary of A-GNSS feared events and integrity assistance information considerations (FFS).
NOTE: The positioning integrity assistance information IEs are FFS as part of the WI. 
*NOTE: The UE or LMF are responsible for mitigating these feared events locally, outside the scope of the specifications.

	Feared Event Category 
	Feared Event 
	Examples of positioning integrity assistance information (FFS) 

	1. Feared events in the GNSS Assistance Data 
	Incorrect computation of the GNSS Assistance Data, e.g. software bug, corrupt or lost data
	Validity or quality flags for existing assistance information

	
	External feared event impacting the GNSS Assistance Data, e.g. satellite, atmospheric or local environment feared events (Category 3) impacting the GNSS reference stations in the GNSS correction provider’s network.
	

	2. Feared events during positioning data transmission 
	Data integrity faults
	Data corruption check, e.g. CRC

	
	
	Data Authentication / Signature

	3. GNSS feared events
	Satellite feared events
e.g. bad signal-in-space or bad broadcast navigation data
	Satellite health or quality flags

	
	Atmospheric feared events
	Ionospheric indicator

	
	
	Tropospheric indicator

	
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	FFS

	4. UE feared events
	GNSS receiver measurement error
	FFS

	
	Hardware faults
	*

	
	Software faults
	*

	5. LMF feared events
	Hardware faults
	*

	
	Software faults
	*



Figure 9.4.1.1: Simplified relationship between the positioning integrity feared event categories and the 3GPP positioning architecture. Refer to [21] for a detailed description of the UE positioning architecture.
[image: ]

9.4.1.1.1 Signaling considerations
The following LPP signaling was identified in the study, for consideration in the WI:
(a) Signaling to determine the positioning integrity capability
(b) Signaling to the deliver the KPIs and integrity results
(c) Signaling to deliver the integrity assistance information to the UE 
(d) Signaling to deliver the integrity information related to the GNSS positioning measurements from the UE to the LMF 

Table 9.4.1.1.1 summarizes the UE-based and UE-assisted considerations for supporting positioning integrity in the 3GPP specifications, with respect to the feared events identified in Table 9.4.1.1 and the signaling considerations above.
 
Table 9.4.1.1.1: Summary of network-assisted (UE-Based) and UE-assisted (LMF-Based) considerations for supporting positioning integrity in 3GPP. 
NOTE: The table provides a summary of considerations and the final details and specification impacts are FFS in the WI.
*NOTE: Examples of KPIs are the TIR, AL, TTA. Examples of Integrity results are the PL and Integrity Availability.
**NOTE: From LMF to UE does not mean the integrity assistance information is generated by the LMF.

	Positioning Mode
	Location service type
	Source of KPIs* 
	Source of Integrity results*
	 Positioning Integrity assistance information** 
	Specification impact 

	Network assisted (UE-based): Positioning integrity result is derived by the UE

	MO-LR
	UE internal implementation
	UE internal implementation 
	From LMF to UE: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
	Procedure to transfer Integrity assistance information from LMF to UE


	
	MT-LR
	From LMF 

	From UE
	From LMF to UE: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
	Procedure to transfer Integrity assistance information and KPIs from LMF to UE
Procedure to transfer Integrity results from UE to LMF 


	UE assisted (LMF-based): Positioning integrity result is derived by the LMF
	MO-LR
	From UE
	From LMF
	From GNSS corrections provider (external source) to LMF: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
From UE to LMF:
- UE feared events
	Procedure to transfer Integrity assistance information and KPIs from UE to LMF
Procedure to transfer Integrity results from LMF to UE 


	
	MT-LR
	LMF implementation

	LMF internal implementation
	From GNSS corrections provider (external source) to LMF: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
From UE to LMF:
- UE feared events
	Procedure to transfer Integrity assistance information from UE to LMF 




9.4.1.1.2 Summary of A-GNSS Positioning Integrity Methods
The detection of feared events is necessary to support the implementation of positioning integrity. Assistance information and associated IEs can be optionally sent between the LMF and the UE to mitigate the feared events. LPP signaling considerations for UE-based and UE-assisted positioning integrity have been examined in this section to support the use cases in Section 9.2. To ensure that the system meets the integrity goals and requirements, it must be systematically validated, possibly including compliance to relevant industry functional safety specifications such as ISO-26262 for automotive. Integrity validation is considered outside the scope of the 3GPP specification as it concerns a specific integrity system implementation.

End of Text proposal

A2:	[9] [R2-2101391] A1 TP – GNSS integrity methods TP for the TR 38.357
Start of Text Proposal
9.4 	Positioning Integrity Methods
9.4.1		RAT-Independent
The scope of this study is limited to examining positioning integrity considerations for A-GNSS positioning.

9.4.1.1		A-GNSS Positioning Integrity Methods
The 3GPP specifications can be extended to support the determination of positioning integrity, by defining information elements and signaling procedures to transport assistance information to mitigate feared events. A summary of the feared events studied in Section 9.3 is provided in Table 9.4.1.1 below, including examples of the types of assistance information to be considered for inclusion in LPP
Editor’s Note: The LPP IEs and procedures for positioning integrity will be defined in the WI.

Table 9.4.1.1: Summary of A-GNSS feared events and integrity assistance information considerations (FFS).
NOTE: The positioning integrity assistance information IEs are FFS as part of the WI. 
*NOTE: The UE or LMF are responsible for mitigating these feared events locally, outside the scope of the specifications.

	Feared Event Category 
	Feared Event 
	Examples of positioning integrity assistance information (FFS) 

	1. Feared events in the GNSS Assistance Data 
	Incorrect computation of the GNSS Assistance Data, e.g. software bug, corrupt or lost data
	Validity or quality flags for existing assistance information

	
	External feared event impacting the GNSS Assistance Data, e.g. satellite, atmospheric or local environment feared events (Category 3) impacting the GNSS reference stations in the GNSS correction provider’s network.
	

	2. Feared events during positioning data transmission 
	Data integrity faults
	Data corruption check, e.g. CRC

	
	
	Data Authentication / Signature

	3. GNSS feared events
	Satellite feared events
e.g. bad signal-in-space or bad broadcast navigation data
	Satellite health or quality flags

	
	Atmospheric feared events
	Ionospheric indicator

	
	
	Tropospheric indicator

	
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	Regionalized indicator of multipath, interference, jamming, spoofing, etcFFS

	4. UE feared events
	GNSS receiver measurement error
	FFSSimilar to GNSS local environment feared events

	
	Hardware faults
	*

	
	Software faults
	*

	5. LMF feared events
	Hardware faults
	*

	
	Software faults
	*



Figure 9.4.1.1: Simplified relationship between the positioning integrity feared event categories and the 3GPP positioning architecture. Refer to [21] for a detailed description of the UE positioning architecture.
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9.4.1.1.1 Signaling considerations
The following LPP signaling was identified in the study, for consideration in the WI:
1. Signaling to determine the positioning integrity capability
1. Signaling to the deliver the KPIs and integrity results
1. Signaling to deliver the integrity assistance information to the UE 
1. Signaling to deliver the integrity information related to the GNSS positioning measurements from the UE to the LMF 

Table 9.4.1.1.1 summarizes the UE-based and UE-assisted considerations for supporting positioning integrity in the 3GPP specifications, with respect to the feared events identified in Table 9.4.1.1 and the signaling considerations above.
 
Table 9.4.1.1.1: Summary of network-assisted (UE-Based) and UE-assisted (LMF-Based) considerations for supporting positioning integrity in 3GPP. 
NOTE: The table provides a summary of considerations and the final details and specification impacts are FFS in the WI.
*NOTE: Examples of KPIs are the TIR, AL, TTA. Examples of Integrity results are the PL, Integrity Availability and KPIs.
**NOTE: From LMF to UE does not mean the integrity assistance information is generated by the LMF.

	Positioning Mode
	Location service type
	Source of KPIs* 
	Source of Integrity results*
	 Positioning Integrity assistance information** 
	Specification impact 

	Network assisted (UE-based): Positioning integrity result is derived by the UE

	MO-LR
	UE internal implementation
	UE internal implementation 
	From LMF to UE: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
	Procedure to transfer Integrity assistance information from LMF to UE


	
	MT-LR
	From LMF 

	From UE
	From LMF to UE: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
	Procedure to transfer Integrity assistance information and KPIs from LMF to UE
Procedure to transfer Integrity results from UE to LMF 


	UE assisted (LMF-based): Positioning integrity result is derived by the LMF
	MO-LR
	From UE
	From LMF
	From GNSS corrections provider (external source) to LMF: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
From UE to LMF:
- UE feared events
	Procedure to transfer Integrity assistance information and KPIs from UE to LMF
Procedure to transfer Integrity results from LMF to UE 


	
	MT-LR
	LMF implementation

	LMF internal implementation
	From GNSS corrections provider (external source) to LMF: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
From UE to LMF:
- UE feared events
	Procedure to transfer Integrity assistance information from UE to LMF 




9.4.1.1.2 Summary of A-GNSS Positioning Integrity Methods
The detection of feared events is necessary to support the implementation of positioning integrity. Assistance information and associated IEs can be optionally sent between the LMF and the UE to mitigate the feared events. LPP signaling considerations for UE-based and UE-assisted positioning integrity have been examined in this section to support the use cases in Section 9.2. To ensure that the system meets the integrity goals and requirements, it must be systematically validated, possibly including compliance to relevant industry functional safety specifications such as ISO-26262. Integrity validation is considered outside the scope of the 3GPP specification as it concerns a specific integrity system implementation.

End of Text Proposal

A3:	[9] [R2-2101391] A2 TP – Error categories TP for the TR 38.357
Start of Text Proposal

9.4.2		RAT-Dependent
This section addresses some generic RAT-dependent integrity methods 

9.4.2.1		Generic RAT-Dependent Integrity Methods
The 3GPP specifications can be extended to support the determination of positioning integrity, by defining information elements and signaling procedures to transport assistance information to mitigate feared events. A summary of the RAT-dependent feared events studied in Section 9.3.2 is provided in Table 9.4.2.1 below, including examples of the types of assistance information to be considered for inclusion in LPP
Editor’s Note: The LPP IEs and procedures for positioning integrity will be defined in the WI.

Table 9.4.2.1: Summary of generic RAT-dependent feared events and integrity assistance information considerations (FFS).
NOTE: The positioning integrity assistance information IEs are FFS as part of the WI. 
*NOTE: The UE or LMF are responsible for mitigating these feared events locally, outside the scope of the specifications.

	Feared Event Category 
	Feared Event 
	Examples of positioning integrity assistance information (FFS) 

	1. Feared events in the RAT-dependent Assistance Data 
	Incorrect information about RAN positioning configurations
	Validity or quality flags for existing assistance information

	2. Feared events during positioning data transmission 
	Data integrity faults
	Data corruption check, e.g. CRC

	
	
	Data Authentication / Signature

	3. RAT-dependent feared events
	RAN TRP feared events
e.g. reoriented TRP antennas, relative time difference errors 
	RAN TRP configuration quality flags

	
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	Regionalized indicator of multipath, interference, jamming, spoofing, etc

	4. UE feared events
	DL-PRS receiver measurement error
	Similar to RAT-dependent feared events

	
	Hardware faults
	*

	
	Software faults
	*

	5. LMF feared events
	Hardware faults
	*

	
	Software faults
	*



9.4.1.1.1 Signaling considerations
The following LPP signaling was identified in the study, for consideration in the WI:
(a) Signaling to determine the positioning integrity capability
(b) Signaling to deliver the KPIs and integrity results
(c) Signaling to deliver the integrity assistance information to the UE 
(d) Signaling to deliver the integrity information related to the positioning measurements from the UE to the LMF 

Table 9.4.1.1.1 summarizes the UE-based and UE-assisted considerations for supporting positioning integrity in the 3GPP specifications, with respect to the feared events identified in Table 9.4.1.1 and the signaling considerations above.
 
Table 9.4.2.1.1: Summary of network-assisted (UE-Based) and UE-assisted (LMF-Based) considerations for supporting positioning integrity in 3GPP. 
NOTE: The table provides a summary of considerations and the final details and specification impacts are FFS in the WI.
*NOTE: Examples of KPIs are the TIR, AL, TTA. Examples of Integrity results are the PL, Integrity Availability and KPIs.
**NOTE: From LMF to UE does not mean the integrity assistance information is generated by the LMF.

	Positioning Mode
	Location service type
	Source of KPIs* 
	Source of Integrity results*
	 Positioning Integrity assistance information** 
	Specification impact 

	Network assisted (UE-based): Positioning integrity result is derived by the UE

	MO-LR
	UE internal implementation
	UE internal implementation 
	From LMF to UE: 
- Feared events in the RAT-dependent Assistance Data
- Feared events in transmitting the data to the UE
- RAT-dependent feared events
	Procedure to transfer Integrity assistance information from LMF to UE


	
	MT-LR
	From LMF 

	From UE
	From LMF to UE: 
- Feared events in the RAT-dependent Assistance Data
- Feared events in transmitting the data to the UE
- RAT-dependent feared events
	Procedure to transfer Integrity assistance information and KPIs from LMF to UE
Procedure to transfer Integrity results from UE to LMF 


	UE assisted (LMF-based): Positioning integrity result is derived by the LMF
	MO-LR
	From UE
	From LMF
	From NG-RAN or OAM to LMF: 
- Feared events in the RAT-dependent Assistance Data
- Feared events in transmitting the data to the UE
- RAT-dependent feared events
From UE to LMF:
- UE feared events
	Procedure to transfer Integrity assistance information and KPIs from UE to LMF
Procedure to transfer Integrity results from LMF to UE 


	
	MT-LR
	LMF implementation

	LMF internal implementation
	From NG-RAN or OAM to LMF: 
- Feared events in the RAT-dependent Assistance Data
- Feared events in transmitting the data to the UE
- RAT-dependent feared events
From UE to LMF:
- UE feared events
	Procedure to transfer Integrity assistance information from UE to LMF 




9.4.2.1.2 Summary of RAT-dependent Positioning Integrity Methods
The detection of feared events is necessary to support the implementation of positioning integrity. Assistance information and associated IEs can be optionally sent between the LMF and the UE to mitigate the feared events. LPP signaling considerations for UE-based and UE-assisted positioning integrity have been examined in this section to support the use cases in Section 9.2. To ensure that the system meets the integrity goals and requirements, it must be systematically validated, possibly including compliance to relevant industry functional safety specifications such as ISO-26262. Integrity validation is considered outside the scope of the 3GPP specification as it concerns a specific integrity system implementation.

End of Text Proposal

A4:	[10] [R2-2101437] TP – Local Environment feared events

--------------------------------------------- Start Text Proposal -------------------------------------------
9.4 	Positioning Integrity Methods
9.4.1		RAT-Independent
The scope of this study is limited to examining positioning integrity considerations for A-GNSS positioning.

9.4.1.1		UE-Based A-GNSS Positioning Integrity Methods
The 3GPP specifications can be extended to support the determination of positioning integrity, by defining information elements and signaling procedures to transport assistance information to mitigate feared events. A summary of the feared events studied in Section 9.3 is provided in Table 9.4.1.1 below, including examples of the types of assistance information to be considered for inclusion in LPP
Editor’s Note: The LPP IEs and procedures for positioning integrity will be defined in the WI.
Table 9.4.1.1: Summary of A-GNSS feared events and integrity assistance information considerations (FFS).
NOTE: The positioning integrity assistance information IEs are FFS as part of the WI. 
*NOTE: The UE or LMF are responsible for mitigating these feared events locally, outside the scope of the specifications.


	Feared Event Category 
	Feared Event 
	Examples of positioning integrity assistance information (FFS) 

	1. Feared events in the GNSS Assistance Data 
	Incorrect computation of the GNSS Assistance Data, e.g. software bug, corrupt or lost data
	Validity or quality flags for existing assistance information

	
	External feared event impacting the GNSS Assistance Data, e.g. satellite, atmospheric or local environment feared events (Category 3) impacting the GNSS reference stations in the GNSS correction provider’s network.
	

	2. Feared events during positioning data transmission 
	Data integrity faults
	Data corruption check, e.g. CRC

	
	
	Data Authentication / Signature

	3. GNSS feared events
	Satellite feared events
e.g. bad signal-in-space or bad broadcast navigation data
	Satellite health or quality flags

	
	Atmospheric feared events
	Ionospheric indicator

	
	
	Tropospheric indicator

	
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	FFS
Cross-check GNSS position with RAT-depedent positon

Assistance information: Trustable time reference, Data Authentication / Signature

	4. UE feared events
	GNSS receiver measurement error
	FFS

	
	Hardware faults
	*

	
	Software faults
	*

	5. LMF feared events
	Hardware faults
	*

	
	Software faults
	*



Figure 9.4.1.1: Simplified relationship between the positioning integrity feared event categories and the 3GPP positioning architecture. Refer to [21] for a detailed description of the UE positioning architecture.
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--------------------------------------------- End Text Proposal --------------------------------------------

A5:	[10] [R2-2101437] TP – Uncertainty of the ranging measurement

--------------------------------------------- Start Text Proposal -------------------------------------------
9.4.1.1.2 Uncertainty of the ranging measurement 
The uncertainty of all the ranging measurements, together with system data, is an input required by every integrity algorithms and is needed to compute integrity results i.e., PLs.
The following formula can be used to statistically describe the overall error contribution for each GNSS measurement. In other words, the total uncertainty for measurements performed by the UE to each visible ith satellite can be expressed as:

Where
	Quality indicator
	Meaning
	Observation

	
	Total uncertainty for measurements obtained from satellite i represented as UERE.
	

	
	Uncertainty of the combined orbit, clock, and bias corrections. Could also be expressed as 
	These terms are derived in real time based on measurements collected at stations part of GNSS CORS reference network.

	
	Uncertainty of the ionosphere model
	

	
	Uncertainty of the troposphere model
	

	
	Uncertainty of the measurements in the given environment and receiver noise. Multipath is the dominant term here.
	It is computed by the UE. Is perhaps the most difficult to determine as the value is dependent on UE environment, multipath, possible spoofing and jamming, and measurement quality.



· Uncertainty of the ranging measurements in UE-based
GNSS receiver, present in the UE, aided by the information provided by the network, performs ranging on GNSS signals, compute its position, and estimates the trustworthiness of the location estimate (integrity). For this purpose, the LMF provides to the UE quality indicators using LPP Periodic Assistance Data Transfer procedure.
	LMF sends to UE
	UE computes
	Observation

	, , 

	 Total uncertainty for satellite i

 Uncertainty of the measurements in the given environment and due to receiver characteristics (function of multipath, thermal noise, etc.)
	Of course, these quality indicators/variance needs to be provided together with the associated SSR IEs (see specification impact item further below)



Specification impacts resume to a possible extension of GNSS-SSR IE by additional fields, representative to the quality of each GNSS error here modelled as SSR: GNSS-SSR-OrbitCorrections, GNSS-SSR-ClockCorrections, GNSS-SSR-CodeBias, GNSS-SSR-PhaseBias, etc. Alternatively, a new IE collecting quality indicators flags for all GNSS SSR IEs could be defined.
· Uncertainty of the ranging measurements in UE-assisted
GNSS receiver, present in the UE, performs ranging on GNSS signals, and sends the measurements to the LMF for location and position integrity estimation. For this purpose, the UE can use LPP Location Information Transfer (A-GNSS-RequestLocationInformation and A-GNSS-ProvideLocationInformation).
	UE sends to LMF
	LMF knows
	LMF computes

	Option 1:  (if estimated by UE)
Option 2: or information that may help the LMF estimate  (e.g. GNSS-MeasurementList IE  and in particular mpathDet field)

	, , 


	 Total uncertainty for satellite i
[and]






A first specification impact could be the possible extension of GNSS-MeasuremntList IE by additional quality flags, if any. In this scenario, the UE can send to LMF information about the quality of the measurements using GNSS-MeasurementList IE. With this additional information, the LMF can estimate the total uncertainty of the ranging measurements.
The 37.355 includes period reporting of Assistance Data with direction from LMF to UE. Periodic reporting of measurements from UE to LMF may also need to be supported.
--------------------------------------------- End Text Proposal --------------------------------------------
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