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1	Introduction
During RAN2 112-e and subsequent email discussions, there has been substantial progress on integrity methodologies in the technical report of the study item. 
In this contribution, we address some additional integrity methodology aspects to be considered for the TR.
 2	Discussion
The study on integrity methodologies [1,2] has naturally been very specific to GNSS, leveraged by prior discussions and solutions within the GNSS community, and focused on information that can enhance the positioning integrity calculations on the device side, essentially captured in Tables 9.4.1.1:and 9.4.1.1.1 from TPs [1,2]:

Table 9.4.1.1: Summary of A-GNSS feared events and integrity assistance information considerations (FFS).
NOTE: The positioning integrity assistance information IEs are FFS as part of the WI. 
*NOTE: The UE or LMF are responsible for mitigating these feared events locally, outside the scope of the specifications.

	Feared Event Category 
	Feared Event 
	Examples of positioning integrity assistance information (FFS) 

	1. Feared events in the GNSS Assistance Data 
	Incorrect computation of the GNSS Assistance Data, e.g. software bug, corrupt or lost data
	Validity or quality flags for existing assistance information

	
	External feared event impacting the GNSS Assistance Data, e.g. satellite, atmospheric or local environment feared events (Category 3) impacting the GNSS reference stations in the GNSS correction provider’s network.
	

	2. Feared events during positioning data transmission 
	Data integrity faults
	Data corruption check, e.g. CRC

	
	
	Data Authentication / Signature

	3. GNSS feared events
	Satellite feared events
e.g. bad signal-in-space or bad broadcast navigation data
	Satellite health or quality flags

	
	Atmospheric feared events
	Ionospheric indicator

	
	
	Tropospheric indicator

	
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	FFS

	4. UE feared events
	GNSS receiver measurement error
	FFS

	
	Hardware faults
	*

	
	Software faults
	*

	5. LMF feared events
	Hardware faults
	*

	
	Software faults
	*




[bookmark: _Hlk61350641]Table 9.4.1.1.1: Summary of network-assisted (UE-Based) and UE-assisted (LMF-Based) considerations for supporting positioning integrity in 3GPP. 
NOTE: The table provides a summary of considerations and the final details and specification impacts are FFS in the WI.
*NOTE: Examples of KPIs are the TIR, AL, TTA. Examples of Integrity results are the PL, Integrity Availability and KPIs.
**NOTE: From LMF to UE does not mean the integrity assistance information is generated by the LMF.

	Positioning Mode
	Location service type
	Source of KPIs* 
	Source of Integrity results*
	 Positioning Integrity assistance information** 
	Specification impact 

	Network assisted (UE-based): Positioning integrity result is derived by the UE

	MO-LR
	UE internal implementation
	UE internal implementation 
	From LMF to UE: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
	Procedure to transfer Integrity assistance information from LMF to UE


	
	MT-LR
	From LMF 

	From UE
	From LMF to UE: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
	Procedure to transfer Integrity assistance information and KPIs from LMF to UE
Procedure to transfer Integrity results from UE to LMF 


	UE assisted (LMF-based): Positioning integrity result is derived by the LMF
	MO-LR
	From UE
	From LMF
	From GNSS corrections provider (external source) to LMF: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
From UE to LMF:
- UE feared events
	Procedure to transfer Integrity assistance information and KPIs from UE to LMF
Procedure to transfer Integrity results from LMF to UE 


	
	MT-LR
	LMF implementation

	LMF internal implementation
	From GNSS corrections provider (external source) to LMF: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
From UE to LMF:
- UE feared events
	Procedure to transfer Integrity assistance information from UE to LMF 




From [3], there is a generalization of the feared events to also consider RAT-dependent error category feared events. Similar tables can also be prepared for RAT-dependent positioning based on the error categories in [3]. In the following two subsections, we discuss integrity methods for GNSS based positioning as well as RAT-dependent positioning.
2.1	On GNSS integrity methods
The GNSS and UE feared events both reflect local and receiver-centric errors. The GNSS signal multipath is affecting the GNSS receiver measurement errors, in addition to other receiver-specific measurement errors. Both these concerns environmental aspects, which means that it is not possible to process and interpolate observations from a network of reference stations alone in order to assess such errors. In addition, there is a need for crowd sourced UE observations of the measurement errors. If UEs in a region can be selected and configured to provide observations relevant for the region, then this information can be provided to the location server, which can provide crowd-sourced information to other UEs when entering the region.
The UE could identify GNSS signals subject to multipath using a technique such as REIM to identify GNSS signals associated to a significant positive estimation bias, which can be seen as an indication of multipath. 
In order to be helpful, the UE needs to provide a positioning estimate and time stamp together with the GNSS signals determined to be subject of significant multipath. Since satellites move, the multipath indication may only be relevant for certain satellite positions along the orbit.
In a similar manner, the UE can report about high interference levels, suspected jamming or spoofing etc.
[bookmark: _Toc61356039]Via configured measurements and observations from capable UEs, the location server can crowd-source information about regional errors such as multipath, interference, jamming and spoofing.

Given crowd-sourced UE information about GNSS and local UE feared events, the location server can provide regionalized information to a UE that enters a region about feared events in terms of the local environment and UE measurement errors. The information can be very crude such as indicators/flags or more elaborate and specific with quantified assessments of the errors.
[bookmark: _Toc61356040]Based on crowd-sourced data, the location server can provide regionalized integrity information to UEs entering a specific region to inform about local GNSS and UE feared events

Therefore, we have the following proposals:
[bookmark: _Toc61356043]Use UE measurements to enable integrity methods for local GNSS and UE feared events
[bookmark: _Toc61356044]RAN2 to agree to the TP in A.1

2.1	On RAT-dependent integrity methods
Based on the use case and error contribution discussion in [3], the corresponding generic summary tables have been prepared in the text proposal in appendix A.2.
Details for the different parts can be left for the WI phase. 
One aspect will be very similar to the GNSS integrity methods – the location environment GNSS and UE feared events, since they consider regionalized information. However, while satellites move and imply regional information depending on the satellite positions in the orbits, the location environment for RAT-dependent is typically statistically stationary. Therefore, any crowd-sourced information from UEs will typically be valid independent of time.
The UE could identify DL-PRS signals subject to multipath using a technique such as REIM, which is used to identify GNSS signals associated to a significant positive estimation bias, which can be seen as an indication of multipath. The information is also related to the discussion about rich reporting from UEs
In order to be helpful, the UE needs to provide a positioning estimate and time stamp together with the DL-PRS signals determined to be subject of significant multipath. 
In a similar manner, the UE can report about high interference levels, suspected jamming or spoofing etc. associated to the DL-PRS
[bookmark: _Toc61356041]Via configured DL-PRS measurements and observations from capable UEs, the location server can crowd-source information about regional errors such as multipath, interference, jamming and spoofing.

Given crowd-sourced UE information about RAT-dependent and local UE feared events, the location server can provide regionalized information to a UE that enters a region about feared events in terms of the local environment and UE measurement errors. The information can be very crude such as indicators/flags or more elaborate and specific with quantified assessments of the errors.
[bookmark: _Toc61356042]Based on crowd-sourced data, the location server can provide regionalized integrity information to UEs entering a specific region to inform about local RAT-dependent and UE feared events

Therefore, we have the following proposals:
[bookmark: _Toc61356045]Use UE measurements to enable integrity methods for local RAT-dependent and UE feared events
[bookmark: _Toc61356046]RAN2 to agree to the TP in A.2
Conclusion
In the previous sections we made the following observations: 
Observation 1	Via configured measurements and observations from capable UEs, the location server can crowd-source information about regional errors such as multipath, interference, jamming and spoofing.
Observation 2	Based on crowd-sourced data, the location server can provide regionalized integrity information to UEs entering a specific region to inform about local GNSS and UE feared events
Observation 3	Via configured DL-PRS measurements and observations from capable UEs, the location server can crowd-source information about regional errors such as multipath, interference, jamming and spoofing.
Observation 4	Based on crowd-sourced data, the location server can provide regionalized integrity information to UEs entering a specific region to inform about local RAT-dependent and UE feared events


Based on the discussion in the previous sections we propose the following:
Proposal 1	Use UE measurements to enable integrity methods for local GNSS and UE feared events
Proposal 2	RAN2 to agree to the TP in A.1
Proposal 3	Use UE measurements to enable integrity methods for local RAT-dependent and UE feared events
Proposal 4	RAN2 to agree to the TP in A.2
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Start of Text Proposal
9.4 	Positioning Integrity Methods
9.4.1		RAT-Independent
The scope of this study is limited to examining positioning integrity considerations for A-GNSS positioning.

9.4.1.1		A-GNSS Positioning Integrity Methods
The 3GPP specifications can be extended to support the determination of positioning integrity, by defining information elements and signaling procedures to transport assistance information to mitigate feared events. A summary of the feared events studied in Section 9.3 is provided in Table 9.4.1.1 below, including examples of the types of assistance information to be considered for inclusion in LPP
Editor’s Note: The LPP IEs and procedures for positioning integrity will be defined in the WI.

Table 9.4.1.1: Summary of A-GNSS feared events and integrity assistance information considerations (FFS).
NOTE: The positioning integrity assistance information IEs are FFS as part of the WI. 
*NOTE: The UE or LMF are responsible for mitigating these feared events locally, outside the scope of the specifications.

	Feared Event Category 
	Feared Event 
	Examples of positioning integrity assistance information (FFS) 

	1. Feared events in the GNSS Assistance Data 
	Incorrect computation of the GNSS Assistance Data, e.g. software bug, corrupt or lost data
	Validity or quality flags for existing assistance information

	
	External feared event impacting the GNSS Assistance Data, e.g. satellite, atmospheric or local environment feared events (Category 3) impacting the GNSS reference stations in the GNSS correction provider’s network.
	

	2. Feared events during positioning data transmission 
	Data integrity faults
	Data corruption check, e.g. CRC

	
	
	Data Authentication / Signature

	3. GNSS feared events
	Satellite feared events
e.g. bad signal-in-space or bad broadcast navigation data
	Satellite health or quality flags

	
	Atmospheric feared events
	Ionospheric indicator

	
	
	Tropospheric indicator

	
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	Regionalized indicator of multipath, interference, jamming, spoofing, etcFFS

	4. UE feared events
	GNSS receiver measurement error
	FFSSimilar to GNSS local environment feared events

	
	Hardware faults
	*

	
	Software faults
	*

	5. LMF feared events
	Hardware faults
	*

	
	Software faults
	*



Figure 9.4.1.1: Simplified relationship between the positioning integrity feared event categories and the 3GPP positioning architecture. Refer to [21] for a detailed description of the UE positioning architecture.
[image: ]

9.4.1.1.1 Signaling considerations
The following LPP signaling was identified in the study, for consideration in the WI:
1. Signaling to determine the positioning integrity capability
1. Signaling to the deliver the KPIs and integrity results
1. Signaling to deliver the integrity assistance information to the UE 
1. Signaling to deliver the integrity information related to the GNSS positioning measurements from the UE to the LMF 

Table 9.4.1.1.1 summarizes the UE-based and UE-assisted considerations for supporting positioning integrity in the 3GPP specifications, with respect to the feared events identified in Table 9.4.1.1 and the signaling considerations above.
 
Table 9.4.1.1.1: Summary of network-assisted (UE-Based) and UE-assisted (LMF-Based) considerations for supporting positioning integrity in 3GPP. 
NOTE: The table provides a summary of considerations and the final details and specification impacts are FFS in the WI.
*NOTE: Examples of KPIs are the TIR, AL, TTA. Examples of Integrity results are the PL, Integrity Availability and KPIs.
**NOTE: From LMF to UE does not mean the integrity assistance information is generated by the LMF.

	Positioning Mode
	Location service type
	Source of KPIs* 
	Source of Integrity results*
	 Positioning Integrity assistance information** 
	Specification impact 

	Network assisted (UE-based): Positioning integrity result is derived by the UE

	MO-LR
	UE internal implementation
	UE internal implementation 
	From LMF to UE: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
	Procedure to transfer Integrity assistance information from LMF to UE


	
	MT-LR
	From LMF 

	From UE
	From LMF to UE: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
	Procedure to transfer Integrity assistance information and KPIs from LMF to UE
Procedure to transfer Integrity results from UE to LMF 


	UE assisted (LMF-based): Positioning integrity result is derived by the LMF
	MO-LR
	From UE
	From LMF
	From GNSS corrections provider (external source) to LMF: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
From UE to LMF:
- UE feared events
	Procedure to transfer Integrity assistance information and KPIs from UE to LMF
Procedure to transfer Integrity results from LMF to UE 


	
	MT-LR
	LMF implementation

	LMF internal implementation
	From GNSS corrections provider (external source) to LMF: 
- Feared events in the GNSS Assistance Data
- Feared events in transmitting the data to the UE
- GNSS feared events
From UE to LMF:
- UE feared events
	Procedure to transfer Integrity assistance information from UE to LMF 




9.4.1.1.2 Summary of A-GNSS Positioning Integrity Methods
The detection of feared events is necessary to support the implementation of positioning integrity. Assistance information and associated IEs can be optionally sent between the LMF and the UE to mitigate the feared events. LPP signaling considerations for UE-based and UE-assisted positioning integrity have been examined in this section to support the use cases in Section 9.2. To ensure that the system meets the integrity goals and requirements, it must be systematically validated, possibly including compliance to relevant industry functional safety specifications such as ISO-26262. Integrity validation is considered outside the scope of the 3GPP specification as it concerns a specific integrity system implementation.

End of Text Proposal

A2. Error categories TP for the TR 38.357
End of Text Proposal

9.4.2		RAT-Dependent
This section addresses some generic RAT-dependent integrity methods 

9.4.2.1		Generic RAT-Dependent Integrity Methods
The 3GPP specifications can be extended to support the determination of positioning integrity, by defining information elements and signaling procedures to transport assistance information to mitigate feared events. A summary of the RAT-dependent feared events studied in Section 9.3.2 is provided in Table 9.4.2.1 below, including examples of the types of assistance information to be considered for inclusion in LPP
Editor’s Note: The LPP IEs and procedures for positioning integrity will be defined in the WI.

Table 9.4.2.1: Summary of generic RAT-dependent feared events and integrity assistance information considerations (FFS).
NOTE: The positioning integrity assistance information IEs are FFS as part of the WI. 
*NOTE: The UE or LMF are responsible for mitigating these feared events locally, outside the scope of the specifications.

	Feared Event Category 
	Feared Event 
	Examples of positioning integrity assistance information (FFS) 

	1. Feared events in the RAT-dependent Assistance Data 
	Incorrect information about RAN positioning configurations
	Validity or quality flags for existing assistance information

	2. Feared events during positioning data transmission 
	Data integrity faults
	Data corruption check, e.g. CRC

	
	
	Data Authentication / Signature

	3. RAT-dependent feared events
	RAN TRP feared events
e.g. reoriented TRP antennas, relative time difference errors 
	RAN TRP configuration quality flags

	
	Local Environment feared events, e.g. Multipath, Spoofing, Interference
	Regionalized indicator of multipath, interference, jamming, spoofing, etc

	4. UE feared events
	DL-PRS receiver measurement error
	Similar to RAT-dependent feared events

	
	Hardware faults
	*

	
	Software faults
	*

	5. LMF feared events
	Hardware faults
	*

	
	Software faults
	*



9.4.1.1.1 Signaling considerations
The following LPP signaling was identified in the study, for consideration in the WI:
(a) Signaling to determine the positioning integrity capability
(b) Signaling to deliver the KPIs and integrity results
(c) Signaling to deliver the integrity assistance information to the UE 
(d) Signaling to deliver the integrity information related to the positioning measurements from the UE to the LMF 

Table 9.4.1.1.1 summarizes the UE-based and UE-assisted considerations for supporting positioning integrity in the 3GPP specifications, with respect to the feared events identified in Table 9.4.1.1 and the signaling considerations above.
 
Table 9.4.2.1.1: Summary of network-assisted (UE-Based) and UE-assisted (LMF-Based) considerations for supporting positioning integrity in 3GPP. 
NOTE: The table provides a summary of considerations and the final details and specification impacts are FFS in the WI.
*NOTE: Examples of KPIs are the TIR, AL, TTA. Examples of Integrity results are the PL, Integrity Availability and KPIs.
**NOTE: From LMF to UE does not mean the integrity assistance information is generated by the LMF.

	Positioning Mode
	Location service type
	Source of KPIs* 
	Source of Integrity results*
	 Positioning Integrity assistance information** 
	Specification impact 

	Network assisted (UE-based): Positioning integrity result is derived by the UE

	MO-LR
	UE internal implementation
	UE internal implementation 
	From LMF to UE: 
- Feared events in the RAT-dependent Assistance Data
- Feared events in transmitting the data to the UE
- RAT-dependent feared events
	Procedure to transfer Integrity assistance information from LMF to UE


	
	MT-LR
	From LMF 

	From UE
	From LMF to UE: 
- Feared events in the RAT-dependent Assistance Data
- Feared events in transmitting the data to the UE
- RAT-dependent feared events
	Procedure to transfer Integrity assistance information and KPIs from LMF to UE
Procedure to transfer Integrity results from UE to LMF 


	UE assisted (LMF-based): Positioning integrity result is derived by the LMF
	MO-LR
	From UE
	From LMF
	From NG-RAN or OAM to LMF: 
- Feared events in the RAT-dependent Assistance Data
- Feared events in transmitting the data to the UE
- RAT-dependent feared events
From UE to LMF:
- UE feared events
	Procedure to transfer Integrity assistance information and KPIs from UE to LMF
Procedure to transfer Integrity results from LMF to UE 


	
	MT-LR
	LMF implementation

	LMF internal implementation
	From NG-RAN or OAM to LMF: 
- Feared events in the RAT-dependent Assistance Data
- Feared events in transmitting the data to the UE
- RAT-dependent feared events
From UE to LMF:
- UE feared events
	Procedure to transfer Integrity assistance information from UE to LMF 




9.4.2.1.2 Summary of RAT-dependent Positioning Integrity Methods
The detection of feared events is necessary to support the implementation of positioning integrity. Assistance information and associated IEs can be optionally sent between the LMF and the UE to mitigate the feared events. LPP signaling considerations for UE-based and UE-assisted positioning integrity have been examined in this section to support the use cases in Section 9.2. To ensure that the system meets the integrity goals and requirements, it must be systematically validated, possibly including compliance to relevant industry functional safety specifications such as ISO-26262. Integrity validation is considered outside the scope of the 3GPP specification as it concerns a specific integrity system implementation.

End of Text Proposal
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