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1. Introduction
Based on the WID [1], the CG (configured grant)-based scheme is to be specified. The following agreements were made at the previous meetings.
	RAN2#111-e Agreements 
1. Small data transmission with RRC message is supported as baseline for RA-based and CG based schemes  
2. RRC-less can be studied for limited use cases (e.g. same serving cell and/or for CG) with lower priority
3. Context fetch and data forwarding with anchor re-location and without anchor re-location will be considered.   FFS if there are problems with the scenario “without anchor relocation”. 
4. From RAN2 perspective, stored “configuration” in the UE Context is used for the RLC bearer configuration for any SDT mechanism (RACH and CG).
5. The 2-step RACH or 4-step RACH should be applied to RACH based uplink small data transmission in RRC_INACTIVE
6. The uplink small data can be sent in MSGA of 2-step RACH or msg3 of 4-step RACH.
7. Small data transmission is configured by the network on a per DRB basis
8. Data volume threshold is used for the UE to decide whether to do SDT or not.   FFS how we calculate data volume.  
i. FFS if an “additional SDT specific” RSRP threshold is further used to determine whether the UE should do SDT
9. [bookmark: OLE_LINK3][bookmark: OLE_LINK6]UL/DL transmission following UL SDT without transitioning to RRC_CONNECTED is supported 
10. When UE is in RRC_INACTIVE, it should be possible to send multiple UL and DL packets as part of the same SDT mechanism and without transitioning to RRC_CONNECTED on dedicated grant.  FFS on details and whether any indication to network is needed.  



	RAN2#112-e Agreements 
1. The configuration of configured grant resource for UE uplink small data transfer is contained in the RRCRelease message.  FFS if other dedicated messages can configure CG in INACTIVE CG. Configuration is only type 1 CG with no contention resolution procedure for CG. 
2. The configuration of configured grant resource can include one type 1 CG configuration.  FFS if multiple configured CGs are allowed
3. A new TA timer for TA maintenance specified for configured grant based small data transfer in RRC_INACTIVE should be introduced.  FFS on the procedure, the validity of TA, and how to handle expiration of TA timer.  The TA timer is configured together with the CG configuration in the RRCRelease message.
4. The configuration of configured grant resource for UE small data transmission is valid only in the same serving cell.  FFS for other CG validity criteria (e.g. timer, UL/SUL aspect, etc)
5. The UE can use configured grant based small data transfer if at least the following criteria is fulfilled (1) user data is smaller than the data volume threshold; (2) configured grant resource is configured and valid; (3) UE has valid TA.  FFS for the candidate beam criteria.  
6. [bookmark: OLE_LINK8][bookmark: OLE_LINK9]From RAN2 point of view:  An association between CG resources and SSBs is required for CG-based SDT.  FFS up to RAN1 how the association is configured or provided to the UE.  Send an LS to RAN1 to start the discussion on how the association can be made.   Mention that one option RAN2 considered was explicit configuration with RRC Release message
7. A SS-RSRP threshold is configured for SSB selection. UE selects one of the SSB with SS-RSRP above the threshold and selects the associated CG resource for UL data transmission.



One thing worth keeping in mind is that all RAN1 discussions for SDT are to be triggered by RAN2 LS as shown below.
	Note 2: Any associated specification work in RAN1 that is needed to support the above set of objectives should be initiated by RAN2 via an LS. 



[bookmark: OLE_LINK70]In this paper, we discuss CG based scheme for Small Data Transmission (SDT) further and identify the potential RAN1 impacts. 
2. CG-based scheme
2.1 CG configuration 
2.1.1 Cell aspect
In LTE PUR, only a single configuration is supported and hence it can only be configured for one cell where the RRCConectionRelease message is received. On the other hand, in NR, the UE in RRC_CONNECTED can be configured with CG configurations for multiple serving cells, e.g. both PCell and SCell can have the CG configuration. RAN2 should therefore consider whether the UE may be configured with CG configurations for multiple cells to be used in RRC_INACTIVE state for SDT.
Proposal 1: RAN2 to consider whether to allow CG configuration for multiple cells for SDT.  
[bookmark: OLE_LINK25][bookmark: OLE_LINK26]2.1.2 CG configuration release 
As in LTE PUR, it should be possible to have the CG configuration released either automatically or explicitly by the network. In the post RAN2#112 email discussion, two cases where the CG can be released were covered, i.e. release due to serving cell change / initiation of RRC Resume in another cell and due to a number of skipped or failed consecutive CG transmissions. We support both of these mechanisms, but we think one more case that should be allowed is the release by SIB1 configuration. Such mechanism is useful in the case the network wants to replace the CG resource in RRC_INACTIVE for another use. By doing this, the network can page the UEs to read updated SIB1 where the SDT function is disabled based on which the UEs release the CG configuration for SDT directly when the updated SIB1 is received. Otherwise the UE would have to be paged to initiate random access and the network would indicate the UE to release the CG configuration by sending RRCRelease message in MSG4 or MSGB during Random access procedure.
[bookmark: OLE_LINK5]Based on the above discussion, we propose the following for CG configuration release.
[bookmark: OLE_LINK1]Proposal 2: A CG configuration for SDT is released when the following events occur: 
· Network disables CG-based SDT in a cell;
· The UE initiates RRC resume procedure in a new cell after cell reselection (covered by e-mail discussion);
· A configured number of CG transmissions fails or is skipped by the UE (covered by e-mail discussion)
2.2 CG transmission
2.2.1 Retransmission aspects
In RRC_CONNECTED, if a new transmission fails, the retransmission can be performed and the retransmission for CG has been defined with two different schemes:
1. The retransmission is performed on a DG addressed to CS-RNTI. This is the scheme for R15 CG 
2. The retransmission is performed on a CG. This is the scheme applicable to NR-U. 
Considering that retransmission on CG has not been defined for licensed spectrum, we think it is to rely on dynamic scheduling of SDT retransmissions can be supported as a baseline. However, in the objectives of the design for small data, transmission on unlicensed spectrum is also considered. Hence, RAN2 should also decide whether to also support SDT retransmission by CG for CG-based scheme. 
Proposal 3: For CG-based scheme, SDT retransmission is performed by DG as a baseline. RAN2 to discuss whether SDT retransmission by CG is also supported. 
2.2.2 HARQ Process ID determination
In CONNECTED mode, multiple HARQ IDs can be configured for a CG configuration to improve transmission efficiency. With multiple HARQ process ID, compared to a single ID, when the UE transmits with an HARQ process, the UE can transmit another TB using another HARQ process without waiting for the HARQ feedback for the initial one. This is beneficial for subsequent uplink transmissions in SDT, i.e. the UE can transmit the small data as soon as possible by using multiple HARQ processes.
Proposal 4: Multiple HARQ process IDs can be configured for a CG configuration for SDT.
2.2.3 Power control aspects
Two types of power control schemes have been defined by RAN1: open loop and closed loop power control. For SDT, considering that both subsequent uplink new transmission and retransmission is supported, a closed loop power control is beneficial to improve subsequent transmission’s performance. However, which scheme is selected is rather a RAN1 issue and should be determined by RAN1.
Proposal 5: Send LS asking RAN1 to define power control mechanism for CG-based SDT.
2.3 CG response reception
2.3.1 CG response
In LTE PUR, there is no subsequent uplink transmission to be performed on RRC_INACTIVE and both L1, L2 and L3 ACK are supported as shown below. 
	The procedure for transmission using PUR for the Control Plane CIoT EPS optimisation and for the Control Plane CIoT 5GS optimisation is illustrated in Figure 7.3d-2.


Figure 7.3d-2: Transmission using PUR for the Control Plane CIoT EPS/5GS Optimisations



For 5G small data, after the UE transmits the CG, the next issue is how to receive the CG response. Four options are available:
· Option 1: define L1 ACK which is transmitted on PDCCH only. There is no PDSCH with or without TAC
· Option 2: define L2 ACK which is transmitted on PDSCH. The L2 ACK can be a TAC MAC CE.
· Option 3: define L3 ACK which is transmitted on PDSCH. The L3 ACK can be a RRC message, e.g. RRCRelease. 
· Option 4: uplink grant for retransmission
Both option 1 can be applicable to the case when there is a subsequent transmission expected by the UE and there is no downlink data in response to the UE. The network can send a L1 ACK or L2 ACK to the UE for current uplink transmission without providing a dynamic grant, which would allow the UE to perform the subsequent uplink transmission using the next CG occasion of its SDT CG configuration. When the TA of the UE needs to be adjusted, the network should also be able to send TAC to the UE. Hence, Option 2 should also be supported such that in addition to uplink transmission acknowledgement and downlink data, TAC needs to be sent. Option 1 is more power efficient than option 2 due to the fact that the UE does not need to receive the PDSCH. However, option 1 has more RAN1 impact, and DCI content needs to be modified. 
With Option 3, after the network receives the small data multiplexed with RRC message, the network sends an RRCRelease message in response to terminate the SDT when all small data have been transmitted. Option 4 can be applicable to the case when the uplink transmission fails and network schedules a retransmission for CG as discussed in Section 2.2.2. 

Proposal 6: The network may provide the following response after receiving CG-based SDT UL transmission:
· L1 ACK with or without TACk. Send an LS to RAN1 on the support of L1 ACK
· L2 ACK with TAC MAC CE
· L3 ACK with RRC message
· Uplink grant for a retransmission
2.3.2 DL Beam aspects
In RAN2#112-e, RAN2 agreed the followings and a LS is sent to RAN1 to ask them to define the details of association between CG resources and SSBs.
	1. From RAN2 point of view:  An association between CG resources and SSBs is required for CG-based SDT.  FFS up to RAN1 how the association is configured or provided to the UE.  Send an LS to RAN1 to start the discussion on how the association can be made. Mention that one option RAN2 considered was explicit configuration with RRC Release message
2. A SS-RSRP threshold is configured for SSB selection. UE selects one of the SSB with SS-RSRP above the threshold and selects the associated CG resource for UL data transmission.


As can be seen, the UE prioritizes SSBs with SS-RSRP above the threshold for CG-SDT. However if none of SSBs with CG resources assigned is above the threshold, the UE behaviors is still unclear and needs to be discussed further. We think two options are available.
· Option 1: the UE switches to RA-SDT.
· Option 2: the UE keeps in CG-SDT and selects the SSB by implementation (i.e. selects any SSB).
[bookmark: OLE_LINK10][bookmark: OLE_LINK11]On one hand of that the UE may move to a SSB without any CG resource assigned, it may be beneficial to reduce the latency by switching to RA-SDT. On another hand of the UE may move back to a SSB with CG resource assigned, in that case the RSRP will be above the threshold. We think keeping in CG-SDT is beneficial to reduce the latency. Considering it is hard to deduce the case where the UE belongs to, we think it should be up to UE implementation about whether to switch to RA-SDT or to keep in CG-SDT with any SSB selection.
Proposal 7: it is up to UE implementation about whether to switch to RA-SDT or to keep in CG-SDT with any SSB selection if none of SSB with CG resource assigned is above the threshold.
2.3.4 RNTI for PDCCH reception
For DCI reception, an RNTI is needed for the UE to identify the transmission. In RRC_CONNECTED, there is a UE-specific RNTI (e.g. C-RNTI or CS-RNTI) for PDCCH reception for HARQ process configured with configured grant. When the initial transmission is performed on CG, the retransmission can be scheduled by an uplink grant for CS-RNTI. The initial transmission cannot be scheduled by uplink grant for CS-RNTI. If there is any new data to be dynamically scheduled, an uplink grant for C-RNTI is used.
When the UE goes to RRC_INACTIVE, the dedicated RNTI previously used in RRC_CONNECTED becomes invalid and C-RNTI is only used for deriving the shortMAC-I for security validation. It is unclear what RNTI is used for CG response reception for SDT. There are two options available:
· Option 1: common RNTI;
· Option 2: UE-specific RNTI.
Option 1 is similar to RA-RNTI. CG response for multiple UEs can be multiplexed into a single MAC PDU. In that case, an ID to differentiate the UE shall be included in the PDU. It can be beneficial to improve resource efficiency via multiplexing multiple responses into a single MAC PDU if the CG response is small, e.g. L2 ACK. Option 2 is similar to the scheduling for C-RNTI in RRC_CONNECTED. This option is more beneficial for the following cases:
· Case 1: the DL message, i.e. CG response with L3 ACK, is large; In this case a downlink assignment for UE-specific RNTI should be allocated to receive the CG response with L3 ACK.
· [bookmark: OLE_LINK7]Case 2: there is a subsequent uplink transmission. In this case an uplink grant for UE-specific RNTI should be allocated to transmit the subsequent uplink data.
· Case 3: DG-based retransmission. In that case an uplink grant for UE-specific RNTI should be allocated to transmit the retransmission.
In case UE-specific RNTI is used, another issue needs to be addressed, i.e. whether the same UE-specific RNTI is used for uplink grant for both subsequent transmission and retransmission. In LTE PUR, option 2 was introduced and a PUR-RNTI has been defined for the response of PUR as shown below [4].
	[bookmark: _Toc37256233][bookmark: _Toc37256387][bookmark: _Toc46500326][bookmark: _Hlk34724908]5.4.7.1	Transmission using PUR
Transmission using PUR is initiated by the RRC layer. When transmission using PUR is initiated, RRC layer provides MAC with the following information:
-	PUR-RNTI;
-	Duration of PUR response window pur-ResponseWindowSize;
-	UL grant information.


Observation 5: In LTE PUR, a dedicated RNTI has been defined.
We think option 2 should be supported as a baseline. Option 1 can be considered if time allowed.
Proposal 8: As a baseline, UE-specific RNTI is used for PDCCH reception for CG response. Ask RAN1 about whether it is feasible to use UE-specific RNTI for PDCCH reception for CG response.
2.4 Security aspects related to RRC-less CG-SDT 
[bookmark: OLE_LINK88]In R16 RRC_INACTIVE RRC resume procedure [2], the resumeMAC-I included in the RRCResumeRequest is used for UE authentication in gNB. The calculation of ResumeMAC-I includes information of UE, source cell and target cell. Thus, the source gNB uses resumeMAC-I to verify both UE and target gNB identity. 
In the last meeting, we have the following agreements： 
	Agreements:
3. The first UL message (i.e. MSG3 for 4-step RACH, MSGA payload for 2-step RACH and the CG transmission for CG) may contain at least the following contents (depending on the size of the message):
· CCCH message (needs to be included)
· LCP can be used to determine to priority of the content below that may be included
· DRB data from one or more DRBs which are configured by the network for small data transmission 
· MAC CEs – (e.g. BSR).  FFS other MAC CEs 
· Padding bits
FFS if we need to ensure that SDT data only is included.  Depends on whether the UE initiates legacy/normal resume
(…)
6. In case of RRC-based solution, for both RACH and CG based solutions, the CCCH message contains ResumeMAC-I generated using the stored security key for RRC integrity protection – i.e same as Rel-16.



The inclusion of ResumeMAC-I is definitely required for RACH based SDT which can be triggered in a new cell. However, in case of CG-based SDT it might not be required as CG-SDT configuration is always dedicated to a specific cell and to a specific UE. That is why RAN2 decided to consider RRC-less SDT. Hence, since CG-SDT would only be triggered in the same cell/gNB which provided the UE with the configuration and which currently stores the UE context, the question arises whether CCCH message is really needed. Not having a CCCH message would mean that the network would not receive the I-RNTI of the UE and ResumeMAC-I calculated by the UE. While the UE identification can be made by the network based on the CG resource that the UE used for its transmission, it is unclear whether omitting ResumeMAC-I would not bring a potential security threat. 
[bookmark: OLE_LINK101]As mentioned above, the ResumeMAC-I is used for two purposes: for UE verification and for target gNB identity verification. In case of CG-SDT, there is no need for target gNB verification as there is no serving gNB change. Hence, the only security operation that is required is UE verification, which could be achieved by using user plane data integrity protection instead of ResumeMAC-I. It should be noted that SA3 provided related inputs already during Rel-14 NR SI phase in LS [7] for small data transmission of UE in RRC_INACTIVE. Back then, SA3 recommended integrity protection of message 3 (i.e. first UL message) and indicated that UE verification is needed. However, SA3 indicated only that “the UE and network verification (is) needed using stored PDCP security context”, but it is unclear from this answer whether it can be based on UP integrity check or has to be done based on CP integrity check as is done at the moment. Furthermore, we can consult SA3 on whether I-RNTI is strictly required for CG-based SDT. 
Proposal 9: Consult with SA3 about the following security aspects related to CG-based SDT, especially in the context of RRC-less CG-SDT:
· Whether it is possible to perform UE verification based on UP data integrity check instead of ResumeMAC-I
· Whether UE identification can be based on the dedicated CG resource configured by the network instead of I-RNTI

4. Conclusion
Based on the above discussion, we make the following observations and recommend RAN2 to discuss and adopt the following proposals: 
Proposal 1: RAN2 to consider whether to allow CG configuration for multiple cells for SDT.  
Proposal 2: A CG configuration for SDT is released when the following events occur: 
· Network disables CG-based SDT in a cell;
· The UE initiates RRC resume procedure in a new cell after cell reselection (covered by e-mail discussion);
· A configured number of CG transmissions fails or is skipped by the UE (covered by e-mail discussion)
Proposal 3: For CG-based scheme, SDT retransmission is performed by DG as a baseline. RAN2 to discuss whether SDT retransmission by CG is also supported. 
Proposal 4: Multiple HARQ process IDs can be configured for a CG configuration for SDT.
Proposal 5: Send LS asking RAN1 to define power control mechanism for CG-based SDT.
Proposal 6: The network may provide the following response after receiving CG-based SDT UL transmission:
· L1 ACK with or without TACk. Send an LS to RAN1 on the support of L1 ACK
· L2 ACK with TAC MAC CE
· L3 ACK with RRC message
· Uplink grant for a retransmission
Proposal 7: it is up to UE implementation about whether to switch to RA-SDT or to keep in CG-SDT with any SSB selection if none of SSB with CG resource assigned is above the threshold.
Proposal 8: As a baseline, UE-specific RNTI is used for PDCCH reception for CG response. Ask RAN1 about whether it is feasible to use UE-specific RNTI for PDCCH reception for CG response.
Proposal 9: Consult with SA3 about the following security aspects related to CG-based SDT, especially in the context of RRC-less CG-SDT:
· Whether it is possible to perform UE verification based on UP data integrity check instead of ResumeMAC-I
· Whether UE identification can be based on the dedicated CG resource configured by the network instead of I-RNTI
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