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1. [bookmark: OLE_LINK1][bookmark: OLE_LINK2]Introduction 
One of the main differences, in terms of protocol stacks, between LTE SC-PTM and MBS delivery mode 1 and 2 is that the PDCP sub-layer does not exist in LTE SC-PTM and LTE SC-PTM uses application layer security.
RAN2#112e made following agreements for MBS PDCP and in our understanding, they apply to both broadcast and multicast:
	In general: RAN2 wait for SA3’s progress for discussing security issues. TBD whether we need to send LS to SA3. 
RoHC (at least U-mode) can be configured for NR MBS bearers. This is applicable for Mcast, assume this is applicable also to broadcast. 
RoHC is located at PDCP. 
The reordering and in-order delivery function in PDCP is supported for NR MBS.
The following PDCP functions are also supported for NR MBS: transfer of data; maintenance of PDCP SNs; duplicate discarding. Other PDCP functions are FFS.



In this contribution, we focus on security aspects for PTP/PTM switch for delivery mode 1 and delivery mode 2 as not all aspects are within the remit of SA3 especially if application layer security is not used for MBS.
2. Discussion
Delivery mode 2
As evident from agreements above, MBS delivery mode 2 supports PDCP layer. But to reconfirm that: 
Proposal 1: RAN2 to confirm that PDCP functions agreed from RAN2#112e meeting are applicable to MBS delivery mode 2.
PTP and PTM mode of operation
In our understanding, both PTP and PTM modes will be supported for both MBS delivery mode 2 and MBS delivery mode 1. Text from draft CR to 38.300:

	x.2.3.3	PTP/PTM Dynamic Switch
Editor’s Note: Dynamic switch related aspects to be covered here. 
In NR MBS, two transmission methods are available for the transmission of MBS packet flows over radio via NG-RAN in case of the shared delivery:
-   PTP Transmission: NG-RAN delivers separate copies of MBS data packet over radio to individual UE, i.e. NG-RAN uses UE-specific PDCCH with CRC scrambled by UE-specific RNTI (e.g., C-RNTI) to schedule UE-specific PDSCH which is scrambled with the same UE-specific RNTI. 
-   PTM Transmission: NG-RAN delivers a single copy of MBS data packets over radio to a set of UEs, i.e., NG-RAN uses either group-common PDCCH with CRC scrambled by group-common RNTI or UE-specific PDCCH with CRC scrambled by UE-specific RNTI (e.g., C-RNTI) to schedule group-common PDSCH which is scrambled with the same group-common RNTI. 
A NG-RAN node dynamically decides whether to deliver multicast data by PTM or PTP for a given UE in case of the shared delivery.



Email discussion [904] seemed to converge on PDCP based split architecture as below but no agreement was made:
[image: ]

A common PDCP for PTP and PTM will provide benefits like in order delivery and avoiding data loss but at the same time may require maintaining the same PDCP SN for both PTP and PTM MRBs. PTM is common for all UEs in a cell and PTP is for a single UE. 
The other aspect to consider is the security keys to be used for PTP and PTM MRBs.
We see following options for a UE which is configured with unicast and require switching between PTP/PTM:
	Option
	PTP security keys
	PTM Security keys
	Unicast DRB security keys
	PTP/PTM switch and Signalling impact

	1
	MRB 
	MRB 
	DRB
	No new signalling required.

	2
	DRB
	MRB
	DRB
	New signalling required to change security keys from DRB to MRB and vice versa.

	3
	MRB
	No security
	DRB
	New signalling required and at least Core network should be involved. 

	4
	DRB
	No security
	DRB
	New signalling required to inform UE about the switch.

	5
	MRB#1
	MRB#2
	DRB
	New signalling required to inform UE about the switch.

	6
	No security
	No security
	DRB
	No new signalling required but require work in another WGs



In the above table, DRB represents KUPenc, KUPint security keys. Similarly, MRB represents encryption and integrity keys for an MRB. No security implies that the application layer security is used.
Option 1: Same set of keys for PTP and PTM MRB but different from unicast DRB keys
We think this is a straightforward option if a common PDCP layer is used for PTP and PTM. So, switching between PTP and PTM can be achieved by changing the monitoring of RNTI (C-RNTI and G-RNTI) only and without any signalling for changing the security keys. If bearers are configured in advance, then the switching between PTM and PTP can be done without the involvement of RRC signalling. It is convenient for transmitter and receiver to use the same set of keys for both PTP and PTM.
Observation 1: If PTP/PTM MRB keys are different from Unicast DRB keys then the switching between PTP and PTM does not require additional signalling (i.e. RRC Reconfiguration) to change the security keys.
Option 2: Unicast DRB keys are used for PTP MRB but PTM MRB keys are different
Option 4: PTP keys are the same as unicast DRB but PTM has no security keys
Above two options assume that the unicast keys are used for PTP MRB but PTM MRB either has no security or use different security keys. PTM MRB may be encrypted in upper layers (application) and other WG should be involved. It will be a complicated solution if only PTM traffic is encrypted in upper layers but PTP traffic is encrypted in PDCP layer. 
Observation 2: If PTM has no security (i.e. application layer security) but PTP uses AS security keys then any switching for a UE between PTM to/from PTP will require the involvement of at least the Core Network.
Option 2 will require RRC signalling or other signalling to indicate the switch from one set of keys to another set of keys (or no keys) and vice versa. We don’t assume that gNB will transmit packets encrypted with both PTP and PTM keys all the time because PTP resources in lower layers may not be always configured and used for all UEs receiving MBS via PTM transport mode.
Similarly, Option 5: Different set of keys for PTP, PTM and unicast and 
Option 3: PTP keys are different from unicast and no security for PTM MRB will have the same issue.
Observation 3:  If PTM security keys are different from PTP (including the case where PTM has no security) then the switching between PTM and PTP will require additional signalling so that the UE can switch between security keys.
Option 6: No security for PTP and PTM i.e. upper layers provide security
This option requires confirmation from other WGs e.g. SA2/SA3. From RAN2 point of view, we can conclude that PTP and unicast keys will be different
Observation 4: Unicast security keys won’t be applicable to PTP MRB.
We think that option 1 or option 6 are straightforward options and selecting any of these options will imply that the PTP MRB security keys or context will be different from unicast. In other words, MRB and DRB will have different characteristics. Option 6 will require confirmation from other WGs.
Proposal 2: RAN 2 to discuss and select one of the options from option 1 (MRB and DRB security keys are different) and option 6 (no AS security for MRB). We prefer option 1 as it is straightforward for switching the traffic between PTM and PTP.
3. Conclusion
We propose RAN2 to discuss and agree on following observations and proposals:

Proposal 1: RAN2 to confirm that PDCP functions agreed from RAN2#112e meeting are applicable to MBS delivery mode 2.

Observation 1: If PTP/PTM MRB keys are different from Unicast DRB keys then the switching between PTP and PTM does not require additional signalling (i.e. RRC Reconfiguration) to change the security keys.
Observation 2: If PTM has no security (i.e. application layer security) but PTP uses AS security keys then any switching for a UE between PTM to/from PTP will require the involvement of at least the Core Network.
Observation 3:  If PTM security keys are different from PTP (including the case where PTM has no security) then the switching between PTM and PTP will require additional signalling so that the UE can switch between security keys.
Observation 4: Unicast security keys won’t be applicable to PTP MRB.

Proposal 2: RAN 2 to discuss and select one of the options from option 1 (MRB and DRB security keys are different) and option 6 (no AS security for MRB). We prefer option 1 as it is straightforward for switching the traffic between PTM and PTP.
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