[bookmark: OLE_LINK24][bookmark: OLE_LINK25]3GPP TSG-RAN WG2 Meeting #113-e             	R2-2100790
E-Meeting, 25th January - 5th February 2020                                       

Source:	vivo
[bookmark: Title]Title:	Message protection for NR Sidelink
[bookmark: Source]Agenda Item:	6.4.2
[bookmark: DocumentFor]Document for:	Discussion and Decision
1. [bookmark: _Ref61371384][bookmark: OLE_LINK13][bookmark: OLE_LINK14]Introduction
In the offline discussion in last meeting [1], the issue whether the two sidelink related messages SidelinkUEInformationNR and ULInformationTranferIRAT can be sent unprotected prior to AS security activation in both NR and LTE is raised and discussed by companies.
As in LTE the SidelinkUEInformation can be sent (unprotected) prior to security activation, there is no consensus among companies whether we should follow the same rule in NR or not. This contribution would further discuss and clarify this issue.
2. Discussion
1. 
2. 
In LTE [2], the SidelinkUEInformation is transmitted as in following cases:
	[bookmark: _Toc20487125][bookmark: _Toc29342420][bookmark: _Toc29343559][bookmark: _Toc36566819][bookmark: _Toc36810250][bookmark: _Toc36846614][bookmark: _Toc36939267][bookmark: _Toc37082247][bookmark: _Toc46480879][bookmark: _Toc46482113][bookmark: _Toc46483347]5.10.2.2	Initiation
A UE capable of sidelink communication or V2X sidelink communication or sidelink discovery that is in RRC_CONNECTED may initiate the procedure to indicate it is (interested in) receiving sidelink communication or V2X sidelink communication or sidelink discovery in several cases including upon successful connection establishment, upon change of interest, upon change to a PCell broadcasting SystemInformationBlockType18 or SystemInformationBlockType19 or SystemInformationBlockType21 including sl-V2X-ConfigCommon. A UE capable of sidelink communication or V2X sidelink communication or sidelink discovery may initiate the procedure to request assignment of dedicated resources for the concerned sidelink communication transmission or discovery announcements or V2X sidelink communication transmission or to request sidelink discovery gaps for sidelink discovery transmission or sidelink discovery reception and a UE capable of inter-frequency/PLMN sidelink discovery parameter reporting may initiate the procedure to report parameters related to sidelink discovery from system information of inter-frequency/PLMN cells.


As we know that in LTE, AS security is not activated during the initial phase of the RRC connection, because E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection. Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. Therefore, the case that SidelinkUEInformation being sent by UE (unprotected) prior to security activation can only happen in the initial phase of the RRC connection before security activated to make network aware of the UE’s interest on sidelink.
[bookmark: _Ref61371293]Observation 1: In LTE SidelinkUEInformation is allowed to be sent by UE unprotected in case of initial phase of the RRC connection before security activated to make network aware of the UE’s interest on sidelink.
In NR [3], whether the security of SidelinkUEInformationNR transmission should follow the same rule in LTE, is not defined yet. As SidelinkUEInformationNR is transmitted both in SRB1 in LTE and NR, and the only case for sending it unprotected is in case of initial phase of the RRC connection before security activated which may be a rare case, we can consider not to follow the same rule in LTE. On the other hand, the security for some other RRC messages in NR is enhanced, e.g., RRCReestablishment is sent on SRB1 (with integrity protection applied) instead of SRB0 in LTE. Another example is that RRCResume cannot be sent unciphered after security activation anymore. Therefore, we propose:
[bookmark: _Ref61371295]Proposal 1: In NR, SidelinkUEInformationNR is not allowed to be sent (unprotected) prior to AS security activation.
[bookmark: _Hlk61370751] As for ULInformationTranferIRAT in NR, it is used to transfer from the UE to NR MCG dedicated information terminated at the NR MCG but specified by another RAT e.g. the E-UTRA MeasurementReport message, the E-UTRA SidelinkUEInformation message or the E-UTRA UEAssistanceInformation message. 
Considering ULInformationTransferIRAT is on NR SRB1 we can simply follow the same principle as SidelinkUEInformationNR, to make it not being able to be sent (unprotected) prior to AS security activation.
[bookmark: _Ref61371297]Proposal 2: In NR, ULInformationTranferIRAT is not allowed to be sent (unprotected) prior to AS security activation.
[bookmark: _Ref61609804][bookmark: _GoBack]Proposal 3: If Proposal 1&2 are agreed, adopt the TP in the Annex.
3. Conclusion
In this contribution we discuss about whether SidelinkUEInformationNR and ULInformationTranferIRAT are allowed to be sent (unprotected) prior to AS security activation in NR. We have the following observation and proposals:
Observation 1: In LTE SidelinkUEInformation is allowed to be sent by UE unprotected in case of initial phase of the RRC connection before security activated to make network aware of the UE’s interest on sidelink.

Proposal 1: In NR, SidelinkUEInformationNR is not allowed to be sent (unprotected) prior to AS security activation.
Proposal 2: In NR, ULInformationTranferIRAT is not allowed to be sent (unprotected) prior to AS security activation.
Proposal 3: If Proposal 1&2 are agreed, adopt the TP in the Annex.
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1. 
5. Appendix- Text Proposal
[bookmark: _Toc60777683][bookmark: _Toc60868464]B.1	Protection of RRC messages
The following list provides information which messages can be sent (unprotected) prior to AS security activation and which messages can be sent unprotected after AS security activation. Those messages indicated "-" in "P" column should never be sent unprotected by gNB or UE. Further requirements are defined in the procedural text.
P…Messages that can be sent (unprotected) prior to AS security activation
A – I…Messages that can be sent without integrity protection after AS security activation
A – C…Messages that can be sent unciphered after AS security activation
NA… Message can never be sent after AS security activation
	Message
	P
	A-I
	A-C
	Comment

	CounterCheck
	-
	-
	-
	

	CounterCheckResponse
	-
	-
	-
	

	DedicatedSIBRequest
	+
	-
	-
	

	DLDedicatedMessageSegment
	NOTE 1

	DLInformationTransfer
	+
	-
	-
	

	DLInformationTransferMRDC
	-
	-
	-
	

	FailureInformation
	-
	-
	-
	

	LocationMeasurementIndication
	-
	-
	-
	

	MCGFailureInformation
	-
	-
	-
	

	MIB
	+
	+
	+
	

	MeasurementReport
	-
	-
	-
	Measurement configuration may be sent prior to AS security activation. But: In order to protect privacy of UEs, MeasurementReport is only sent from the UE after successful AS security activation.

	MobilityFromNRCommand
	-
	-
	-
	

	Paging
	+
	+
	+
	

	RRCReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before AS security activation if it is used to perform handover or to establish SRB2 and DRBs.

	RRCReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCReconfiguration which was sent before AS security activation.

	RRCReestablishment
	-
	-
	+
	Integrity protection applied, but no ciphering.

	RRCReestablishmentComplete
	-
	-
	-
	

	RRCReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a shortMAC-I is included.

	RRCReject
	+
	+
	+
	Justification for A-I and A-C: the message can be sent in SRB0 in RRC_INACTIVE state, after the AS security is activated.

	RRCRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.  RRCRelease message sent before AS security activation cannot include deprioritisationReq, suspendConfig, redirectedCarrierInfo, cellReselectionPriorities information fields.

	RRCResume
	-
	-
	-
	

	RRCResumeComplete
	-
	-
	-
	

	RRCResumeRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a resumeMAC-I is included.

	RRCResumeRequest1
	-
	-
	+
	This message is not protected by PDCP operation. However, a resumeMAC-I is included.

	RRCSetup
	+
	+
	+
	Justification for A-I and A-C: the message can be sent in SRB0 in RRC_INACTIVE or RRC_CONNECTED states, after the AS security is activated.

	RRCSetupComplete
	+
	NA
	NA
	

	RRCSetupRequest
	+
	NA
	NA
	

	RRCSystemInfoRequest
	+
	+
	+
	Justification for A-I and A-C: the message can be sent in SRB0 in RRC_INACTIVE state, after the AS security is activated.

	SIB1
	+
	+
	+
	

	SCGFailureInformation
	-
	-
	-
	

	SCGFailureInformationEUTRA
	-
	-
	-
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC).

	SecurityModeComplete
	-
	-
	+
	The message is sent after AS security activation. Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SidelinkUEInformationNR
	-
	-
	-
	

	SystemInformation
	+
	+
	+
	

	UEAssistanceInformation
	-
	-
	-
	

	UECapabilityEnquiry
	+
	-
	-
	The network should retrieve UE capabilities only after AS security activation.

	UECapabilityInformation
	+
	-
	-
	

	ULDedicatedMessageSegment
	+
	-
	-
	

	UEInformationRequest
	-
	-
	-
	

	UEInformationResponse
	-
	-
	-
	In order to protect privacy of UEs, UEInformationResponse is only sent from the UE after successful security activation

	ULInformationTransfer
	+
	-
	-
	

	ULInformationTranferIRAT
	-
	-
	-
	

	ULInformationTransferMRDC
	-
	-
	-
	

	NOTE 1:	This message type carries segments of other RRC messages. The protection of an instance of this message is the same as for the message which this message is carrying.




