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1	Introduction
[bookmark: _Ref178064866] This paper discusses an issue regarding to the ciphering key discrepancy caused by NCC value wrap around in the S1-handover test. This problem possibly occur in rel-8 LTE spec and its later release version. 
2	Discussion
2.1 Problem description 
The security problem of ciphering key discrepancy caused by NCC value wrap around in S1-handover procedure is briefly described as following:
1. UE sends measurement report to source eNB.
2. source eNB sends handover required message to MME. 
3. MME sends Handover request message to target eNB.  
4. For some reason, the target eNB cannot accept the request and sends handover failure message to MME
5. MME sends handover preparation failure message to source eNB.
6. UE iteratively sends the measurement report to source eNB, and this iteration continues for more than 8 times, 
7. UE reports a Cell for which the PCI is permitted for UE to access. 
8/9. source eNB sends handover required message to MME and MME sends Handover request message to target eNB, 
10. target eNB sends handover request acknowledgement message to MME
11. MME sends handover command message to source eNB
12. source eNB sends RRCReconfiguration message to UE
13. UE sends RRCReconfiguration complete message to target eNB (ciphering key for this message is different from the security key kept by target eNB)
The problem is as highlighted in step 13 that ciphering key used for RRCReconfigurationComplete message is different from the security key kept by target eNB. 
[image: ]
				   Figure1: ciphering key discrepancy issue in S1-HO
According to [1] 7.2.8.4.3 as below, MME shall increase its kept NCC value by one and compute a fresh NH parameter upon receiving HO required message. If the UE consecutively sends measurement report to source eNB after handover failure, then source eNB would consecutively sends HO required message to MME. Since NCC value is (0..7), if the iteration of sending HO required message to MME is more than 8 times, then the NCC value would wrap around. If the NCC value calculated by MME wrapped around, target eNB compute the KeNB with the fresh {NH, NCC} pair in the S1 handover request message and target PCI and its EARFCN-DL, while according to [1] 7.2.8.4.4, UE compute the K_eNB* based on if NCC value received in HO command is equal to or different from the NCC value associated with the currently active K_eNB. If NCC value received in HO command wrapped around and coincidently it is the equal to the NCC kept by UE, since UE cannot the perceive NCC value has wrapped around, and derive the K_eNB* from the currently active K_eNB and target PCI and its EARFCN-DL, then the K_eNB* computed by UE would be different from the K_eNB kept by target eNB. If the NCC value received in HO command wrapped around and is different form the NCC associated with the active K_eNB kept by UE, UE first synchronize the locally kept NH parameter iteratively and increase NCC value until it matches the NCC value received from HO command. When the NCC value matches, UE would compute K_eNB* form the synchronized NH parameter and target PCI and its EARFCN-DL. For the latter case, if NCC value wrapped around, the same issue would happen since the when UE iteratively synchronize the NH parameter and increase NCC value, it does not consider the NCC has wrapped around.
Observation1: After consecutive HO failure, if UE consecutively sends measurement report to source eNB, and source eNB consecutively sends HO required message to MME, the NCC kept at MME would wrap around.
Observation2: If NCC value wrapped around, target eNB could correctly compute K_eNB based on {NH, NCC} pair received in S1 HO request message and target PCI and its EARFCN-DL.
Observation3: If NCC value wrapped around, UE cannot perceive the wrap around when receiving NCC value in HO command. Thus, UE computed K_eNB* without considering NCC wrap around and the consequence is K_eNB* derived by UE may be different from the K_eNB kept by target eNB.
------------------------------------------------------Excepted from [1] 7.2.8.4.3 -------------------------------------------------------
Upon reception of the HANDOVER REQUIRED message the source MME shall increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.4. The source MME shall store that fresh pair and send it to the target MME in the S10 FORWARD RELOCATION REQUEST message. The S10 FORWARD RELOCATION REQUEST message shall in addition contain the KASME that is currently used to compute {NH, NCC} pairs and its corresponding eKSI.
The target MME shall store locally the {NH, NCC} pair received from the source MME. 
The target MME shall then send the received {NH, NCC} pair to the target eNB within the S1 HANDOVER REQUEST.
Upon receipt of the S1 HANDOVER REQUEST from the target MME, the target eNB shall compute the KeNB to be used with the UE by performing the key derivation defined in Annex A.5 with the fresh{NH, NCC} pair in the S1 HANDOVER REQUEST and the target PCI and its frequency EARFCN-DL. The target eNB shall associate the NCC value received from MME with the KeNB. The target eNB shall include the NCC value from the received {NH, NCC} pair into the HO Command to the UE and remove any existing unused stored {NH, NCC} pairs. 
-------------------------------------------------------End of Exception--------------------------------------------------------------------

------------------------------------------------------Excepted from [1] 7.2.8.4.4 -------------------------------------------------------
If the NCC value the UE received in the HO Command message from target eNB via source eNB is equal to the NCC value associated with the currently active KeNB, the UE shall derive the KeNB* from the currently active KeNB and the target PCI and its frequency EARFCN-DL using the function defined in Annex A.5. 
If the UE received an NCC value that was different from the NCC associated with the currently active KeNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex A.4 iteratively (and increasing the NCC value until it matches the NCC value received from the source eNB via the HO command message. When the NCC values match, the UE shall compute the KeNB* from the synchronized NH parameter and the target PCI and its frequency EARFCN-DL using the function defined in Annex A.5.
-------------------------------------------------------End of Exception--------------------------------------------------------------------

[image: ]Figure2: security key derivation procedure in S1-HO

Someone may argue, after consecutive handover failure, UE consecutively sends measurement report to source eNB is a rare case. We acknowledge this issue is a rare case, while it occurred in our UAV UE S1 Handover test. Therefore, it is worth to discuss standardization solution to solve this issue.
Observation4: NCC value wrap around is a rare case, while this problem occurred in operator’s UAV UE S1 Handover test. Standardization solution is needed to solve this issue.
Proposal1: Standardization solution is needed to solve ciphering key discrepancy issue caused by NCC value wrapped around in the S1 Handover.

2.2 Solutions 
To solve the issue described above, the following candidate solutions can be considered.
 Solution 1. Source eNB shall release the UE to Idle after receiving multiple times of HO preparation failure message from MME. A counter could be created at source eNB to count the failure times. Source eNB could also remove the measObjectID configured for the UE after receiving multiple consecutive HO failure message. It could also be up to network implementation. (RAN2/3 issue)
Solution 2. Create a failure cause value called “NCC wrap around”. When MME received multiple times of HO required message from source eNB, and the NCC value kept MME wrapped around, MME send HO preparation failure message with cause value set as “NCC wrap around”. Since this issue is occurred for UAV UE, a failure cause called “cell not available for Aerial UE” can be created. When MME receives multiple HO failure from target eNB with cause value set as “cell not available for Aerial UE”, it can return it to source eNB within handover preparation failure message. Source eNB could release the UE to IDLE or remove the measObjectID configured for the UE based on this cause value. (RAN3 issue)
Solution 3. Add an NCC wrap around indication in HO command. If NCC value kept at MME wrap around, MME shall include an NCC wrap around indication within HO command. When UE received this indication, UE synchronize the locally kept NH parameter iteratively and increase the NCC value until it matches the value received in HO command with NCC value wrap around into consideration. (RAN2 issue)
Since solution1 is simplest and has few spec impact, we propose as following: 
Propsal2: RAN2 to discuss the three candidate solutions above and adopt solution1.
[bookmark: _GoBack]Proposal3: RAN2 to discuss and agree the draft CR attached in the ANNEX.
3. Conclusion
Based on the discussion in the previous sections, we made the following proposals: 
Observation1: After consecutive HO failure, if UE consecutively sends measurement report to source eNB, and source eNB consecutively sends HO required message to MME, the NCC kept at MME would wrap around.
Observation2: If NCC value wrapped around, target eNB could correctly compute K_eNB based on {NH, NCC} pair received in S1 HO request message and target PCI and its EARFCN-DL.
Observation3: If NCC value wrapped around, UE cannot perceive the wrap around when receiving NCC value in HO command. Thus, UE computed K_eNB* without considering NCC wrap around and the consequence is K_eNB* derived by UE may be different from the K_eNB kept by target eNB.
Observation4: NCC value wrap around is a rare case, while this problem occurred in operator’s UAV UE S1 Handover test. Standardization solution is needed to solve this issue.
Proposal1: Standardization solution is needed to solve ciphering key discrepancy issue caused by NCC value wrapped around in the S1-handover
Propsal2: RAN2 to discuss the three candidate solutions above and adopt solution1.
Proposal3: RAN2 to discuss and agree the draft CR attached in the ANNEX.
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[bookmark: _Toc20403102][bookmark: _Toc29372608][bookmark: _Toc37760563][bookmark: _Toc46498800][bookmark: _Toc52491113]19.2.2.5.1	Handover Preparation procedure
The Handover preparation procedure is initiated by the source eNB if it determines the necessity to initiate the handover via the S1 interface.


Figure 19.2.2.5.1-1: Handover preparation procedure
The handover preparation comprises the following steps:
-	The HANDOVER REQUIRED message is sent to the MME.
-	The source eNB shall ensure that the size of the Source to Target Transparent Container does not exceed the limits that can be handled by interfaces involved in the handover.
NOTE:	For SRVCC handover, the size limit is 2560 octets (see AN-APDU in TS 29.002 [84]). For inter RAT PS domain handover, the size limit is 4092 octets (see TS 25.412 [85]).
-	The handover preparation phase is finished upon the reception of the HANDOVER COMMAND message in the source eNB, which includes at least radio interface related information (HO Command for the UE), successfully established E-RAB(s) and E-RAB(s) which failed to setup.
-	In case the handover resource allocation is not successful (e.g. no resources are available on the target side) the MME responds with the HANDOVER PREPARATION FAILURE message instead of the HANDOVER COMMAND message.
NOTE:	In case source eNB consecutively sends HANDOVER REQUIRED message to MME after consecutively HANDOVER PREPARATION FAILURE message returning to source eNB and the iteration is more than 8 times, the NCC (Next Hop Chaining Count) value kept at MME may wrap around. Source eNB shall release the UE to RRC_IDLE state if the NCC value kept at MME wrapped around, the detail solution is up to network implementation.
Unrelated part is omitted
End of change
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