3GPP TSG-RAN WG2 Meeting #113 electronic
R2-2100754
Online, January 25th – February 5th, 2021

Agenda item:
8.4.3
Source: 
Fujitsu
Title: 
Handling of descendant nodes and UEs in inter-CU CHO and RLF recovery
Document for:
Discussion and decision
1 Introduction
In RAN2#112-e meeting, the proposals from the offline discussion on Topology Adaptation are discussed and the following agreements are made [1]: 
	· Consider enhancements to topology adaptation that improve: 

Robustness, e.g., to rapid shadowing, 

service-interruption, 

load balancing among different IAB-nodes, IAB-donor-DUs and IAB-donor-CUs, and 

reduction in signaling load.

· RAN2 to discuss enhancements to RLF indication/handling with the focus on the reduction of service interruption after BH RLF.

· CHO and potential IAB-specific enhancements of CHO is on the table. 

· DAPS and potential IAB-specific enhancements of DAPS is not precluded for now (but as there is no PDCP it is not clear how to support DAPS). 

· For message bundling, RAN2 at least wait for more progress to be made in RAN3 on topology adaptation procedures.

· RAN2 to discuss local rerouting, including the benefits over central route determination, and on how topology-wide objectives can be addressed.


In RAN3#109-e and 110-e meetings, the following agreements are made [2]: 
	3. We assume that all parent-child relations are retained at the new donor (common understanding that this also includes UEs)
Rel-16 CHO can be considered as baseline for the discussion of CHO for IAB; further analysis is expected

[For inter-Donor case]

Study the solution for the baseline RLF scenario, where IAB node experiencing RLF can connect only to 1 donor at a time.

An RRC indication is provided to the migrating IAB node on whether it is undergoing inter- or intra-donor migration. This indication also applies to RLF recovery. FFS on the content of the indication. 

The issue on Reduction of Service Interruption for inter-Donor case will be discussed after the basic migration procedure is determined.


In this contribution, we would like to discuss how to handle the descendant nodes and UEs in inter-CU CHO or inter-CU RLF recovery scenarios. 
2 Discussion
Inter-CU CHO
Majority of the companies in RAN2 and RAN3 support CHO for an IAB-node, and RAN3 agrees that Rel-16 CHO can be considered as baseline for the discussion of CHO for IAB. An example of inter-CU CHO flow chart is shown in Figure 1. In this figure, an IAB-node (CHO IAB-node) is configured with CHO in step 7 by the source donor CU. The IAB-node then begins to evaluate the conditions (measurement events) configured in the Conditional RRC reconfiguration. If the measurement event configured in the Conditional RRC reconfiguration, e.g. A3/A5, is fulfilled, the IAB-node initiates CHO to the corresponding target cell, which could belong to a new donor CU (target donor CU). If the CHO succeeds, the target donor CU will notify the source donor CU to release the context of the CHO IAB-node. The operations of the descendant nodes and UEs are not shown in Figure 1.
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Figure 1 An example of inter-CU CHO flow chart
If the descendant nodes and UEs migrate together with the IAB-node that performs the inter-CU CHO, the descendant nodes and UEs should update their keys to communicate with the target donor CU correctly, since their RRC/PDCP anchor is changed to the target donor CU. 
It can be noted that the source donor CU does not know when the IAB-node would perform CHO until the source donor CU receives a UE context release message from the target donor CU (step 13 in Figure 1). In addition, the source donor CU knows the candidate target donor CU(s) when configuring CHO, but it may not know the exact target donor CU before the IAB-node’s migration. Hence, the source donor CU cannot provide the configuration from the target donor CU to the descendant nodes and UEs in advance, unless the descendant nodes and UEs are configured with CHO as well. However, even though the descendant nodes and UEs are configured with CHO, they do not know which candidate target cell’s conditional configuration should be applied and when to apply the conditional configuration, since the they may be still under the migration IAB-node and condition configured in CHO may not be fulfilled. Therefore, it should be discussed when and how the descendant nodes and UEs can update their security related configuration from the target donor CU. 
Observation 1: The descendent nodes and UEs should update their keys to communicate with the target donor CU correctly in inter-CU CHO scenario. 
Inter-CU RLF recovery
In Release 17, inter-CU BH RLF recovery will also be supported. An example of inter-CU BH RLF recovery is shown in Figure 2. In this figure, the IAB-node (Recovery IAB-node) may detect BH RLF and initiate RRC re-establishment procedure. On receiving the RRC re-establishment request message, the new donor CU will retrieve the context of the Recovery IAB-node. If the context is successfully retrieved and the new donor CU admits the access from the Recovery IAB-node, the new donor CU will set up context for the Recovery IAB-node in the new parent IAB-DU, and send RRC re-establishment to the Recovery IAB-node. After RRC re-establishment procedure and RRC reconfiguration procedure, the Recovery IAB-node’s services can be resumed. Then the target donor CU notifies the source donor CU to release the context of the Recovery IAB-node. The operation of the descendant nodes and UEs is not shown in Figure 2 either. 
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Figure 2 An example of inter-CU BH RLF recovery

In this scenario, the descendant nodes and UEs may also migrate together with the Recovery IAB-node, and the descendant nodes and UEs should also update their keys from the new donor CU. Similar to the inter-CU CHO scenario, the source donor CU cannot foresee the RLF of the Recovery IAB-node and does not know which donor CU the Recovery IAB-node will recover to, hence the source donor CU cannot provide the configuration of the new donor CU beforehand, unless CHO is pre-configured to the descendant nodes and UEs. Even if CHO is configured to the descendant nodes and UEs, the descendant nodes and UEs do not know which candidate target cell’s conditional configuration should be applied. Therefore, in the scenario of inter-CU BH RLF recovery, it should also be discussed when and how the descendant nodes and UEs update their security related configuration.
Observation 2: The descendent nodes and UEs should update their keys to communicate with the target donor CU correctly in inter-CU BH RLF recovery scenario. 
How to make the descendant nodes and UEs update the security configuration
With the assumption that the descendant nodes and UEs migrate together with the Recovery IAB-node and the parent-child relation is retained, in order to make the descendent nodes and UEs update their keys from the target/new donor CU in inter-CU CHO and inter-CU BH RLF recovery scenarios, there can be following options: 
· Option 1: The CHO/recovery IAB-node indicates the descendent nodes and UEs to initiate RLF recovery or RRC re-establishment procedure when the IAB-node CHO or recovers to the new donor CU. 
· Option 2: The descendent nodes and UEs are configured with CHO, and the CHO/recovery IAB-node indicates the descendent nodes and UEs to apply the conditional configuration of a target cell when the IAB-node CHO or recovers to the new donor CU. The target cell’s PCI may be the same as the source cell’s PCI, since the PCI does not change in this scenario. 
· Option 3: The target/new donor CU transmits RRC re-establishment or RRC reconfiguration message to the descendent nodes and UEs to update their security configuration when the IAB-node CHO or recovers to the new donor CU. Since the descendent nodes and UEs are still using the old keys, the RRC message can be transmitted with the old keys or without ciphering. If the RRC message is transmitted without ciphering, it should be considered how to make the descendant nodes and UEs suspend the ciphering for SRB1 to receive the RRC message correctly. 
· Option 4: The target/new donor CU transmits the security configuration for the descendant nodes and UEs in an F1AP message to the CHO/recovery IAB-DU when the IAB-node CHO or recovers to the new donor CU. The CHO/recovery IAB-DU then forwards the security configuration to the descendent IAB-nodes or UEs. This option also needs RAN3 discussions and decision. 
In option 1, the descendant nodes and UEs will initiate RLF recovery procedure or RRC re-establishment upon receiving the indication from the CHO/recovery IAB-node. The current RLF recovery or re-establishment procedure may be reused. However, the service interruption time in option 1 is longer than other options, since RRC re-establishment procedure and the following RRC reconfiguration procedure would take a relatively long time. 
Option 2, option 3 and option 4 are aligned with the RAN3 working assumption, i.e. the descendant nodes and UEs are not forced into connection re-establishment in order to migrate to a new donor CU, and the security configuration from the new donor CU is directly provided to the descendant nodes and UEs. The service interruption time in these 3 options is reduced, since the descendant nodes and UEs can receive or apply the new configuration earlier to resume their services. At the same time, these 3 options may require the context of descendant nodes and UEs transferred to the new donor CU beforehand, e.g. together with the CHO/recovery IAB-node’s context in Handover request message or in Retrieve UE context response message, to make the new donor CU generate the proper security configuration.  
Proposal 1: RAN2 is suggested to discuss how to make the descendant nodes and UEs update the security configuration in inter-CU CHO and inter-CU RLF recovery scenarios. 
· Option 1: The CHO/recovery IAB-node indicates the descendent nodes and UEs to initiate RLF recovery or RRC re-establishment procedure. 

· Option 2: The descendent nodes and UEs are configured with CHO, and the CHO/recovery IAB-node indicates the descendent nodes and UEs to apply the conditional configuration. 
· Option 3: The target/new donor CU transmits RRC re-establishment or RRC reconfiguration message to the descendent nodes and UEs to update their security configuration. 

· Option 4: The target/new donor CU transmits the security configuration for the descendant nodes and UEs in an F1AP message to the CHO/recovery IAB-DU. The CHO/recovery IAB-DU then forwards the security configuration to the descendent IAB-nodes or UEs. 
3 Conclusion

In this contribution, we have some discussions on how to handle the descendant nodes and UEs in inter-CU CHO or inter-CU RLF recovery scenarios, and we have the following observations and proposal. 
Observation 1: The descendent nodes and UEs should update their keys to communicate with the target donor CU correctly in inter-CU CHO scenario. 
Observation 2: The descendent nodes and UEs should update their keys to communicate with the target donor CU correctly in inter-CU RLF recovery scenario. 
Proposal 1: RAN2 is suggested to discuss how to make the descendant nodes and UEs update the security configuration in inter-CU CHO and inter-CU RLF recovery scenarios. 
· Option 1: The CHO/recovery IAB-node indicates the descendent nodes and UEs to initiate RLF recovery or RRC re-establishment procedure. 

· Option 2: The descendent nodes and UEs are configured with CHO, and the CHO/recovery IAB-node indicates the descendent nodes and UEs to apply the conditional configuration. 
· Option 3: The target/new donor CU transmits RRC re-establishment or RRC reconfiguration message to the descendent nodes and UEs to update their security configuration. 

· Option 4: The target/new donor CU transmits the security configuration for the descendant nodes and UEs in an F1AP message to the CHO/recovery IAB-DU. The CHO/recovery IAB-DU then forwards the security configuration to the descendent IAB-nodes or UEs. 
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