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Discussion and Decision
1 Introduction
In last RAN2 meeting, R17 SDT WI was discussed and following agreements are reached. 
Agreements 

1 
Small data transmission with RRC message is supported as baseline for RA-based and CG based schemes  

2
RRC-less can be studied for limited use cases (e.g. same serving cell and/or for CG) with lower priority

3
Context fetch and data forwarding with anchor re-location and without anchor re-location will be considered.   FFS if there are problems with the scenario “without anchor relocation”. 

4
From RAN2 perspective, stored “configuration” in the UE Context is used for the RLC bearer configuration for any SDT mechanism (RACH and CG).

5
The 2-step RACH or 4-step RACH should be applied to RACH based uplink small data transmission in RRC_INACTIVE

6
The uplink small data can be sent in MSGA of 2-step RACH or msg3 of 4-step RACH.

7
Small data transmission is configured by the network on a per DRB basis

8
Data volume threshold is used for the UE to decide whether to do SDT or not.   FFS how we calculate data volume.  


FFS if an “additional SDT specific” RSRP threshold is further used to determine whether the UE should do SDT

9
UL/DL transmission following UL SDT without transitioning to RRC_CONNECTED is supported 

10
When UE is in RRC_INACTIVE, it should be possible to send multiple UL and DL packets as part of the same SDT mechanism and without transitioning to RRC_CONNECTED on dedicated grant.  FFS on details and whether any indication to network is needed.  
The data transmission in INACTIVE state should have the security protection. In this contribution, we provide our consideration on the security aspect for the SDT procedure. 
2 Discussion

2.1 Security handling for the legacy RRC resume procedure
Figure-1 provides the security handling during the legacy RRC resume procedure. 
In legacy, When UE has new data for transmission, UE will perform the following operation:
1) Trigger RRC Resume procedure, and transmit RRCResmeRequest via RACH procedure;

2) Perform security key derivation and configuration 
· Derive the KgNB based on the KgNB /NH of source cell and NCC value configured in RRCRelease message
· Derive a KgNB* using the target PCI, target ARFCN-DL and the KgNB/NH based on either a horizontal key derivation or a vertical key derivation. 
· The UE shall further derive KRRCint, KRRCenc, KUPenc (optionally), and KUPint (optionally) from the newly derived KgNB*.
· Configure SRB/DRB according to the source security configuration
3) Resume the data transmission if RRCResume message is received successfully.
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Figure-1. Security handling during the legacy RRC Resume procedure
Observation 1: In legacy RRC resume procedure, upon receiving the RRCResume message, UE will derive the security keys for data transmission based on NCC value and target cell info (i.e. PCI + frequency).
Since the NCC value is provided in the RRCRelease message, if UE receives RRCReject message in the following RRC resume procedure, UE can continue use this NCC to generate the CP key and UP key for the subsequent RRC resume procedure. 
Observation 2: UE can use the configured NCC value for the multiple resume procedure.
2.2 Security handling for the small data transmission procedure
During SDT procedure, the key derivation for DRB security protection is still derived as same as legacy way. Since the DRB transmission is included in the first UL transmission, the user data key derivation will be advanced before the first UL transmission. 
Proposal 1: Security key to protect the DRB transmission is derived in advanced upon UE triggering the SDT procedure.    
For each SDT procedure, UE can use the updated NCC value which is configured in the previous “connection” for the security key derivation. For RRC-based SDT procedure, the NCC can be provided in the RRC release message. For the security purpose, to acquire the KgNB* for each SDT access, UE will perform the vertical key derivation or horizontal key derivation based on whether the NCC is the fresh one or not.  
[image: image2.png]UE# NB1 NB2 NB3 AMF

Path Bwitch Procedure (List of (NCC,|NH), n=3)
RRCRelease with SuspendCfg

(NCCH#1)

Kgne+ derivation
based on NCC#1

Data Transmission
RRCRelease with SuspendCfg (NGC#2)

Kgne+ derivation based
on NCC#2

Data Transmission
RRCRelease with SuspendCfg (NCC#3)

Path Switch Request
KgNB derivation based RRC Resume Procedure

on NCC#3 and NB#3 Path Switch Respanse (NCC#X, NH#X)
Config





Figure-2. NCC value provision during the RRC based SDT procedure
Proposal 2: NW can provide the NCC value via each SDT procedure for next SDT access. 
Proposal 3: For RRC based SDT procedure, NW can provide the NCC value in RRCRelease with SuspendConfig for next SDT or resume access. 

For the mobility case, if UE performs the cell reselection during the SDT procedure, and UE has not acquired the new NCC for the next SDT/resume access from NW side, how to acquire the UE’s key for the next SDT/resume procedure? 

As shown in Figure-3, if UE performs the cell re-selection to cell#2 during the SDT transmission with cell#1, UE may not acquire the NCC value from NW side for the access in cell#2. In this case, for the access in cell#2, UE can consider use the horizontal key derivation method, to use the NCC#1 and the cell#2’s information to generate the KgNB* for this access, which is similar as the legacy case of the RRC resume procedure followup after the RRC Reject procedure. 
Proposal 3: If UE doesnot receive the NCC value in the previous SDT procedure, UE can use the current stored NCC value and current camping cell information to generate the KgNB* for the security key derivation. 
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Figure-3. Cell re-selection to another cell during the SDT procedure
3 Conclusion
According to the analysis in section 2, we propose that:
Proposal 1: Security key to protect the DRB transmission is derived in advanced upon UE triggering the SDT procedure.    

Proposal 2: NW can provide the NCC value via each SDT procedure for next SDT access. 

Proposal 3: For RRC based SDT procedure, NW can provide the NCC value in RRCRelease with SuspendConfig for next SDT or resume access. 

Proposal 3: If UE doesnot receive the NCC value in the previous SDT/access procedure, UE can use the current stored NCC value and current camping cell information to generate the KgNB* for the security key derivation. 

