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1. [bookmark: _Toc18413600][bookmark: _Toc18404533][bookmark: _Toc18403966]Introduction
In this document, aspects related to context fetch and data forwarding for RA-SDT are discussed.  
2. NR SDT with/without anchor relocation
RRC resume with/without anchor relocation in R16
In current specs, both the RRC resume with and without anchor relocation are supported and the stage 2 procedure is as follows.
For the procedure with anchor relocation, the UE context is transferred from the anchor gNB (i.e. Last Serving gNB) to the serving gNB, path switch will be performed after UE context is fetched and the serving gNB will become the new anchor after the relocation. The procedure is depicted in Figure 1 below. 
[image: ]
Figure 1: Legacy RRCResume procedure
For the procedure without anchor relocation, the RRC resume without anchor relocation can only be used for the RNA update. This is depicted in figure 2 below. 


Figure 2: Legacy procedure for RNA without anchor relocation

Initialization of anchor relocation in NR SDT
In the legacy RRC resume procedure, since the serving gNB may not be able to identify the anchor gNB based on short I-RNTI, the serving gNB may send the RetrieveUEContextRequest to multiple potential anchor gNBs. Considering the RRCResumeRequest message can only be verified by the corresponding anchor gNB, and only the anchor gNB has the UE context, it is up to anchor gNB to determine whether anchor relocation is needed or not.
In NR SDT, although the above considerations are still valid, different from legacy RRC resume, in which the procedure without anchor relocation can only be applied for the RNAU, we aim to support the small data transmission without anchor relocation in NR SDT, thus one issue is how to determine whether anchor relocation is needed or not. 
From NW’s point of view, we think the following two factors need to be considered:
· How frequently the SDT will be performed by UE? 
· Whether UE needs to be switched to CONNECTED mode (e.g. based on buffer status, radio condition and traffic load in the cell)?
Observation 1: To determine whether anchor relocation is needed or not, the following two factors need to be considered.
· How frequently the SDT will be performed by UE?. 
· Whether UE needs to be switched to CONNECTED mode (e.g. based on buffer status, radio condition and traffic load in the cell)?
The frequency of SDT transmission can be derived by the anchor node, based on the history of SDT operation. If frequent SDT transmissions are detected by anchor gNB, to avoid high signalling overhead due to inter-node interaction, the anchor gNB should be allowed to request the anchor relocation. 
However, for the second consideration regarding buffer status, radio conditions and traffic load in the serving cell etc, it seems current serving gNB has more clear view. Considering the data transmission will be scheduled by serving gNB and serving gNB has more information about the radio condition on UE side and load situation in the camped cell, the serving gNB should be allowed to determine whether the state transition is needed, and request the anchor relocation in case UE need to be switched to CONNECTED mode (e.g. UE specific capability/configuration is needed to ensure the QoS).  
Observation 2: Anchor gNB can derive the frequency of SDT operation, but serving gNB has better understanding on the buffer status and radio condition on UE side and should be allowed to determine whether UE need to be switched to CONNECTED mode.
Based on the observations above, we think both anchor gNB and serving gNB should be allowed to request the anchor relocation. 
Proposal 1: Both anchor gNB (e.g. in case frequently SDT is detected by anchor gNB) and serving gNB (e.g. based on radio conditions) can request the anchor relocation. 
Also, considering the buffer status and radio condition on UE side will change from time to time, the serving gNB may determine to switch the UE from INACTIVE to CONNECTED mode at any point of time during the SDT, based on the buffer status and radio condition on UE side. Therefore, the serving gNB should be allowed to initiate the anchor relocation at any point of time as well during the SDT procedure.
Proposal 2: The serving gNB can request the anchor relocation (e.g. in order to switch the UE to CONNECTED mode) at any point of time during the SDT procedure.
Based on all the proposals and analysis given above, we think all the following procedures shall be supported.
· NR SDT with anchor relocation
· NR SDT without anchor relocation
· Anchor relocation triggered after the start of data forwarding without anchor relocation
Further details of each of the above procedure are given below.
Procedure for NR SDT with anchor relocation
In case of SDT with anchor relocation, the main difference with respect to the legacy procedure is that data may be included in the first UL message. At RAN2#111e, it was agreed that at least the RLC configuration will be based on the stored UE context. Given this, the target gNB would need to first buffer the received data and then perform context fetch before proceeding to process the received UL data in the first UL message. Thus, the overall procedure for SDT with anchor relocation looks like Figure 3 below. 


Figure 3: SDT with anchor relocation
Based on the above, the following proposals are made for SDT with anchor relocation. 
Proposal 3: From RAN2 perspective, the following key actions will be required in NR SDT with anchor relocation:
· Once RRC message for SDT is received by serving gNB, the serving gNB shall buffer the RLC PDU, if any, and initiate the context retrieve procedure with anchor gNB identified by serving I-RNTI.
· Once the UE context is retrieved successfully, the serving gNB shall establish the RLC entities according to the UE specific RLC configuration stored in the UE context, and process the RLC PDU buffered.
· If anchor relocation is required, the serving gNB will become new anchor gNB, perform path switch procedure, and forward the data packet to CN after the path switch.
· Serving gNB (new anchor gNB) send RRC release to the UE to end the SDT procedure.

Procedure for NR SDT without anchor relocation
The SDT procedure without anchor relocation can use a similar procedure as RRC resume without anchor relocation. However, unlike in Rel-16, new procedure is needed for sending and receiving UP data. Given that the anchor relocation doesn’t happen, the path switch is also not performed and hence the PDCP entities for the DRBs subject to SDT on the network side will stay in the last serving gNB. However, even if there is no anchor relocation, the source gNB still needs to have the UE context so that the RLC SDUs received by the target gNB are processed and the PDCP PDUs can be forwarded to the anchor. Based on the above, the basic procedure for SDT without anchor relocation is depicted in Figure 4 below.



Figure 4: SDT without anchor relocation
Based on the figure above, the following proposals are made for SDT with anchor relocation. 
Proposal 4: From RAN2 perspective, the following key actions will be required in NR SDT without anchor relocation:
· Once RRC message for SDT is received by serving gNB, the serving gNB shall buffer the RLC PDU, if any, and initiate the context retrieve procedure with anchor gNB identified by serving I-RNTI.
· Once the UE context is retrieved successfully, the serving gNB shall establish the RLC entities according to the UE specific RLC configuration stored in the UE context, and process the RLC PDU buffered.
· Serving gNB shall forward the PDCP PDU to anchor node, and receive the PDCP PDU from anchor node for subsequent data transmission
· Anchor gNB sends the RRC release message to UE through serving gNB (this is same as the legacy procedure for RRCRelease after RNAU without anchor relocation).

3. Anchor relocation triggered after the start of data forwarding without anchor relocation
As we proposed in proposal 2 that the serving gNB shall be allowed to request the anchor relocation at any point of time during the SDT, the serving gNB may decide to switch the UE to CONNECTED mode based on the buffer status or radio conditions. 
To support the “late” anchor relocation, one issue to be discussed is the handling of security key. Since the data forwarding between serving gNB and anchor gNB has already been started, the new security key, derived based on the NCC stored, has already been used by anchor gNB. Considering the same key shall not be used in two different gNB, a new key is required for the communication between serving gNB and UE after the anchor relocation.
Observation 3: Once the security key has already been used in the anchor gNB, the same security key shall not be used in the serving gNB again after anchor relocation.
To configure the new key, one RRC message (e.g. RRCResume) shall be configured to UE, in which the security materials for the new key generation shall be included. Since the key update will be performed after the reception of RRC message, reconfiguration with sync shall be preformed to sync up the key used in gNB and UE.
For the key materials configuration, similar as handover, the key materials (e.g. AS-SecurityInformation in XnAP, including KgNB* and NCC) will be generated by anchor gNB and sent from anchor gNB to serving gNB (e.g. in RetrieveUEContextRequest or in a later message). Once the key materials is received, the serving gNB can store the key materials, and include it in the RRC message generated for the late anchor relocation (e.g. MasterKeyUpdate). 
Once the RRC message is generated by serving gNB, considering the security protection of SRB is made in anchor gNB (i.e. PDCP of SRB is located in anchor gNB), the RRC message generated by serving gNB should be sent to anchor gNB (similar as handover procedure), and anchor gNB will perform ciphering and integrity protection of the RRC message and send the message to UE through serving gNB.
One example for the procedure is given as follow. 
Note that the figure below is just for example, the details should be discussed and determined in RAN3


Figure 5: Anchor relocation triggered after the start of data forwarding without anchor relocation

Although the detail signaling shall be discussed and determined in RAN3, some input from RAN2 is still needed for the security handling and related RRC procedure. To provide better understanding on the late anchor relocation, which is triggered after the start of data forwarding, the following proposals are given from RAN2 perspective.
Proposal 5: The serving gNB can trigger the anchor relocation after the start of data forwarding without anchor relocation, and the following key action will be required from RAN2 perspective;
· A new key (other than the key used in the data transmission before anchor relocation) shall be generated and used between serving gNB and UE after anchor relocation.
· The materials for key generation (e.g. AS-SecurityInformation in XnAP, including KgNB* and NCC) should be generated by anchor gNB, and be sent from anchor gNB to serving gNB (e.g. in RetrieveUEContextRequest or a later message).
· The key materials (i.e. MasterKeyUpdate and SecurityConfig) should be sent to UE through a RRC message (e.g. RRCResume) generated by serving gNB, and the RRC message should be security protected by the SRB PDCP located in anchor node (i.e. the RRC message generated by serving gNB should be sent to anchor node for security protection operation)
· The UE shall be configured to CONNECTED mode in the RRC message and reconfiguration with sync shall be used.

Interaction with RAN3
With all the agreements made in RAN2, one LS shall be sent to RAN3 to trigger the corresponding works in RAN3.
Proposal 6: One LS shall be sent to RAN3 to inform RAN3 the agreements made in RAN2, and trigger the corresponding work in RAN3.
 
4. Conclusion and proposals
Based on the analysis above, the following observations and proposals are provided:
Initialization of anchor relocation in NR SDT
Observation 1: To determine whether anchor relocation is needed or not, the following two factors need to be considered.
· How frequently the SDT will be performed by UE?. 
· Whether UE needs to be switched to CONNECTED mode (e.g. based on buffer status, radio condition and traffic load in the cell)?
Observation 2: Anchor gNB can derive the frequency of SDT operation, but serving gNB has better understanding on the buffer status and radio condition on UE side and should be allowed to determine whether UE need to be switched to CONNECTED mode.
Proposal 1: Both anchor gNB (e.g. in case frequently SDT is detected by anchor gNB) and serving gNB (e.g. based on radio conditions) can request the anchor relocation. 
Proposal 2: The serving gNB can request the anchor relocation (e.g. in order to switch the UE to CONNECTED mode) at any point of time during the SDT procedure.
Procedure for NR SDT with anchor relocation
Proposal 3: From RAN2 perspective, the following key actions will be required in NR SDT with anchor relocation:
· Once RRC message for SDT is received by serving gNB, the serving gNB shall buffer the RLC PDU, if any, and initiate the context retrieve procedure with anchor gNB identified by serving I-RNTI.
· Once the UE context is retrieved successfully, the serving gNB shall establish the RLC entities according to the UE specific RLC configuration stored in the UE context, and process the RLC PDU buffered.
· If anchor relocation is required, the serving gNB will become new anchor gNB, perform path switch procedure, and forward the data packet to CN after the path switch.
· Serving gNB (new anchor gNB) send RRC release to the UE to end the SDT procedure.
Procedure for NR SDT without anchor relocation
Proposal 4: From RAN2 perspective, the following key actions will be required in NR SDT without anchor relocation:
· Once RRC message for SDT is received by serving gNB, the serving gNB shall buffer the RLC PDU, if any, and initiate the context retrieve procedure with anchor gNB identified by serving I-RNTI.
· Once the UE context is retrieved successfully, the serving gNB shall establish the RLC entities according to the UE specific RLC configuration stored in the UE context, and process the RLC PDU buffered.
· Serving gNB shall forward the PDCP PDU to anchor node, and receive the PDCP PDU from anchor node for subsequent data transmission
· Anchor gNB sends the RRC release message to UE through serving gNB (this is same as the legacy procedure for RRCRelease after RNAU without anchor relocation).

Anchor relocation triggered after the start of data forwarding without anchor relocation
Observation 3: Once the security key has already been used in the anchor gNB, the same security key shall not be used in the serving gNB again after anchor relocation.
Proposal 5: The serving gNB can trigger the anchor relocation after the start of data forwarding without anchor relocation, and the following key action will be required from RAN2 perspective;
· A new key (other than the key used in the data transmission before anchor relocation) shall be generated and used between serving gNB and UE after anchor relocation.
· The materials for key generation (e.g. AS-SecurityInformation in XnAP, including KgNB* and NCC) should be generated by anchor gNB, and be sent from anchor gNB to serving gNB (e.g. in RetrieveUEContextRequest or a later message).
· The key materials (i.e. MasterKeyUpdate and SecurityConfig) should be sent to UE through a RRC message (e.g. RRCResume) generated by serving gNB, and the RRC message should be security protected by the SRB PDCP located in anchor node (i.e. the RRC message generated by serving gNB should be sent to anchor node for security protection operation)
· The UE shall be configured to CONNECTED mode in the RRC message and reconfiguration with sync shall be used.

Interaction with RAN3
Proposal 6: One LS shall be sent to RAN3 to inform RAN3 the agreements made in RAN2, and trigger the corresponding work in RAN3.
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