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1. [bookmark: OLE_LINK14][bookmark: OLE_LINK13]Introduction
At the RAN#88 meeting, the study item on NR Positioning Enhancements RP-200928[1] was approved. From RAN2’s perspective, the SI includes the following objective:
	Study solutions necessary to support integrity and reliability of assistance data and position information: [RAN2]
a.Identify positioning integrity KPIs and relevant use cases.
b.Identify the error sources, threat models, occurrence rates and failure modes requiring positioning integrity validation and reporting. 
c.Study methodologies for network-assisted and UE-assisted integrity.


In this contribution, we present our views about positioning integrity methodologies.
2. Discussion
An integrity system is a system that could provide integrity judgment service to end-users and trigger alarm when integrity loss happened within TTA. It has functions that providing integrity assistance data, calculating PL, triggering an alert. These functions may be separately included in different 3GPP components.
The figure-1 architecture diagram is mentioned in R2-2007647[2] by ESA and simplified by Swift Navigation at R2-2008263[3] where integrity functions are integrated into UE. Integrating the integrity system in UE has its benefit that it is closer to the application so it will supply flexible services base on different use cases. Because only the application knows the exact requirement for integrity, and use cases are not taken care of by the network node. Different UE may supply different integrity services if we integrate in UE. The network doesn’t need to know what UE does for integrity. The network only needs to send assistant data to UE.
And it is easy to integrate into UE, where different UEs could have different behaviors for flexible UE feature design and the network doesn’t need to change any hardware design.
[image: A close up of a logo

Description automatically generated]
Figure-1 architecture diagram

Proposal 1: Collecting integrity assistant data, calculating PL, triggering alert are integrated in UE.
The integrity assistant data should include error resources and any influence items that impact on integrity judgement. And the integrity data can be classified into private data and common data.
Private data includes: degradation of service, jamming, spoofing, data authentication etc.
Common data includes: satellite feared events (faulty satellites and signals, incorrect satellite orbit calculation, satellite clock errors, satellite Biases), atmospheric feared events (ionosphere, troposphere) and multipath etc.
As shown in Figure2, the GNSS related assistant data are provide by unit outside 3GPP, sometimes it is a GNSS CORS networks. It collects and process GNSS measurements in order to be able to obtain estimations of the satellite orbits and clocks more accurate than the broadcast ones. To follow design of 3GPP SBA (Service Based Architecture) architecture, LMF should connect to this CORS network and provides the assistant data to UE.
Proposal 2: LMF should collect integrity assistant data and transmit them to UE.
To support the positioning integrity of a target UE and delivery of integrity assistance data to a UE with NG-RAN access, the procedure of providing assistant data is described in the Figure-2 below.


Figure-2 Integrity assistant data transmit by LPP
Step 1.  If we choose the GNSS related positioning method, the GNSS system needs to provide assistant data to LMF.
Step 2.  If the positioning method needs gNB assistant, gNB needs to provide assistant data to LMF.
Step 3.  If LMF decides to choose to provide assistant data to UE by dedicated signaling, it sends assistance data to UE via LPP. 
Step 4.  If LMF decides to provide assistant data to UE by broadcast, it sends assistant data to gNB.
Step 5.  gNB broadcasts assistant data to UE.
Step 6.  UE uses the assistant data to calculate PL.
Assistant data through LPP can be security protected while through broadcast cannot. Sending assistance data by broadcast may cost SI resources of gNB and broadcast data are not well protected for private information. 
Sending assistance data through LPP could support individual service for different UEs. New IEs should be introduced into RequestAssistanceData and ProvideAssistanceData of LPP, details can be found in Annex.
Proposal 3: Integrity assistance data transmission should be supported by LPP.
For use cases that are not special for a particular UE and their assistant data are common which do not include private information, we can send the assistant data by broadcast.
Proposal 4: Integrity assistance data that don’t include private information and common for different UEs could be transmitted by broadcast.
Before LMF sends assistance data to UE, UE first needs to report its integrity capability to LMF.
The procedure is shown in Figure 3 from TS 37.355[4].


Figure-3: LPP Capability Transfer procedure
1.	The server sends a RequestCapabilities message to the target. The server may indicate the types of capability needed.
2.	The target responds with a ProvideCapabilities message to the server. The capabilities shall correspond to any capability types specified in step 1. This message shall include the endTransaction IE set to TRUE
Therefore integrity-RequestCapabilities IE should be added to RequestCapabilities-r9-IEs, please check from the Annex.
Proposal 5: New IEs should be introduced into RequestCapabilities-r9-IEs and ProvideCapabilities.


Figure 4: LPP Location Information transfer procedure
After integrity validation, UE should send its integrity result to LMF in case MT-LR through LPP in ProvideLocationInformation message. Details in Annex.
[bookmark: _Hlk54351916][bookmark: OLE_LINK3]Proposal 6: New IEs for integrity check result should be introduced into ProvideLocationInformation for MT-LR.
3. Conclusion
Based on the discussion, we observe and propose the following:
Proposal 1: Collecting integrity assistant data, calculating PL, triggering alert are integrated into UE.
Proposal 2: LMF should collect integrity assistant data and transmit them to UE.
Proposal 3: Integrity assistance data transmission should be supported by LPP.
Proposal 4: Integrity assistance data that don’t include private information and common for different UEs could be transmitted by broadcast.
Proposal 5: New IEs should be introduced into RequestCapabilities-r9-IEs and ProvideCapabilities.
Proposal 6: New IEs for integrity check result should be introduced into ProvideLocationInformation for MT-LR.
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5. Annex
In TS37.355 
[bookmark: _Toc27765139][bookmark: _Toc37680796][bookmark: _Toc46486366]6.3	Message Body IEs
[bookmark: _Toc27765140][bookmark: _Toc37680797][bookmark: _Toc46486367]–	RequestCapabilities

RequestCapabilities-r9-IEs ::= SEQUENCE {
	commonIEsRequestCapabilities		CommonIEsRequestCapabilities		OPTIONAL,	-- Need ON
	a-gnss-RequestCapabilities			A-GNSS-RequestCapabilities			OPTIONAL,	-- Need ON
	otdoa-RequestCapabilities			OTDOA-RequestCapabilities			OPTIONAL,	-- Need ON
	ecid-RequestCapabilities			ECID-RequestCapabilities			OPTIONAL,	-- Need ON
	epdu-RequestCapabilities			EPDU-Sequence						OPTIONAL,	-- Need ON
     integrity-RequestCapabilities        Integrity-RequestCapabilities         OPTIONAL,   --
Need ON
	...,
	[[	sensor-RequestCapabilities-r13	Sensor-RequestCapabilities-r13		OPTIONAL,	-- Need ON
		tbs-RequestCapabilities-r13		TBS-RequestCapabilities-r13			OPTIONAL,	-- Need ON
		wlan-RequestCapabilities-r13	WLAN-RequestCapabilities-r13		OPTIONAL,	-- Need ON
		bt-RequestCapabilities-r13		BT-RequestCapabilities-r13			OPTIONAL	-- Need ON
	]],
	[[	nr-ECID-RequestCapabilities-r16	NR-ECID-RequestCapabilities-r16		OPTIONAL,	-- Need ON
		nr-Multi-RTT-RequestCapabilities-r16
										NR-Multi-RTT-RequestCapabilities-r16	
																			OPTIONAL,	-- Need ON
		nr-DL-AoD-RequestCapabilities-r16	
										NR-DL-AoD-RequestCapabilities-r16	OPTIONAL,	-- Need ON
		nr-DL-TDOA-RequestCapabilities-r16
										NR-DL-TDOA-RequestCapabilities-r16	OPTIONAL,	-- Need ON
		nr-UL-RequestCapabilities-r16	NR-UL-RequestCapabilities-r16		OPTIONAL	-- Need ON
	]]
}


[bookmark: _Toc27765141][bookmark: _Toc37680798][bookmark: _Toc46486368]–	ProvideCapabilities
The ProvideCapabilities message body in a LPP message indicates the LPP capabilities of the target device to the location server.
-- ASN1START

ProvideCapabilities ::= SEQUENCE {
	criticalExtensions		CHOICE {
		c1						CHOICE {
			provideCapabilities-r9		ProvideCapabilities-r9-IEs,
			spare3 NULL, spare2 NULL, spare1 NULL
		},
		criticalExtensionsFuture	SEQUENCE {}
	}
}

ProvideCapabilities-r9-IEs ::= SEQUENCE {
	commonIEsProvideCapabilities		CommonIEsProvideCapabilities			OPTIONAL,
	a-gnss-ProvideCapabilities			A-GNSS-ProvideCapabilities				OPTIONAL,
	otdoa-ProvideCapabilities			OTDOA-ProvideCapabilities				OPTIONAL,
	ecid-ProvideCapabilities			ECID-ProvideCapabilities				OPTIONAL,
	epdu-ProvideCapabilities			EPDU-Sequence							OPTIONAL,
integrity-RequestCapabilities        Integrity-RequestCapabilities             OPTIONAL,
	...,
	[[	sensor-ProvideCapabilities-r13	Sensor-ProvideCapabilities-r13			OPTIONAL,
		tbs-ProvideCapabilities-r13		TBS-ProvideCapabilities-r13				OPTIONAL,
		wlan-ProvideCapabilities-r13	WLAN-ProvideCapabilities-r13			OPTIONAL,
		bt-ProvideCapabilities-r13		BT-ProvideCapabilities-r13				OPTIONAL
	]],
	[[	nr-ECID-ProvideCapabilities-r16	NR-ECID-ProvideCapabilities-r16			OPTIONAL,
		nr-Multi-RTT-ProvideCapabilities-r16	
										NR-Multi-RTT-ProvideCapabilities-r16	OPTIONAL,
		nr-DL-AoD-ProvideCapabilities-r16
										NR-DL-AoD-ProvideCapabilities-r16		OPTIONAL,
		nr-DL-TDOA-ProvideCapabilities-r16
										NR-DL-TDOA-ProvideCapabilities-r16		OPTIONAL,
		nr-UL-ProvideCapabilities-r16	NR-UL-ProvideCapabilities-r16			OPTIONAL
	]]
}

-- ASN1STOP


[bookmark: _Toc27765142][bookmark: _Toc37680799][bookmark: _Toc46486369]–	RequestAssistanceData
The RequestAssistanceData message body in a LPP message is used by the target device to request assistance data from the location server.
-- ASN1START

RequestAssistanceData ::= SEQUENCE {
	criticalExtensions		CHOICE {
		c1						CHOICE {
			requestAssistanceData-r9	RequestAssistanceData-r9-IEs,
			spare3 NULL, spare2 NULL, spare1 NULL
		},
		criticalExtensionsFuture	SEQUENCE {}
	}
}

RequestAssistanceData-r9-IEs ::= SEQUENCE {
	commonIEsRequestAssistanceData		CommonIEsRequestAssistanceData		OPTIONAL,
	a-gnss-RequestAssistanceData		A-GNSS-RequestAssistanceData		OPTIONAL,
	otdoa-RequestAssistanceData			OTDOA-RequestAssistanceData			OPTIONAL,
	epdu-RequestAssistanceData			EPDU-Sequence						OPTIONAL,
     integrity-RequestCapabilities        Integrity-RequestCapabilities         OPTIONAL,
	...,
	[[	sensor-RequestAssistanceData-r14
										Sensor-RequestAssistanceData-r14	OPTIONAL,
		tbs-RequestAssistanceData-r14	TBS-RequestAssistanceData-r14		OPTIONAL,
		wlan-RequestAssistanceData-r14	WLAN-RequestAssistanceData-r14		OPTIONAL
	]],
	[[	nr-Multi-RTT-RequestAssistanceData-r16	NR-Multi-RTT-RequestAssistanceData-r16	OPTIONAL,
		nr-DL-AoD-RequestAssistanceData-r16		NR-DL-AoD-RequestAssistanceData-r16		OPTIONAL,
		nr-DL-TDOA-RequestAssistanceData-r16	NR-DL-TDOA-RequestAssistanceData-r16	OPTIONAL
	]]
}

-- ASN1STOP

[bookmark: _Toc27765143][bookmark: _Toc37680800][bookmark: _Toc46486370]–	ProvideAssistanceData
The ProvideAssistanceData message body in a LPP message is used by the location server to provide assistance data to the target device either in response to a request from the target device or in an unsolicited manner.
-- ASN1START

ProvideAssistanceData ::= SEQUENCE {
	criticalExtensions		CHOICE {
		c1						CHOICE {
			provideAssistanceData-r9	ProvideAssistanceData-r9-IEs,
			spare3 NULL, spare2 NULL, spare1 NULL
		},
		criticalExtensionsFuture	SEQUENCE {}
	}
}

ProvideAssistanceData-r9-IEs ::= SEQUENCE {
	commonIEsProvideAssistanceData		CommonIEsProvideAssistanceData		OPTIONAL,	-- Need ON
	a-gnss-ProvideAssistanceData		A-GNSS-ProvideAssistanceData		OPTIONAL,	-- Need ON
	otdoa-ProvideAssistanceData			OTDOA-ProvideAssistanceData			OPTIONAL,	-- Need ON
	epdu-Provide-Assistance-Data		EPDU-Sequence						OPTIONAL,	-- Need ON
integrity-RequestCapabilities        Integrity-RequestCapabilities          OPTIONAL,   --
Need ON
	...,
	[[
	sensor-ProvideAssistanceData-r14	Sensor-ProvideAssistanceData-r14	OPTIONAL,	-- Need ON
	tbs-ProvideAssistanceData-r14		TBS-ProvideAssistanceData-r14		OPTIONAL,	-- Need ON
	wlan-ProvideAssistanceData-r14		WLAN-ProvideAssistanceData-r14		OPTIONAL	-- Need ON
	]],
	[[	nr-Multi-RTT-ProvideAssistanceData-r16
										NR-Multi-RTT-ProvideAssistanceData-r16
																			OPTIONAL,	-- Need ON
		nr-DL-AoD-ProvideAssistanceData-r16
										NR-DL-AoD-ProvideAssistanceData-r16	OPTIONAL,	-- Need ON
		nr-DL-TDOA-ProvideAssistanceData-r16
										NR-DL-TDOA-ProvideAssistanceData-r16
																			OPTIONAL	-- Need ON
	]]
}

-- ASN1STOP




[bookmark: _Toc27765144][bookmark: _Toc37680801][bookmark: _Toc46486371]–	RequestLocationInformation
The RequestLocationInformation message body in a LPP message is used by the location server to request positioning measurements or a position estimate from the target device.
-- ASN1START

RequestLocationInformation ::= SEQUENCE {
	criticalExtensions		CHOICE {
		c1						CHOICE {
			requestLocationInformation-r9	RequestLocationInformation-r9-IEs,
			spare3 NULL, spare2 NULL, spare1 NULL
		},
		criticalExtensionsFuture	SEQUENCE {}
	}
}

RequestLocationInformation-r9-IEs ::= SEQUENCE {
	commonIEsRequestLocationInformation
										CommonIEsRequestLocationInformation	OPTIONAL,	-- Need ON
	a-gnss-RequestLocationInformation	A-GNSS-RequestLocationInformation	OPTIONAL,	-- Need ON
	otdoa-RequestLocationInformation	OTDOA-RequestLocationInformation	OPTIONAL,	-- Need ON
	ecid-RequestLocationInformation		ECID-RequestLocationInformation		OPTIONAL,	-- Need ON
	epdu-RequestLocationInformation		EPDU-Sequence						OPTIONAL,	-- Need ON
integrity-RequestCapabilities        Integrity-RequestCapabilities         OPTIONAL,   -- 
Need ON
	...,
	[[
	sensor-RequestLocationInformation-r13
										Sensor-RequestLocationInformation-r13
																			OPTIONAL,	-- Need ON
	tbs-RequestLocationInformation-r13	TBS-RequestLocationInformation-r13	OPTIONAL,	-- Need ON
	wlan-RequestLocationInformation-r13	WLAN-RequestLocationInformation-r13	OPTIONAL,	-- Need ON
	bt-RequestLocationInformation-r13	BT-RequestLocationInformation-r13	OPTIONAL	-- Need ON
	]],
	[[	nr-ECID-RequestLocationInformation-r16
										NR-ECID-RequestLocationInformation-r16
																			OPTIONAL,	-- Need ON
		nr-Multi-RTT-RequestLocationInformation-r16
										NR-Multi-RTT-RequestLocationInformation-r16
																			OPTIONAL,	-- Need ON
		nr-DL-AoD-RequestLocationInformation-r16
										NR-DL-AoD-RequestLocationInformation-r16
																			OPTIONAL,	-- Need ON
		nr-DL-TDOA-RequestLocationInformation-r16
										NR-DL-TDOA-RequestLocationInformation-r16
																			OPTIONAL	-- Need ON
	]]
}

-- ASN1STOP

	RequestLocationInformation field descriptions

	commonIEsRequestLocationInformation
This field specifies the location information type requested by the location server and optionally other configuration information associated with the requested location information. This field should always be included in this version of the protocol.



[bookmark: _Toc27765145][bookmark: _Toc37680802][bookmark: _Toc46486372]–	ProvideLocationInformation
The ProvideLocationInformation message body in a LPP message is used by the target device to provide positioning measurements or position estimates to the location server.
-- ASN1START

ProvideLocationInformation ::= SEQUENCE {
	criticalExtensions		CHOICE {
		c1						CHOICE {
			provideLocationInformation-r9	ProvideLocationInformation-r9-IEs,
			spare3 NULL, spare2 NULL, spare1 NULL
		},
		criticalExtensionsFuture	SEQUENCE {}
	}
}

ProvideLocationInformation-r9-IEs ::= SEQUENCE {
	commonIEsProvideLocationInformation
										CommonIEsProvideLocationInformation	OPTIONAL,
	a-gnss-ProvideLocationInformation	A-GNSS-ProvideLocationInformation	OPTIONAL,
	otdoa-ProvideLocationInformation	OTDOA-ProvideLocationInformation	OPTIONAL,
	ecid-ProvideLocationInformation		ECID-ProvideLocationInformation		OPTIONAL,
	epdu-ProvideLocationInformation		EPDU-Sequence						OPTIONAL,
[bookmark: _GoBack]integrity-RequestCapabilities        Integrity-RequestCapabilities        OPTIONAL,
	...,
	[[
	sensor-ProvideLocationInformation-r13
										Sensor-ProvideLocationInformation-r13
																			OPTIONAL,
	tbs-ProvideLocationInformation-r13	TBS-ProvideLocationInformation-r13	OPTIONAL,
	wlan-ProvideLocationInformation-r13	WLAN-ProvideLocationInformation-r13	OPTIONAL,
	bt-ProvideLocationInformation-r13	BT-ProvideLocationInformation-r13	OPTIONAL
	]],
	[[	nr-ECID-ProvideLocationInformation-r16
									NR-ECID-ProvideLocationInformation-r16		OPTIONAL,
		nr-Multi-RTT-ProvideLocationInformation-r16
									NR-Multi-RTT-ProvideLocationInformation-r16 OPTIONAL,
		nr-DL-AoD-ProvideLocationInformation-r16	
									NR-DL-AoD-ProvideLocationInformation-r16	OPTIONAL,
		nr-DL-TDOA-ProvideLocationInformation-r16
									NR-DL-TDOA-ProvideLocationInformation-r16	OPTIONAL
	]]
}

-- ASN1STOP
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