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[bookmark: _Ref165266342]1. Introduction
In the previous RAN2#111e meeting, the following agreements had been achieved regarding small data transmission in NR [1]:
	Agreements: 	
1. Small data transmission with RRC message is supported as baseline for RA-based and CG based schemes.
2. RRC-less can be studied for limited use cases (e.g. same serving cell and/or for CG) with lower priority.
3. Context fetch and data forwarding with anchor re-location and without anchor re-location will be considered.   FFS if there are problems with the scenario “without anchor relocation”. 
4. From RAN2 perspective, stored “configuration” in the UE Context is used for the RLC bearer configuration for any SDT mechanism (RACH and CG). 
5. The 2-step RACH or 4-step RACH should be applied to RACH based uplink small data transmission in RRC_INACTIVE. 
6. The uplink small data can be sent in MSGA of 2-step RACH or msg3 of 4-step RACH. 
7. Small data transmission is configured by the network on a per DRB basis. 
8. Data volume threshold is used for the UE to decide whether to do SDT or not.   FFS how we calculate data volume. 
FFS if an “additional SDT specific” RSRP threshold is further used to determine whether the UE should do SDT 
9. UL/DL transmission following UL SDT without transitioning to RRC_CONNECTED is supported 
10. When UE is in RRC_INACTIVE, it should be possible to send multiple UL and DL packets as part of the same SDT mechanism and without transitioning to RRC_CONNECTED on dedicated grant.  
FFS on details and whether any indication to network is needed.


In this contribution, we would like to provide our consideration of the security issue.
2. Discussion
Regarding the signalling or user plane data transmission in the SDT procedure, the security is a key issue and needs to be guaranteed to avoid that data is modified and decoded by the faked UEs/gNBs. Besides, referring to the security schemes for LTE EDT and PUR, the specific details and requirements of security for NR SDT can be UE’s verification on UL and network’s verification on DL, ciphering for user plane small data on UL and DL and DCCH RRC message, integrity protection for user plane small data on UL and DL and DCCH RRC message. In the following content, the security solutions for RRC-based SDT and RRC-less SDT are discussed respectively.
2.1 RRC-based SDT 
[bookmark: _Hlk54268987]According to the RAN2#111e meeting agreement, small data transmission with RRC message is supported as the baseline for RA-based and CG based schemes. The security solution for RRC-based SDT had been discussed in the RAN2#111e post 925 email discussion, the majority of companies has reached the following views,
· In the case of RRC-based solution, for both RACH and CG based solutions, the CCCH message contains ResumeMAC-I generated using the stored security key – i.e same as Rel-16.
· For both RACH and CG based solutions, new keys are generated using the stored security context and the NCC value received in the previous RRCRelease message (i.e. same as legacy procedure) and these new keys are used for generating the data of DRBs that are configured for SDT.
Besides, in the legacy RRC resume procedure, I-RNTI used to identify UE’s AS context and integrity protection for DCCH RRC message has been achieved. 
Therefore, based on the analyses above, we have the following proposal,
Proposal 1: The legacy security mechanism can be as the baseline for NR RRC-based SDT security.

2.2 RRC-less SDT 
[bookmark: _Hlk54171000]According to the RAN2#111e meeting agreement, RRC-less scheme for SDT can be studied for limited use cases (e.g. same serving cell). In this special case, the current serving cell of UE is the cell where it enters the inactive state, so all associated configurations for SDT(e.g. C-RNTI, PDCP/RLC entities, security configuration) can be kept both in UE and network sides. Therefore, we have the proposal below,
[bookmark: _Hlk54351725]Proposal 2: The security configuration before UE enters the inactive state can be reused for RRC-less SDT(e.g. same serving cell).
In RRC-based SDT, the most achievement for security is through RRC message. However, owing to that RRC messages used in RRC-based SDT are no longer used in RRC-less SDT, the specific mechanisms and ways to provide security associated information in RRC-less SDT need to be further discussed. Hence, we have the proposal below,
Proposal 3: RAN2 is kindly requested to discuss the specific ways to provide security associated information(e.g. MAC-I, AS context identification) in RRC-less SDT.

2.3 RRC-based and RRC-less SDT 
According to the RAN2#111e meeting agreements, the DL small data transmission following UL SDT is supported and the 2-step or 4-step RACH should be applied to RACH based uplink small data transmission. It means that the network may send subsequent DL small data to UE in the SDT response. Besides the SDT response can be msg4, msgB, and the DL feedback to the pre-configured PUSCH resources. Therefore, we have the following observation,
Observation 1: the network may send subsequent DL small data to inactive UE in the SDT response (e.g. msgB, msg4, the DL feedback to the pre-configured PUSCH resources) for all SDT schemes(i.e. RRC-based and RRC-less).
[bookmark: _Hlk54348482]In this case, the contention resolution verification for contention-based RACH is also needed, and the RRC message carrying the MAC-I may also exist together with the DL user plane small data in the RRC-based SDT. So the specific processing sequence and network verification method need to be discussed. Hence, we propose the following proposal,
[bookmark: _Hlk54167550]Proposal 4: RAN2 is kindly requested to discuss how to verify the network to guarantee the security reception for DL data in the SDT response (e.g. msgB, msg4, the DL feedback to the pre-configured PUSCH resources) for all SDT schemes(i.e. RRC-based and RRC-less).
3. Conclusions
Based on the analysis given above, we have the following observations and proposals:
Observation 1: the network may send subsequent DL small data to inactive UE in the SDT response (e.g. msgB, msg4, the DL feedback to the pre-configured PUSCH resources) for all SDT schemes(i.e. RRC-based and RRC-less).
[bookmark: _GoBack]Proposal 1: The legacy security mechanism can be as the baseline for NR RRC-based SDT security.
Proposal 2: The security configuration before UE enters the inactive state can be reused for RRC-less SDT(e.g. same serving cell).
Proposal 3: RAN2 is kindly requested to discuss the specific ways to provide security associated information(e.g. MAC-I, AS context identification) in RRC-less SDT.
Proposal 4: RAN2 is kindly requested to discuss how to verify the network to guarantee the security reception for DL data in the SDT response (e.g. msgB, msg4, the DL feedback to the pre-configured PUSCH resources) for all SDT schemes(i.e. RRC-based and RRC-less).
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