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[bookmark: _Ref488331639]Introduction
This is to discuss the left issues on security handling.
[bookmark: _Ref178064866]Discussion
According to the received LS from CT1 [1], it is cleared that the security input would be provided to AS-layer after the reception of Direct Link Security Mode Complete Message
2.	The initiating UE provides the lower layer with the new security materials (including NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm) and an indication of activation of the PC5 unicast signalling security protection for the PC5 unicast link after processing the received DIRECT LINK SECURITY MODE COMPLETE message.
3.	The target UE provides the indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link (if applicable) after sending the DIRECT LINK ESTABLISHMENT ACCEPT message.
4.	The initiating UE provides the indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link (if applicable) after processing the received DIRECT LINK ESTABLISHMENT ACCEPT message.
And the corresponding CR is as follows
[bookmark: _Toc34388640][bookmark: _Toc34404411][bookmark: _Toc45282240][bookmark: _Toc45882626][bookmark: _Toc51951176]6.1.2.7.4	PC5 unicast link security mode control procedure completion by the initiating UE
[…]
[bookmark: _Hlk52530468]After receiving the DIRECT LINK SECURITY MODE COMPLETE message, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
[bookmark: _GoBack]a)	NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in TS 33.536 [20]; and
b)	an indication of activation of the PC5 unicast signalling security protection for the PC5 unicast link, if applicable.
[bookmark: _Toc54801439]TS 24.587 specifies that the security input would be provided to AS-layer after the reception of DIRECT LINK SECURITY MODE COMPLETE message.
However, according to TS 33.536, it is clear that for UE_2, the new key has to be used since the transmission of Direct Link Security Mode Command (for integrity protection), and UE_2 would be ready for the reception of message ciphered and protected by new key after the transmission of Direct Link Security Mode Command;


Figure 1 Security establishment during rekeying
According to TS 33.536, the message of Direct Link Security Mode Command also needs to adopt the new key for integrity protection, i.e., the new key has to be utilized by UE_2 earlier than the reception of Direct Link Security Mode Complete.
[bookmark: _Toc54801440]According to TS 33.536, before the reception of DIRECT LINK SECURITY MODE COMPLETE message, new security input is necessary for the transmission of DIRECT LINK SECURITY MODE COMMAND.
By checking the meeting minutes in RAN2
R2-2005965	Summary of offline discussion [701][V2X] V2X RRC ASN.1 issues	Huawei, HiSilicon	discussion	Rel-16	5G_V2X_NRSL-Core
[…]
Proposal 4: For a PC5-RRC connection, when integrity check failure is indicated from the lower layer for SL-SRB2 or SL-SRB3, UE treats it same as sidelink RLF, except that whether to introduce a new failure type is FFS for R2 to discuss. [H352]
[…]
[CATT]: Why not SL-SRB1 included in the proposal? [Apple]: SL-SRB1’s IP check is not done in PDCP.
We understand it is possibly due to the different understanding on whether AS-layer, i.e., PDCP, or higher layer, i.e., V2X-layer, to perform ciphering/integrity protection on the transmission / reception of SRB1 messages.
For the transmission of Direct Link Security Mode Complete Message, there is a NOTE in TS 24.587 (C1-206344)
[bookmark: _Toc34388639][bookmark: _Toc34404410][bookmark: _Toc45282239][bookmark: _Toc45882625][bookmark: _Toc51951175]6.1.2.7.3	PC5 unicast link security mode control procedure accepted by the target UE
[…]
NOTE:	The DIRECT LINK SECURITY MODE COMPLETE message is ciphered and integrity protected (if applicable) at the lower layer using the new security context.
On the other hand, in TS 38.331, seems SRB1 has been excluded from AS security
[bookmark: _Toc46439382][bookmark: _Toc46444219][bookmark: _Toc46486980][bookmark: _Toc52836858][bookmark: _Toc52837866][bookmark: _Toc53006506]5.8.1	General
[…]
For unicast of NR Sidelink communication, AS security comprises of integrity protection and ciphering of PC5 signaling (SL-SRB2 and SL-SRB3) and user data (SL-DRBs). The ciphering and integrity protection algorithms and parameters for a PC5 unicast link are exchanged by PC5-S messages in the upper layers as specified in TS 33.536 [60], and apply to the corresponding PC5-RRC connection in the AS. Once AS security is activated for a PC5 unicast link in the upper layers as specified in TS 33.536 [60], all messages on SL-SRB2 and SL-SRB3 and/or user data on SL-DRBs of the corresponding PC5-RRC connection are integrity protected and/or ciphered by the PDCP.
[bookmark: _Toc54801441]TS 24.587 has clarified that it is the PDCP layer which performs the security handling for transmission of DIRECT LINK SECURITY MODE COMPLETE message, yet TS 38.331 is not clear on whether SRB1 is included in AS security.
[bookmark: _Toc54801444]RAN2 confirms the security handling of Direct Link Security Mode Complete Message is done at PDCP layer, and update TS 38.331 to include SRB1 in AS security handling.
For the reception of Direct Link Security Mode Command Message, there is a NOTE in TS 38.323
[bookmark: _Toc12616356][bookmark: _Toc37126970][bookmark: _Toc46492083][bookmark: _Toc46492191][bookmark: _Toc52581981]5.9	Integrity protection and verification
[…]
NOTE 2:	As the PC5-S message which activates the integrity protection function is itself integrity protected with the configuration included in this PC5-S message, this message needs first be decoded by upper layer before the integrity protection verification could be performed for the PDU in which the message was received.
While TS 24.587 seems in the opposite direction, i.e., the checking is to be done at V2X-layer
6.1.2.7.3	PC5 unicast link security mode control procedure accepted by the target UE
[…]
b)	checking the integrity of the DIRECT LINK SECURITY MODE COMMAND message using NRPIK, if the selected integrity protection algorithm is not the null integrity protection algorithm;
[bookmark: _Toc54705240][bookmark: _Toc54704717][bookmark: _Toc54705241][bookmark: _Toc54801442]RAN2 in TS 38.323 has clarified that the it is the PDCP layer which performs the security handling for reception of DIRECT LINK SECURITY MODE COMMAND message, and has defined a separate SRB1 for the handling.
[bookmark: _Toc54801443]CT1 in TS 24.587 seems to indicate it is the V2X layer to perform the security handling. 
So it is helpful for RAN2/CT1/SA3 to clarify the layer for the security handling of Direct Link Security Mode Command Message:
· If it is V2X layer, then UE_2 has to provide the security input to AS-layer after the transmission of Direct Link Security Mode Command Message, and before the reception of Direct Link Security Mode Complete Message;
· Or if it is PDCP layer, then UE_2 has to provide the security input to AS-layer together with the transmission of Direct Link Security Mode Command Message;
In general, there seems no reason to split the security handling of the two messages, i.e., one at V2X layer and the other at PDCP layer, so it is preferred to confirm both messages are to be handled at PDCP layer.
[bookmark: _Toc54705233][bookmark: _Toc54801445]RAN2 discuss whether the security handling of Direct Link Security Mode Command Message is done at PDCP layer or V2X layer.
Since in both cases, current version of the TS 24.587 has to be updated, so the conclusion has to be reflected in the LS Reply, and to be confirmed by CT1/SA3.
[bookmark: _Toc54801446]Include the conclusion on the security handling layer (PDCP/V2X layer) in the LS reply to CT1/SA3, for confirmation and thus update on TS 24.587. 

Conclusion
We have the following observations
Observation 1	TS 24.587 specifies that the security input would be provided to AS-layer after the reception of DIRECT LINK SECURITY MODE COMPLETE message.
Observation 2	According to TS 33.536, before the reception of DIRECT LINK SECURITY MODE COMPLETE message, new security input is necessary for the transmission of DIRECT LINK SECURITY MODE COMMAND.
Observation 3	TS 24.587 has clarified that it is the PDCP layer which performs the security handling for transmission of DIRECT LINK SECURITY MODE COMPLETE message, yet TS 38.331 is not clear on whether SRB1 is included in AS security.
Observation 4	RAN2 in TS 38.323 has clarified that the it is the PDCP layer which performs the security handling for reception of DIRECT LINK SECURITY MODE COMMAND message, and has defined a separate SRB1 for the handling.
Observation 5	CT1 in TS 24.587 seems to indicate it is the V2X layer to perform the security handling.

And we have the following proposals:
Proposal 1	RAN2 confirms the security handling of Direct Link Security Mode Complete Message is done at PDCP layer, and update TS 38.331 to include SRB1 in AS security handling.
Proposal 2	RAN2 discuss whether the security handling of Direct Link Security Mode Command Message is done at PDCP layer or V2X layer.
Proposal 3	Include the conclusion on the security handling layer (PDCP/V2X layer) in the LS reply to CT1/SA3, for confirmation and thus update on TS 24.587.


[bookmark: _In-sequence_SDU_delivery][bookmark: _Ref189809556][bookmark: _Ref174151459][bookmark: _Ref450865335]Reference
[1] [bookmark: _Ref54691760]R2-2010687         Reply LS on the re-keying procedure for NR SL (C1-206576; contact: CATT)
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6. Delete old security when signalling message protected with new security context is recieved
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