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1	Introduction
This is to provide the text proposal for the Integrity KPIs, Concepts and Use Cases for TR38.857 based on:
· The inputs to email discussion [AT112-e][614][POS] (R2-2010880) [1]. The baseline text below is the baseline text that was circulated for feedback in the email discussion. The track changes below are the edits that were made as a result of the email comments.
· Prior Agreements at RAN2#111-e [2].
[bookmark: _Ref178064866]This TP should be reviewed alongside the following Tdocs:
· R2-2010878         TP on Integrity Error Sources [3]
· R2-2010879         TP on Integrity Methodologies [4]
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3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc43381243]3.1	Terms
Positioning Integrity: A measure of the trust in the accuracy of the position-related data provided by the positioning system and the ability to provide timely and valid warnings to the UE and/or the LCS client when the positioning system does not fulfil the condition for intended operation.
Integrity Availability: The integrity availability is the percentage of time that the PL is below the required AL.
Feared Event: Feared Events are considered to be all possible events (i.e. of natural, systemic or operational nature) that can cause the computed position to deviate from the true position, regardless of whether a specific fault can be identified in one of the positioning systems or not.
Target Integrity Risk (TIR): The probability that the positioning error exceeds the Alert Limit (AL) without warning the user within the required Time-to-Alert (TTA). 
NOTE: The TIR is usually defined as a probability rate per some time unit (e.g. per hour, per second or per independent sample).
Alert Limit (AL): The maximum allowable positioning error such that the positioning system is available for the intended application. If the positioning error is beyond the AL, operations are hazardous and the positioning system should be declared unavailable for the intended application to prevent loss of integrity.
NOTE: When the AL bounds the positioning error in the horizontal plane or on the vertical axis then it is called Horizontal Alert Limit (HAL) or Vertical Alert Limit (VAL) respectively.
Time-to-Alert (TTA): The maximum allowable elapsed time from when the positioning error exceeds the Alert Limit (AL) until the function providing position integrity annunciates a corresponding alert.

[bookmark: _Toc43381244]3.2	Symbols
[bookmark: _Toc43381245]3.3	Abbreviations
AL 	Alert Limit
HAL	Horizontal Alert Limit
HMI	Hazardously Misleading Information
HPL	Horizontal Protection Level
MI 	Misleading Information
PE	Positioning Error
PL	Protection Level
TIR	Target Integrity Risk 
TTA	Time-to-Alert
VAL	Vertical Alert Limit
VPL	Vertical Protection Level
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[bookmark: _Toc43381264][bookmark: _Toc30150222]9	Positioning integrity and reliability 
9.1	Integrity Overview – Background Information
9.1.1		Integrity Concepts
As positioning demands continue to increase, the scale and connectivity of emergent applications such as self-driving vehicles have necessitated a standards-based approach. More devices connecting to the 3GPP network means more users rely on the network being trustworthy and interoperable. The ability to navigate safely means users must trust their estimated position with a high degree of confidence. Trustworthiness of position is the study of positioning integrity, which is adapted from TR 22.872 [1] as follows:
Positioning Integrity: A measure of the trust in the accuracy of the position-related data provided by the positioning system and the ability to provide timely and valid warnings to the UE and/or the LCS client when the positioning system does not fulfil the condition for intended operation.
Various GNSS service providers already support iIntegrity monitoring[footnoteRef:1] in their productsis already supported by GNSS service providers, but there is no common standard for expanding the ecosystem of connected devices which can benefit from positioning integrity. This study investigates new integrity assistance data and procedures to be considered in LPP and associated specifications, to assist in quantifying positioning integrity for the positioning system. [1:  A monitor is used to detect the feared events that occur more frequently than is acceptable to meet the TIR, i.e. the monitor’s purpose is to reduce the likelihood that feared events go undetected.] 


9.1.1.1		Accuracy and Integrity
To understand the necessity of introducing the concept of integrity, it is important to understand how it differs from the more familiar concept of Accuracy. 
Accuracy and integrity are related but separate concepts, and for many use cases, accuracy alone is insufficient to meet the requirements. Positioning devices and services are typically designed to report the distribution of errors that characterize the overall system performance, which is often specified as an error percentile representing the accuracy. For example, a road vehicle with an embedded UE positioning client may report a lane-level accuracy of <50cm 95th percentile. In this case, the UE is indicating that, based on all the computed positions, its estimated accuracy is better than 50 centimeters, 95% of the time. For the remaining 5%, the position error is unknown. In fact, these errors might reach 10s or 100s of meters due to multiple different error sources. The 5% of errors are essentially unbounded without any way to reliably validate their distribution. In the case of GNSS, these errors could include constellation geometry (i.e. Dilution of Precision), sharp atmospheric gradients or irregularities, and local receiver effects such as high measurement noise or multipath. 
Each time a position is provided, integrity can be used to quantify the trust on the provided position. Integrity is therefore a method of bounding these errors and this can be done to a much higher confidence. For example, a Target Integrity Risk (TIR) of 10-7/hr translates to a 99.99999% probability that no hazardously misleading outputs occurred in a given hour of operation. The TIR sets the target for determining which feared events need to be monitored in order to meet the specified Alert Limit (AL) at this level of probability. A lower TIR introduces a wider range of threats (i.e. feared events) that need to be monitored to improve confidence in the estimated position. Erroneous position estimates which do not meet the integrity criteria can then be omitted in the final positioning solution, allowing only the valid position estimates to be utilized, which also leads to higher accuracy.

9.1.1.2		Integrity Key Performance Indicators (KPIs)
The following KPIs for positioning integrity are defined for the study:
Target Integrity Risk (TIR): The probability that the positioning error exceeds the Alert Limit (AL) without warning the user within the required Time-to-Alert (TTA). 
NOTE: The TIR is usually defined as a probability rate per some time unit (e.g. per hour, per second or per independent sample).
Alert Limit (AL): The maximum allowable positioning error such that the positioning system is available for the intended application. If the positioning error is beyond the AL, operations are hazardous and the positioning system should be declared unavailable for the intended application to prevent loss of integrity.
NOTE: When the AL bounds the positioning error in the horizontal plane or on the vertical axis then it is called Horizontal Alert Limit (HAL) or Vertical Alert Limit (VAL) respectively.
Time-to-Alert (TTA): The maximum allowable elapsed time from when the positioning error exceeds the Alert Limit (AL) until the function providing position integrity annunciates a corresponding alert.
Integrity Availability: The integrity availability is the percentage of time that the PL is below the required AL.
The relationship between the KPIs and the Protection Level (PL), and their impacts on the positioning solution are further examined below.

9.1.1.3		Integrity Protection Level (PL)
The Protection Level (PL) is a real-time upper bound on the positioning error at the required degree of confidence, where the degree of confidence is determined by the TIR probability. 
The PL is defined as follows:
Protection Level: The PL is a statistical upper-bound of the Positioning Error (PE) that ensures that, the probability per unit of time of the true error being greater than the AL and the PL being less than or equal to the AL, for longer than the TTA, is less than the required TIR, i.e. the PL satisfies the following inequality:
Prob per unit of time [((PE> AL) & (PL<=AL)) for longer than TTA] < required TIR
NOTE: When the PL bounds the positioning error in the horizontal plane or on the vertical axis then it is called Horizontal Protection Level (HPL) or Vertical Protection Level (VPL) respectively.
NOTE: A specific equation for the PL is not specified as this is implementation-defined. For the PL to be considered valid, it must simply satisfy the inequality above.
The PL is used to indicate the positioning system availability, as when the PL is greater than the AL, the system is considered unavailable (see Stanford Diagram below). The PL establishes a more rigorous upper bound on the positioning error by taking into consideration the additional feared events which have a lower occurrence (i.e. lower TIR) compared to the nominal events considered in the standard accuracy estimate alone. The lower the TIR, the more feared events that need to be considered. 
Fault feared events are those which are intrinsic to the positioning system and typically caused by the malfunction of an element of the positioning system (e.g. constellation or ground network failures). Fault-free feared events occur when the positioning system inputs are erroneous, but the event is not caused by a malfunction of the positioning system. In the GNSS context for example, fault-free feared events include nominal effects experienced every day such as poor satellite geometry, larger atmospheric gradients, and signal interruption, all of which can degrade positioning performance without causing the system to fail. A common limitation of existing industry functional safety standards, as summarized in [54], is that only the fault conditions are considered. In practice, however, the fault-free conditions also have a material contribution to the total integrity risk budget and must therefore be monitored.
The PL is necessary to ensure all potential faults and fault-free events down to the required TIR are considered. It bounds the tails of the distribution with higher certainty (per unit of time) and provides a measure for ensuring only those positions whose positioning integrity has been validated within the TIR are included in the final positioning solution. By contrast, the standard accuracy estimate only considers a subset of feared events up to a nominal percentile (e.g. 2-sigma, 95%), based on the entire distribution of estimated position errors. 

9.1.1.4		Relationship between the PL and KPIs
The TIR is a design constraint for a positioning system and represents the probability that a positioning error exceeds the AL, but the positioning system fails to alert the user within the required period of time (i.e. TTA). In practice, the TIR is very small. For example, <10-7/hr TIR translates to one failure permitted every 10 million hours (equivalent to 1142 years approximately).
Integrity system failures are known as Integrity Events. An integrity event occurs when the positioning system outputs Misleading Information (MI) or Hazardous Misleading Information (HMI). MI occurs when, the positioning system being declared available, the actual positioning error exceeds the PL but not the AL. Typically, positioning systems are designed to tolerate some level of MI, provided the system can continue to operate safely within the AL. HMI occurs when, the positioning being declared available, the actual positioning error exceeds the AL without annunciating an alert within the required TTA. To properly monitor for integrity in the positioning system, both the fault and fault-free conditions which potentially lead to MI or HMI need to be characterized for the network and the UE. 
Figure 9.1.1.4-A illustrates the concept of integrity events (MI, HMI) with respect to the KPIs, PL and PE.
[image: ]
Figure 9.1.1.4-A: Relationship between Positioning Error (PE), Protection Level (PL), Alert Limit (AL) 
and the MI and HMI integrity events [65].

A useful representation for interpreting the relationship between the Integrity KPIs and PL is the so-called Stanford Diagram [67] in Figure 9.1.1.4-B. It should be noted that the Positioning Error (PE) in this diagram is the difference between the true position and the estimated position, computed by the positioning device. In practice, the true position is not known.
[image: Diagram
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Figure 9.1.1.4-B: Stanford Diagram for integrity events, adapted from [67][78].
Important observations can be made from Figure 9.1.1.4-B in the context of this study:
1. The conditions represented above the diagonal line (Nominal Operations, System Unavailable) mean the positioning system is operating as intended by correctly detecting when the system should or should not be available.

2. The conditions represented below the diagonal line mean the system is not operating as intended. These conditions are what the integrity system is designed to protect against, i.e. by monitoring the necessary fault and fault-free events to protect against MI or HMI for a given TIR. This concept is further described:

· The TIR is equivalent to the probability per unit time of HMI, corresponding to the red block in the Stanford Diagram. The rate of MI (corresponding to the orange region), while undesirable, does not contribute towards the TIR.
In practice, integrity systems are designed to tolerate some level of MI or HMI for a period of time within the TTA, without exceeding the TIR. This framework underpins the PL definition in this study (Section 9.1.1.3) and is particularly important for systems with communication latency, such as 3GPP, given assistance data can be monitored and sent by the network (i.e. the basis of this study). Sufficient time is therefore needed to signal that a fault is present. There is nothing prohibiting the TTA being set to zero for instantaneous detection, however a grace period must be accommodated to allow some level of functionality to be offloaded to the network when the network is utilized. Hence, the TTA depends on the overall integrity system design (including 3GPP and non-3GPP elements) and is specified by the positioning system owner (e.g. a vehicle manufacturer) alongside the TIR and AL.

3. Interpretations when the system is available (PL<AL):

· Nominal Operations (PE<PL): the solution is available and operating safely without an integrity event. 
· Misleading Information (PE>PL & PE<AL): the solution is available but contains an MI integrity event due to PE>PL. It is still operating safely given PE does not exceed the AL.
· Hazardous Misleading Information (PE>PL & PE>AL): the solution is available but contains an HMI integrity event due to PE>AL. It is still declared safe (PL<AL) when it should not have been.

4. Interpretations when the system is unavailable (PL>AL):

· System Unavailable, False Alert (PE<PL & PE<AL): the solution is unavailable but is a false alert integrity event, given PE<AL. 
· System Unavailable (PE<PL & PE>AL): the solution is unavailable and operating as intended without an integrity event given PE>AL was properly detected.
· System Unavailable and Misleading (PE>PL & PE>AL): the solution is unavailable and contains a MI (PE>PL) integrity event.

9.2	Use Cases
RAT-Independent GNSS integrity monitoring has a long operational history in the field of civil aviation [121][132][143][154]. The integrity framework examined in this study extends beyond aviation, to address a broader suite of use case and architectural considerations for the 3GPP system. These concepts are further illustrated by the use case descriptions and KPIs provided below, including a particular focus on safety-critical and liability-critical applications, requiring the capability to validate the estimated position with greater trust. 
Automotive and Rail have been highlighted as two industries which implement the most demanding safety-standards for positioning integrity. The following use case descriptions outline key integrity concepts and implications for users that require positioning integrity within their positioning system. An extended list of application examples is provided in the Use Cases Summary.

9.2.1		Automotive
9.2.1.1 Road-Level Identification and Road-User Charging
Positioning integrity is a key input to determining whether a road vehicle is traveling on a highway or a neighbouring access road (e.g. a collector-distributor lane). For example, consider a manufacturer wanting to ensure their Advanced Driver-Assistance Systems (ADAS) only activates when the vehicle is on a highway. This requires the UE to determine with a high degree of integrity which road the vehicle is traveling on, in order to avoid the potential for unintended ADAS functionality on the access road (or conversely to ensure the appropriate functionality has been activated on the highway). The road vehicle may also be subject to road-user charging with fees that vary depending which road is used, also requiring positioning integrity validation. 
Consider an access road that is within 3 metres of a freeway, with a corresponding AL of 3 metres and TIR of 1 x10-7/hr specified by the vehicle manufacturer. The road vehicle connects to an integrity service provider via the mobile network to request UE-Based integrity assistance data. The assistance data is applied by the UE alongside its local positioning measurements in order to compute the real-time PL. So long as the PL remains below the AL, the positioning system is available and functioning as intended, and the road-level identification can be made safely. If the PL exceeds the AL, the impacted positioning system should be declared unavailable on the vehicle and a road-level determination is not possible. For example, a network-detected fault can be flagged in the integrity assistance data, resulting in a larger PL computed by the UE. 
Another important integrity aspect to take into account in road-user charging and other applications (like pay how you drive insurances) is that, because of their intrinsic nature, they have to be robust against attempts to deceive the positioning system. In this kind of applications the driver of the vehicle may be motivated to alter the position of its own vehicle in order to avoid being charged. Hence, the integrity of the vehicle position needs to be ensured by being able to detect these deception attempts, for example by employing anti-tamper equipment and by cross-checking different positioning sources.

9.2.1.2 Lane-Level Identification
The same concepts and methods from 9.2.1.1 also apply to validating the lane in which the vehicle is traveling. Lane change warnings and manoeuvres are a crucial input to enabling various Levels of autonomy [165] which are illustrated in the 5GAA use case requirements [110], such as an AL of 1.5m and TIR of 1x10-7/hr or lower. 
The ability to handle faults almost instantaneously on a road vehicle is absolutely critical in order to recover the situation and avoid a potential collision between lanes. The UE is responsible for monitoring localized events which need to be detected in the shortest time possible, i.e. ‘highly dynamic’ feared events (e.g. multipath, cycle slips and satellite feared events in the case of GNSS). The network is therefore used to monitor the low dynamic threats, which are less time-critical but still depend on a reliable communication channel with the UE. In the automotive and other 5G positioning use cases, the TTA is also far more stringent (e.g. 100ms in some cases) compared with an aviation TTA of 6 seconds (or slower) for precision approaches. Hence, the low latency of the 3GPP communications presents a strong synergy for supplying integrity assistance data that is secure and assured.
Once again, the positioning system should remain available unless the PL exceeds the AL, in which case the system should be unavailable and the corresponding ADAS functionality on the vehicle disengaged. To avoid an integrity event, any feared event with an occurrence probability higher than the TIR (i.e. >1x10-7/hr) needs to be detected and mitigated within the TTA[footnoteRef:2]. The UE application is typically responsible for issuing alerts to inform the preventative or remedial actions required by the positioning system.  [2:  NOTE: If the lane-level requirement was simply specified by the accuracy estimate (e.g. <1.5m at the 95th percentile), 5% of the estimated positions may still be impacted by feared events which far exceed the required AL, potentially leading to an integrity event. Integrity KPIs are instead used to define probabilities of failure over a given period of time rather than relying on the combined statistical distribution of the estimated positions (which are potentially contaminated by fault and fault-free events that go undetected). The integrity methodologies allow an integrity risk to be allocated based on the probability of occurrence for each feared event, and then quantified as a contribution to the total TIR. This ensures only the integrity-validated positions are included in the positioning estimate, meaning the nominal accuracy should be easily achieved.] 

If a feared event occurs at the network or UE, the positioning system should be capable of determining its effect on the PL relative to the AL, within the required TTA, such that the position reported by the UE remains fault-free (i.e. even if the fault-free position leads to the system being unavailable). The TTA therefore represents the ability of the system to recover before being impacted by a potential integrity event. For some use cases, the TTA may simply be set to zero depending on the implementation requirements. 

9.2.2		Rail
Editor’s note:		Rail use cases are FFS.

9.2.3		Industrial IoT
Editor’s note:	Definition of the Industrial IoT (IIoT) use cases areis FFS and can be included laterthe examples in this study are limited to those requiring RAT-Independent GNSS positioning.
In contrast to consumer-oriented Internet of Things (IoT), Industrial IoT (IIoT) use cases predominantly focus on operational, safety, and financially beneficial applications of the IoT ecosystem for businesses, infrastructure, and various industries. IIoT integrity/reliability requirements are essential given various safety, payment, and regulatory critical applications. There are many outdoor IIoT devices/UEs requiring GNSS (RAT-independent positioning) used in various industries that include, but not limited to: Construction, Agriculture/forestry/fishing (smart farming), Oil/Gas industries, and Smart cities (traffic, electric and water systems, waste management, public safety, schools) derived from [1][20]. An illustrative example relating to Automated Guided Vehicles (AGV) is provided below.
9.2.3.1 Path and Zone Identification for AGV
Positioning integrity is a key input to determining whether an AGV such as a forklift, in a factory or an open space such as ports or construction buildings, is traveling on the narrow halls within lots of different machinery, aside from the demanding positioning accuracy, the trust needs to be assigned for the path and the zone of its movements. AGV not running into anything unexpectedly is something that needs to be assured. This requires that the AGV, which is the UE in this use-case, to determine with a high degree of integrity which path it can travel within its defined work task. One can also consider that an industrial scenario can have several different zones in which different levels of integrity can be defined, and hence depending on demand of the works in each zone the positioning methods and integrity KPIs can be defined in respect to those. Once again, the positioning system should remain available unless the PL exceeds the AL, in which case the system should be unavailable and the corresponding AGV functionality on the vehicle is disengaged. The set AL for such use-case depends on how large and how densely equipped the factory is, and hence it is reasonable to assume that it can be set to some value between 0.5m to 3m depending on the controlled area use-case and demands.
	Comment by Swift Navigation: This is basically duplicated from the Lane-Level Identification use case in 9.2.1.2
The IIoT use-case is mainly considered in a controlled area and hence both the UE and the network are fully cooperating and have the same goals which is to maximize the performance gains.  Further illustration of AGV, which requires support for positioning for tracking, routing and guiding is provided in [22].

9.2.4		Use Case Summary
Table 9.2.4 is adapted from [98][109] and supplemented by [87][110]. It summarises the typical KPI ranges to be expected on implementation for the Automotive and Rail categories. Importantly, the KPIs are illustrative only; KPIs are typically specified by the positioning system owner on implementation (e.g. a vehicle OEM), taking into consideration the 3GPP and non-3GPP components of the system. 
Table 9.2.4: KPI examples for the Automotive, and Rail and IIoT use cases [87][98][109][110]. 
(NOTE: KPIs are defined by the positioning system owner onservice provider implementation)
	AUTOMOTIVE EXAMPLES

	APPLICATION CATEGORIES
	TIR
	AL
	TTA
	Integrity Availability

	Safety-Critical Applications
· Warnings (red light, obstacle, queue, curve speed, blind spot lane change, pedestrians etc)
· Automated Driving (lane-level or better)
· Emergency Brake Assist
· Forward Collision Avoidance
	Typical range: 
≥10-8/hr to ≤10-6/hr
	Typical range: ≥1.5m to <5m
	Typically ranges from 100s of milliseconds to <10 seconds
	
Typically ranges from 95% to 99.9% or greater

	Payment Critical Applications
· Road User Charging (RUC)
· Pay Per Use Insurance
· Taxi Meter
· Parking Fee Calculation
	Typical range: 
≥10-6/hr to ≤10-4/hr
	Typical range: ≥1.5m to <25m
	
	
Typically ranges from 95% to 99.9% or greater

	Regulatory Critical Applications
· Hazardous Material Tracking
· E-Call
· Geofencing (e.g. low emission zone)
	
	
	
	

	Smart Mobility 
· Freight and Fleet Management
· Cargo/Asset Management
· Vehicle Access/Clearance
· Emergency Vehicle Priority
· Speed Limit Information
· In-Vehicle Signage
· Reduce Speed Warning
· Dynamic Ride Sharing
	
	
	
	

	RAIL EXAMPLES

	APPLICATION CATEGORIES
	TIR
	AL
	TTA
	Integrity Availability

	Safety-Critical Applications 
· Absolute Positioning
· Train Awakening
· Cold Movement Detector
· Track Identification
· Level Crossing Protection
· Train Integrity and Train Length Monitoring
	Typical range: 
≥10-9/hr to ≤10-8/hr
	Typical range: ≥2.5m to <25m
	Typically 
<7s
	
Typically ranges from 95% to 99.% or greater

	Liability-Critical Applications 
· Trackside Personal Protection
· Management of Emergencies
· Train Warning Systems
· Infrastructure Charging
· Hazardous Cargo Monitoring
· On-Board Train Monitoring and Recording Unit
· Traffic Management Systems
	TBD
	Typical range: ≥25m to <62.5m
	Typically ranges from seconds to <30s
	
Typically ranges from 95% to 99.9% or greater

	IIOT EXAMPLES

	APPLICATION CATEGORIES
	TIR
	AL
	TTA
	Integrity Availability

	FFS
	FFS
	FFS
	FFS
	FFS
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[bookmark: _Toc43381266][bookmark: _Toc30150227]3	Conclusions
Proposal 1: Agree to include the IIoT use case text in Section 9.2.3.
Proposal 2: Agree to adopt this TP on Integrity KPIs, Concepts and Use Cases as the initial baseline for TR 38.857.
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