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1. Introduction
This is the summary of 8.11.3.2	Error sources threat models occurrence rates and failure modes on following contributions. 
[1] R2-2008812	Discussion on error sources, threat models, occurrence rates and failure modes	CATT
[2] R2-2009282	Error sources, threat models, occurrence rates and failure modes	Fraunhofer IIS
[3] R2-2009331	Discussion on GNSS Integrity Errors	Swift Navigation, Ericsson, Intel Corporation, u-blox
[4] R2-2010061	Text Proposal on GNSS position integrity error sources	ESA
[bookmark: _Hlk54730772][5] R2-2010073	GNSS position integrity error sources	Ericsson	
[6] R2-2010135	Error sources, threat models, occurrence rates and failure modes	Fraunhofer IIS, Fraunhofer HHI
[7] R2-2010278	Discussion on threat models and failure modes	Huawei, HiSilicon
[8] R2-2010642	Introduction of Integrity monitoring for GNSS and its error	Samsung R&D Institute UK
[9] R2-2009129	Summary of [Post111-e][626][POS] Email Discussion on integrity use cases and specification impacts	Swift Navigation
1. [bookmark: Proposal_Pattern_Length]Discussion

	[1] R2-2008812 proposed to capture below table in the TR: Based on the description in [1], the table is cited from Integrity message groups defined by RTCM.
Table x-y GNSS integrity Assistant data error sources 
	Feared events
	Group Name
	Assistant data on error sources

	Faults in transmitting the data
	Signal In Space Integrity
	Constellations and Satellites Integrity data

	
	
	Fast Constellation and Satellites Health Status

	[bookmark: _Hlk54724140]External feared events
	Global Integrity
	Precise Orbit and Clock Integrity Parameters

	
	
	Displacements error Integrity Parameters 

	
	
	Satellite bias Integrity Parameters

	Faults in the correction data
	Network Integrity
	Reference Station Specific  Integrity Monitoring parameters data and measurements variances 

	UE faults
	UE Integrity
	Pseudorange corrections Integrity Parameters

	
	
	Carrier Phase Integrity Parameters Corrections







	[3] R2-2009331 also proposed to capture below table in Section 9.3.1.1 of the Skeleton TR to show the feared events for each category and provides examples of the types of assistance data to be indicated to the UE, also the potential impact on specification. 
Table 3.2: GNSS feared event categories for UE-based GNSS positioning integrity.
	Feared Event Category
	Feared Event Sub-Category
	Integrity Indicator Examples
	New IEs required?

	1. Correction Data 
	Incorrect computation by provider, e.g. software bug, corrupt or lost data
	Validity or quality flags for existing assistance data IEs
	Yes

	
	External feared event impacting provider, e.g. station outages, or other external feared event as per (3)
	
	

	
	
	
	

	2. Transmission to the UE
	Data corruption 
	Data corruption check, e.g. CRC
	Maybe*

	
	Malicious attack
	Data Authentication / Signature
	Maybe*

	3. External Feared Events
	Satellite feared events
	Bad Signal in Space
	Maybe* (possible to re-use GNSS- RealTimeIntegrity)

	
	
	Bad Broadcast Navigation Data
	Yes

	
	Atmospheric feared events
	Ionosphere disturbance
	Yes

	
	
	Troposphere disturbance
	Yes

	
	Multipath
	N/A
	No**

	
	Spoofing
	FFS, research topic in the GNSS literature
	FFS

	
	Jamming
	FFS, research topic in the GNSS literature
	FFS

	4. UE Feared Events
	GNSS receiver design
	N/A
	No**

	
	GNSS receiver noise
	N/A
	No**

	
	Reception and decoding of GNSS assistance data
	N/A, except to the extent specified in (2)
	No**







	[5] R2-2010073 also proposed 
Proposal 1: RAN2 to agree on capturing the available support in LPP within a table in the TR.

	Number
	Error Source
	LPP Support

	1
	Ionosphere model and
Troposphere model uncertainty
	GNSS-SSR-STEC-Correction IE  
GNSS-SSR-GriddedCorrection IE

	2
	Each satellite measurement uncertainty
	GNSS-RealTimeIntegrity IE

	3
	Orbit, clock and bias corrections uncertainty
	GNSS-SSR-OrbitCorrections IE
GNSS-SSR-ClockCorrections IE
GNSS-SSR-CodeBias IE
GNSS-SSR-PhaseBias IE

	4
	User’s environmental measurement uncertainty including multipath 
	FFS

	5
	Risk of jamming and spoofing
	Not in the scope of LPP and this SI







Rapporteur’s comments: 
In last meeting, RAN2 have agreed
[bookmark: _Hlk54724088]1.	Faults in the correction data e.g.
	a.	Incorrect computation by the provider
	b.	External feared event impacting the provider
2.	Faults in transmitting the data to the UE, e.g.
	a.	Data integrity faults
3.	External feared events, e.g.
	a.	Satellite feared events
	b.	Atmospheric feared events
	c.	Multipath
4.	UE faults
For [1], the assistance data on error sources in the table is not exactly same as what we agreed in last meeting. Therefore before RAN2 discuss the table, RAN2 need to discuss whether the assistance data on Error sources in the table is agreeable or not. 
Proposal 1: RAN2 to discuss whether the assistance data on error sources for each feared events are agreeable or not;
1.	Faults in the correction data e.g.
-	Reference Station Specific  Integrity Monitoring parameters data and measurements variances 
2.	Faults in transmitting the data to the UE, e.g.
	-	Constellations and Satellites Integrity data
-	Fast Constellation and Satellites Health Status
3.	External feared events, e.g.
-	Precise Orbit and Clock Integrity Parameters
-	Displacements error Integrity Parameters 
-	Satellite bias Integrity Parameters
4.	UE faults
-	Pseudorange corrections Integrity Parameters
-	Carrier Phase Integrity Parameters Corrections
Rapporteur’s comments: 
The sub-fear events in the table or in TP of [4] are not exactly same as what we agreed in last meeting. Therefore before RAN2 discuss the table, RAN2 need to discuss whether these sub-fear events are agreeable or not. 
Proposal 2: RAN2 to discuss whether below sub-feared events are agreeable or not;
2.	Faults in transmitting the data to the UE, e.g.
	-	Data corruption 
-	Malicious attack
Considering following sub-fear events are proposed by many companies, Rapporteur would suggest:
Proposal 3: RAN2 to agree following additional sub-fear events:
3.	External feared events, e.g.
-	Spoofing
-	Jamming
4.	UE faults
-	GNSS receiver design
-	GNSS receiver noise
-	Reception and decoding of GNSS assistance data

	[5] R2-2010073 mentioned 
Risk of jamming and spoofing are among other error sources which can impact the GNSS positioning support and hence can be considered in the study of positioning integrity. However, how to deal with these items are out of the scope of 3GPP RAN groups and hence can be considered outside the scope of this SI. 
Proposal 4		RAN2 to identify that spoofing and jamming which are part of GNSS positioning error sources are out of the scope of this SI. 




Proposal 3-1: RAN2 to discuss whether spoofing and jamming which are part of GNSS positioning error sources are out of the scope of this SI. 

	[8] R2-2010642 proposed
	
	
	Measured by UE
	Imported from GNSS specific entity

	Clock-related errors
	Satellite clock errors
	
	v

	
	Receiver clock errors
	v
	

	
	Intersystem biases
	
	v

	Signal propagation errors
	Sagnac effect
	
	v

	
	Ionosphere errors
	
	v

	
	Troposphere errors
	
	v

	
	Multipath errors
	V (elevation angle measured)
	

	System errors
	Satellite orbital errors
	
	v

	
	Receiver noise
	v
	

	Intentional error sources
	Selective availability
	-
	

	
	Signal jamming
	
	v

	
	Signal spoofing
	
	v

	User equivalent range error
	
	
	

	Dilution of precision
	
	V (measured satellites)
	v



[bookmark: _Hlk54730548]Proposal 1. RAN2 study on the error source listed in the table for GNSS positioning and further categorize them into the 9.3.1.1 GNSS error source category in skeleton TR. 



Rapporteur’s comments: 
For the error sources listed in the table, not all of them have been considered in RAN2. Therefore, at least RAN2 need to discuss how to categorize them into agreed four error sources. 
Proposal 4: RAN2 to discuss how to categorize the Error source listed in the table of  [8] R2-2010642  into Faults in the correction data, Faults in transmitting the data to the UE, External feared events and UE faults. 

Rapporteur’s comments:
In addition, it would be good to capture the summary table on fear events and assistance data (new or existing LPP). Therefore, Rapporteur suggest:
Proposal 5: RAN2 to confirm the need to capture the table on fear events and corresponding assistance data in the TR;
Considering there are 3 different proposals on the table. 
Proposal 6: RAN2 to discuss how to capture the table in [1] R2-2008812, table in [3] R2-2009331, table in [5] R2-2010073 in the TR, e.g. which one should be used as baseline;

	[4] ] R2-2010061 suggested to capture the TP in the TR. The TP is basically based on the agreed fear events, except spoofing, Jamming and GNSS receiver design, GNSS receiver noise, Reception and decoding of GNSS assistance data which are also proposed in [3] and partially in [2]



Rapporteur comments:
RAN2 need to complete the descriptions on fear events in the TR. The TP in [4] can be used as a good start point to capture the descriptions of fear events in the TR. 
Proposal 7: RAN2 to confirm to use the TP provided in [4] R2-2010061 as baseline for fear events and take into account of potential agreements on sub-fear events, etc.

	[5] also proposed to capture the figure from R2-2007647 into the TR since it shows all the potential error sources for GNSS.




Rapporteur comments:
Rapporteur also see the benefit to have such figure and would suggest:
Proposal 8: RAN2 to discuss whether to capture the figure from R2-2007647 on all potential error sources into the TR. 

	[7] R2-2010278 proposed
Proposal 1 For threat model, study the characteristics of each error source, e.g. the occurrence rate and magnitude in the threat models.
Proposal 2 Failure modes can be studied in terms of different parts or components, e.g. system level, operational environment, and user receiver.



Rapporteur comments:
[7] suggested how to study the threat model and failure models. Rapporteur would suggest to discuss it based on concrete proposals/examples.  

	[2] R2-2009282 also discussed the error sources as 
Observation 1: Jammers and spoofers are major threat for positioning integrity. Moving jammers and spoofers cause the affected area to change dynamically.
And consider Observation 2: Integrity event(s) can be bounded within a given area at a given occurrence time. 
And then propose to  study mechanisms to collect integrity events from UEs or from RAN nodes and specify signalling mechanisms to address UEs in integrity areas. 
FFS: definition of the integrity area




Rapporteur’s comments: 
[bookmark: _Hlk54725093]Before discuss the solution, RAN2 need to conclude whether the Jammers and spoofers are considered as major threat for positioning integrity or not, and the solution can be discussed later. Considering Jammers and spoofers are also proposed by [3] [4] [5] [8], no separate proposal is needed for [2]. 


1. Summary
List of potentially agreeable proposals
Proposal 3: RAN2 to agree following additional sub-fear events:
3.	External feared events, e.g.
-	Spoofing
-	Jamming
4.	UE faults
-	GNSS receiver design
-	GNSS receiver noise
-	Reception and decoding of GNSS assistance data
Proposal 5: RAN2 to confirm the need to capture the table on fear events and corresponding assistance data in the TR;
Proposal 6: RAN2 to discuss how to capture the table in [1] R2-2008812, table in [3] R2-2009331, table in [5] R2-2010073 in the TR, e.g. which one should be used as baseline;
Proposal 7: RAN2 to confirm to use the TP provided in [4] R2-2010061 as baseline for fear events and take into account of potential agreements on sub-fear events, etc.


List of proposals for further discussions

Proposal 1: RAN2 to discuss whether the assistance data on error sources for each feared events are agreeable or not;
1.	Faults in the correction data e.g.
-	Reference Station Specific  Integrity Monitoring parameters data and measurements variances 
2.	Faults in transmitting the data to the UE, e.g.
	-	Constellations and Satellites Integrity data
-	Fast Constellation and Satellites Health Status
3.	External feared events, e.g.
-	Precise Orbit and Clock Integrity Parameters
-	Displacements error Integrity Parameters 
-	Satellite bias Integrity Parameters
4.	UE faults
-	Pseudorange corrections Integrity Parameters
-	Carrier Phase Integrity Parameters Corrections
Proposal 2: RAN2 to discuss whether below sub-feared events are agreeable or not;
2.	Faults in transmitting the data to the UE, e.g.
	-	Data corruption 
-	Malicious attack
Proposal 3-1: RAN2 to discuss whether spoofing and jamming which are part of GNSS positioning error sources are out of the scope of this SI. 
Proposal 4: RAN2 to discuss how to categorize the Error source listed in the table of  [8] R2-2010642  into Faults in the correction data, Faults in transmitting the data to the UE, External feared events and UE faults. 
Proposal 6: RAN2 to discuss how to capture the table in [1] R2-2008812, table in [3] R2-2009331, table in [5] R2-2010073 in the TR, e.g. which one should be used as baseline;
Proposal 8: RAN2 to discuss whether to capture the figure from R2-2007647 on all potential error sources into the TR. 





