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[bookmark: _Ref178064866]Introduction
In RAN2#110e meeting, how to handle the ROHC when the security key is not changed at DAPS handover was discussed. As a result, the following NOTE is captured in the PDCP specification.
· NOTE 2:	For downlink, the ROHC protocol of the target cell should maintain the IR state if operating in U-mode and O-mode during DAPS handover before release of source cell.

However, whether to support DAPS handover without the security key change is still ambiguous. In this contribution, we show our view on the security key change at DAPS handover

[bookmark: _Toc462951621][bookmark: _Toc462951630][bookmark: _Toc465023135][bookmark: _Toc465023136][bookmark: _Toc465346829]Discussion
According to 38.331, it is not allowed to use the same COUNT value more than once for a given security key as follows.
	[bookmark: _Toc36756667][bookmark: _Toc36836208][bookmark: _Toc36843185][bookmark: _Toc37067474]5.3.1.2	AS Security
…
For each radio bearer an independent counter (COUNT, as specified in TS 38.323 [5]) is maintained for each direction. For each radio bearer, the COUNT is used as input for ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 38.323 [5]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 38.323 [5]). The HFN needs to be synchronized between the UE and the network. The network is responsible for avoiding reuse of the COUNT with the same RB identity and with the same key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs, and multiple termination point changes for RLC-UM bearers. In order to avoid such re-use, the network may e.g. use different RB identities for RB establishments, change the AS security key, or an RRC_CONNECTED to RRC_IDLE/RRC_INACTIVE and then to RRC_CONNECTED transition.
…



The text highlighted in yellow can be interpreted that it is not allowed to perform the security to a PDCP SDU twice using the same COUNT value for a given security key. With this understanding in mind, let’s discuss how to solve the security issue for the DAPS handover without security key change. 
Observation. According to 38.331, it is not allowed to perform the security to a PDCP SDU twice using the same COUNT value for a given security key.

According to 38.323, the PDCP entity performs the retransmission from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by the RLC entity associated with the source cell at uplink data switching. In this case, if the security key is not changed, the PDCP entity retransmits PDCP SDUs not confirmed by the source cell RLC entity to the target cell using the same security key used in the source cell. This violates the security principle, and thus the security issue may happen if the DAPS handover without the security key is supported. 
In order to prevent performing the security for a PDCP SDU twice with the same security key, the straightforward solution is that the network always changes the security key for DAPS handover, i.e., follow the LTE principle. With this, the security issue does not happen. Thus, we propose that the network always changes the security key for DAPS handover.
Proposal. The network always changes the security key for DAPS handover

For the above proposal, we provide the text proposal as shown below. 

Text proposal for 38.300
[bookmark: _Toc20387981][bookmark: _Toc29376061][bookmark: _Toc37231952][bookmark: _Toc46502007]9.2.3.1	Overview
Network controlled mobility applies to UEs in RRC_CONNECTED and is categorized into two types of mobility: cell level mobility and beam level mobility.
Cell Level Mobility requires explicit RRC signalling to be triggered, i.e. handover. For inter-gNB handover, the signalling procedures consist of at least the following elemental components illustrated in Figure 9.2.3.1-1:


Figure 9.2.3.1-1: Inter-gNB handover procedures
1.	The source gNB initiates handover and issues a HANDOVER REQUEST over the Xn interface.
2.	The target gNB performs admission control and provides the new RRC configuration as part of the HANDOVER REQUEST ACKNOWLEDGE.
3.	The source gNB provides the RRC configuration to the UE by forwarding the RRCReconfiguration message received in the HANDOVER REQUEST ACKNOWLEDGE. The RRCReconfiguration message includes at least cell ID and all information required to access the target cell so that the UE can access the target cell without reading system information. For some cases, the information required for contention-based and contention-free random access can be included in the RRCReconfiguration message. The access information to the target cell may include beam specific information, if any.
4.	The UE moves the RRC connection to the target gNB and replies with the RRCReconfigurationComplete.
NOTE 1:	User Data can also be sent in step 4 if the grant allows.
In case of DAPS handover, the UE continues the downlink user data reception from the source gNB until releasing the source cell and continues the uplink user data transmission to the source gNB until successful random access procedure to the target gNB.
The handover mechanism triggered by RRC requires the UE at least to reset the MAC entity and re-establish RLC, except for DAPS handover, where upon reception of the handover command, the UE:
-	Creates a MAC entity for target;
-	Establishes the RLC entity and an associated DTCH logical channel for target for each DRB configured with DAPS;
[bookmark: _Hlk22837273]-	For the DRB configured with DAPS, reconfigures the PDCP entity with separate security and ROHC functions for source and target and associates them with the RLC entities configured by source and target respectively;
-	Retains the rest of the source configurations until release of the source.
NOTE 2:	The handling on RLC and PDCP for DRBs without DAPS is same as in normal handover.
NOTE 3:	Only PCell is kept during DAPS handover. All other serving cells are released by the network.
RRC managed handovers with and without PDCP entity re-establishment are both supported. For DRBs using RLC AM mode, PDCP can either be re-established together with a security key change or initiate a data recovery procedure without a key change. For DRBs using RLC UM mode and for SRBs, PDCP can either be re-established together with a security key change or remain as it is without a key change. For DAPS handover, a new security key is always configured.
Data forwarding, in-sequence delivery and duplication avoidance at handover can be guaranteed when the target gNB uses the same DRB configuration as the source gNB.

[bookmark: _Toc458688128][bookmark: _Toc458688133][bookmark: _Toc458700495][bookmark: _Toc458688134][bookmark: _Toc458700496][bookmark: _Toc458461065][bookmark: _Toc450773277][bookmark: _Toc450773306][bookmark: _Toc450773354][bookmark: _Toc450773369][bookmark: _Toc450774156][bookmark: _Toc450814189]Conclusion
In this contribution, we show our view on the security issue, and we have the observation and proposal as follows. 
Observation. According to 38.331, it is not allowed to perform the security to a PDCP SDU twice using the same COUNT value for a given security key.
Proposal. The network always changes the security key for DAPS handover
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