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1
Introduction
This document explain an security issue on failure handling of handover without key change for the UE configured with attemptCondRecongfig, and propose to maintain PDCP COUNT for SRB at handover failure if UE is configured with attemptCondRecongfig and masterKeyUpdate was not was not included in the RRCReconfiguration for the previous handover.
2
Discussion
In the RAN2#109e, during DAPS CP discussions, the following was agreed [1]:

Agreements [AT109e][210][MOB]

…
9: for SRBs and non-DAPS DRBs, the PDCP COUNT is maintained when DAPS HO without key change and also at fallback to source cell when DAPS handover is performed without key change.

This agreement has been captured in the RRC specification as follows [2]:

	5.3.5.8.3
T304 expiry (Reconfiguration with sync Failure)

The UE shall:
…

2>
if any DAPS bearer is configured, and radio link failure is not detected in the source PCell, according to subclause 5.3.10.3:
…

3>
for each SRB:

4>
if the masterKeyUpdate was not received:

5>
configure the PDCP entity for the source PCell with state variables continuation as specified in TS 38.323 [5], the state variables as the PDCP entity for the target PCell;



This agreement was made to avoid reusing the same key stream for transmitting FailureInformation message at the source. If CBRA would be used for the DAPS handover without key change, Msg 3 might be transmitted at the target, and PDCP COUNT at the target SRB might be incremented. Therefore RAN2 concluded maintaining PDCP COUNT for SRB is necessary for the case DAPS handover without key change failed.
Observation 1: When DAPS handover without key change fails and the UE falls back to the source configuration, PDCP COUNT is maintained to avoid reusing the same key stream for transmitting FailureInformation message. This is because PDCP COUNT may be incremented to transmit Msg3 at the target if CBRA was used for the DAPS handover.
We see that the similar handling would also be necessary for the case the UE is configured with attemptCondReconfig.
In the handover failure procedure, the UE reverts back to the configuration used in the source PCell, and performs RRC re-establishment procedure. During the RRC re-establishment procedure, if the UE is configured with attemptCondReconfig and the selected cell is one of the candidate cells, the UE performs CHO instead of initiating RRC re-establishment request.
Observation 2: The UE configured with attemptCondReconfig performs CHO after reverting back to the source PCell configuration upon handover failure, if the selected cell is one of the candidate cells.
According to the current specification, except DAPS case, when the UE reverts back to the configuration used in the source PCell, all state variables of each radio bearer are also reverted even if the UE is configured with attemptCondReconfig. This means if CBRA handover without key change fails, and then the UE configured with attemptCondReconfig performs CHO without key change, the same key stream may be reused for transmitting RRCReconfiguratinComplete message.
Observation 3: Unlike the DAPS case, PDCP COUNT is not maintained for the UE configured with attemptCondReconfig in the failure handling of handover without key change. Therefore the UE may reuse the same key stream to transmit RRCReconfiguratinComplete message for CHO after the handover failure.
The same procedure for DAPS handover without key change would not be appropriate for this case because the source SRB and the target SRB are not simultaneously configured for normal handover nor CHO. We propose that in the reconfiguration with sync failure procedure, if the UE is configured with attemptCondReconfig and masterKeyUpdate was not included in the RRCReconfiguration for the previous reconfiguration with sync, the UE reverts back to the configuration used in the source PCell except state variables of each SRB PDCP entity
Proposal 1: In the reconfiguration with sync failure procedure, if the UE is configured with attemptCondReconfig and masterKeyUpdate was not included in the RRCReconfiguration for the previous reconfiguration with sync, the UE reverts back to the configuration used in the source PCell except state variables of each SRB PDCP entity. 
We also prepare a CR based on above discussion [3]. We propose that RAN2 agrees the change in R2-2010206.
Proposal 2: RAN2 agrees the change in R2-2010206.
3
Conclusion
We have the following observations and proposal:
Observation 1: When DAPS handover without key change fails and the UE falls back to the source configuration, PDCP COUNT is maintained to avoid reusing the same key stream for transmitting FailureInformation message. This is because PDCP COUNT may be incremented to transmit Msg3 at the target if CBRA was used for the DAPS handover.
Observation 2: The UE configured with attemptCondReconfig performs CHO after reverting back to the source PCell configuration upon handover failure, if the selected cell is one of the candidate cells.
Observation 3: Unlike the DAPS case, PDCP COUNT is not maintained for the UE configured with attemptCondReconfig in the failure handling of handover without key change. Therefore the UE may reuse the same key stream to transmit RRCReconfiguratinComplete message for CHO after the handover failure.

Proposal 1: In the reconfiguration with sync failure procedure, if the UE is configured with attemptCondReconfig and masterKeyUpdate was not included in the RRCReconfiguration for the previous reconfiguration with sync, the UE reverts back to the configuration used in the source PCell except state variables of each SRB PDCP entity.
Proposal 2: RAN2 agrees the change in R2-2010206.
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