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1
Introduction
At RAN2#110-e meeting, RAN2 made the following agreements regaridng user consent issue for NR SON features. And then a LS [1] was sent from RAN2 to SA5.
	=>
From RAN2 understanding network will not configure UE to report location information for SON/MDT purpose if network doesn’t get the user consent from this UE. Inform SA5 our understanding and ask SA5 to finish the work accordingly.

=>
User consent should be also applied to RLF report cases (including SCG failure case). Inform SA5 this agreement.

=>
Draft reply LS to SA5 and cc RAN3 to show the whole picture of SON/MDT and request SA5 to complete the corresponding work in time.


After SA5 discussion, a rely LS was agreed in [2], and RAN2 may need to provide more feedbacks based on the SA54 LS.
	In addition, SA5 understands there is an ongoing discussion in RAN2 on user consent. SA5 also understands user consent is needed for the privacy and legal obligations. Regarding to the sentence “The user consent requirement should also be applied to RLF reporting, CEF reporting and SCG failure case” in liaison of R2-2006372, SA5 kindly asks RAN2 to confirm that does this mean use consent should be applied in RLF reporting and RCEF reporting procedures for NG-RAN. 


In this contribution, we are to provide our views regarding both LSs above.
2
Discussion
2.1
Scope for the discussion

At RAN2#110-e meeting, we think RAN2 was very clear on the scope based on the following RAN2 agreement:
From RAN2 understanding network will not configure UE to report location information for SON/MDT purpose if network doesn’t get the user consent from this UE.

In addition, the relevant NR SON features are RLF, CEF and SCG failure reports.

Proposal 1: The user consent is only applied for location information for NR RLF, NR CEF and NR SCG failure reports.
From RAN2 point of view, it is suggested to focus on RAN2 parts and it is also good to check potential impacts to other WGs in order to have a full view for solving the user consent issue.
2.2
RLF report and CEF report
In TS 38.331 [1], for RLF report and CEF report, the network can control whether the UE should collect and send the location info to the network, i.e. Common location, WLAN measurements, BT measurements, and Sensor measurements. Detailed text is showed as below:

	1>
if the received otherConfig includes the obtainCommonLocation:

2>
include available detailed location information for any subsequent measurement report or any subsequent RLF report, CEF report and SCGFailureInformation;

NOTE 1:
The UE is requested to attempt to have valid detailed location information available whenever sending a measurement report for which it is configured to include available detailed location information. The UE may not succeed e.g. because the user manually disabled the GPS hardware, due to no/poor satellite coverage. Further details, e.g. regarding when to activate GNSS, are up to UE implementation.

1>
if the received otherConfig includes the BT-NameList:

2>
if BT-NameList is set to setup, include available Bluetooth measurement results for any subsequent measurement report or any subsequent RLF report, CEF report and SCGFailureInformation;

1>
if the received otherConfig includes the WLAN-NameList:

2>
if WLAN-NameList is set to setup, include available WLAN measurement results for any subsequent measurement report or any subsequent RLF report, CEF report and SCGFailureInformation;

NOTE 2:
The UE is requested to attempt to have valid Bluetooth measurements and WLAN measurements whenever sending a measurement report for which it is configured to include these measurements. The UE may not succeed e.g. because the user manually disabled the WLAN or Bluetooth hardware. Further details, e.g. regarding when to activate WLAN or Bluetooth, are up to UE implementation.

1>
if the received otherConfig includes the Sensor-NameList:

2>
if Sensor-NameList is set to setup, include available Sensor measurement results for any subsequent measurement report or any subsequent RLF report, CEF report and SCGFailureInformation;


Observation 1: For NR RLF report and CEF report, the network can control the UE whether to report location info or not.
In addition, we also checked LTE specifications (e.g. [4]), and currently it is missing location info for RLF report and CEF report. Detailed text is showed as below. We think the preivous discussions on the consent were mainly about NR SON features, so we do not have strong opinions on impacting LTE parts.
	1>
if the received otherConfig includes the obtainLocation:

2>
attempt to have detailed location information available for any subsequent measurement report or any subsequent RLF report, CEF report;

NOTE 1:
The UE is requested to attempt to have valid detailed location information available whenever sending a measurement report for which it is configured to include available detailed location information. The UE may not succeed e.g. because the user manually disabled the GPS hardware, due to no/poor satellite coverage. Further details, e.g. regarding when to activate GNSS, are up to UE implementation.

1>
if the received otherConfig includes the bt-NameListConfig:

2>
if bt-NameListConfig is set to setup, attempt to have Bluetooth measurement results available for subsequent measurement report or any subsequent RLF report, CEF report;

1>
if the received otherConfig includes the wlan-NameListConfig:

2>
if wlan-NameListConfig is set to setup, attempt to have WLAN measurement results available for subsequent measurement report or any subsequent RLF report, CEF report;

NOTE 2:
The UE is requested to attempt to have valid Bluetooth measurements and WLAN measurements whenever sending a measurement report for which it is configured to include these measurements. The UE may not succeed e.g. because the user manually disabled the WLAN or Bluetooth hardware. Further details, e.g. regarding when to activate WLAN or Bluetooth, are up to UE implementation.


2.3
SCG failure report
Compared to RLF report and CEF report, SCG failure report is more complicated as it involves more than one node. In the following sections, some technical analysis are provdied based on different DC cases.

2.3.1
NR-DC scenario
For NR-DC scenario, inside the SCGFailureInformation message, the field locationInfo indicates location info. As mentioned in section 2.1, the current NR spec has already covered location info configuration for RLF report, CEF report and SCGFailureInformation cases.

	FailureReportSCG ::=                       SEQUENCE {

    failureType                                    ENUMERATED {

                                                           t310-Expiry, randomAccessProblem,

                                                           rlc-MaxNumRetx,

                                                           synchReconfigFailureSCG, scg-ReconfigFailure,

                                                           srb3-IntegrityFailure, other-r16, spare1},

    measResultFreqList                           MeasResultFreqList                                               OPTIONAL,

    measResultSCG-Failure                       OCTET STRING (CONTAINING MeasResultSCG-Failure)                OPTIONAL,

    ...,

    [[

    locationInfo-r16                            LocationInfo-r16            OPTIONAL,
   failureType-v1610                        ENUMERATED {scg-lbtFailure-r16, beamFailureRecoveryFailure-r16, t312-Expiry-r16, bh-RLF-r16,

                                                        spare4, spare3, spare2, spare1}                     OPTIONAL
    ]]

}


Observation 2: For NR-DC scenario, the current NR spec has already covered location info configuration for SCGFailureInformation cases.
2.3.2
NE-DC scenario
For NE-DC scenario, SCG failure information is related to the SCGFailureInformationEUTRA message. The details are showed as below.

In general, two places can include location info, measResultSCG-FailureMRDC (highlighted in yellow) and locaitonInfo-r16 (highlighted in green). For measResultSCG-FailureMRDC, it refers to LTE 36.331 and currenlty there is no definition for location info for this field. For locationInfo, as mentioned in section 2.1, the procedural text in TS 38.331 is missing location info configuration for the SCGFailureInformationEUTRA message.

	SCGFailureInformationEUTRA message

-- ASN1START

-- TAG-SCGFAILUREINFORMATIONEUTRA-START

SCGFailureInformationEUTRA ::=                SEQUENCE {

    criticalExtensions                                CHOICE {

        scgFailureInformationEUTRA                       SCGFailureInformationEUTRA-IEs,

        criticalExtensionsFuture                          SEQUENCE {}

    }

}

SCGFailureInformationEUTRA-IEs ::=           SEQUENCE {

    failureReportSCG-EUTRA                           FailureReportSCG-EUTRA                      OPTIONAL,

    nonCriticalExtension                              SCGFailureInformationEUTRA-v1590-IEs                                    OPTIONAL

}

SCGFailureInformationEUTRA-v1590-IEs ::=  SEQUENCE {

    lateNonCriticalExtension                  OCTET STRING            OPTIONAL,

    nonCriticalExtension                               SEQUENCE {}                  OPTIONAL

}

FailureReportSCG-EUTRA ::=                     SEQUENCE {

    failureType                                          ENUMERATED {

                                                                t313-Expiry, randomAccessProblem,

                                                                rlc-MaxNumRetx, scg-ChangeFailure, spare4,

                                                                spare3, spare2, spare1},

    measResultFreqListMRDC                            MeasResultFreqListFailMRDC                OPTIONAL,

    measResultSCG-FailureMRDC                        OCTET STRING                          OPTIONAL,

    ...,

    [[

    locationInfo-r16                               LocationInfo-r16                OPTIONAL
    ]]

}

MeasResultFreqListFailMRDC ::=      SEQUENCE (SIZE (1.. maxFreq)) OF MeasResult2EUTRA

-- TAG-SCGFAILUREINFORMATIONEUTRA-STOP

-- ASN1STOP


	SCGFailureInformationEUTRA field descriptions

	measResultFreqListMRDC

The field contains available results of measurements on E-UTRA frequencies the UE is configured to measure by measConfig.

	measResultSCG-FailureMRDC

Includes the E-UTRA MeasResultSCG-FailureMRDC IE as specified in TS 36.331 [10]. The field contains available results of measurements on E-UTRA frequencies the UE is configured to measure by the E-UTRA RRCConnectionReconfiguration message.


In LTE, the details of MeasResultSCG-FailureMRDC are showed as below:

	–
MeasResultSCG-FailureMRDC
The IE MeasResultSCG-FailureMRDC is used to provide measurement information concerning E-UTRA measurements upon SCG failure detected by a UE configured with NE-DC.

MeasResultSCG-FailureMRDC information element

-- ASN1START

MeasResultSCG-FailureMRDC-r15 ::=
SEQUENCE {


measResultFreqListEUTRA-r15

MeasResultList3EUTRA-r15,


...,


[[
locationInfo-r16



LocationInfo-r10





OPTIONAL,


logMeasResultListBT-r16


LogMeasResultListBT-r15




OPTIONAL,



logMeasResultListWLAN-r16

LogMeasResultListWLAN-r15



OPTIONAL


]]

}

MeasResultList3EUTRA-r15 ::=

SEQUENCE (SIZE (1..maxFreq)) OF MeasResult3EUTRA-r15

MeasResult3EUTRA-r15 ::=


SEQUENCE {


carrierFreq-r15





ARFCN-ValueEUTRA-r9,


measResultServingCell-r15


MeasResultEUTRA




OPTIONAL,


measResultNeighCellList-r15

MeasResultListEUTRA



OPTIONAL,


...

}

-- ASN1STOP


Proposal 2: In NR 38.331, it is proposed to apply location info configuration (i.e. locationInfo, WLAN measurement, Bluetooth measurement, Sensor measurement) to SCGFailureInformationEUTRA.

Proposal 3: In LTE 36.331, it is proposed to apply location info configuration (i.e. location, WLAN measurement, Bluetooth measurement) to measResultSCG-FailureMRDC.

2.3.3
(NG)EN-DC scenario
For (NG)EN-DC scenario, SCG failure information is related to the SCGFailureInformationNR message. The details are showed as below.

In general, two places can include location info, measResultSCG (highlighted in yellow) and locaitonInfo-r16 (highlighted in green). For measResultSCG, it refers to NR 38.331 and currenlty there is no definition for location info for this field. For locationInfo, the procedural text in TS 36.331 is missing location info configuration for the SCGFailureInformationNR message.
	–
SCGFailureInformationNR
The SCGFailureInformationNR message is used to provide information regarding NR SCG failures detected by the UE.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to E‑UTRAN

SCGFailureInformationNR message
-- ASN1START

SCGFailureInformationNR-r15 ::=

SEQUENCE {


criticalExtensions




CHOICE {



c1








CHOICE {




scgFailureInformationNR-r15


SCGFailureInformationNR-r15-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

SCGFailureInformationNR-r15-IEs ::=
SEQUENCE {


failureReportSCG-NR-r15



FailureReportSCG-NR-r15



OPTIONAL,


nonCriticalExtension




SCGFailureInformationNR-v1590-IEs
OPTIONAL

}

SCGFailureInformationNR-v1590-IEs ::=
SEQUENCE {


lateNonCriticalExtension




OCTET STRING




OPTIONAL,


nonCriticalExtension





SEQUENCE {}




OPTIONAL

}

FailureReportSCG-NR-r15 ::=

SEQUENCE {


failureType-r15





ENUMERATED {












t310-Expiry, randomAccessProblem,












rlc-MaxNumRetx,












synchReconfigFailureSCG, scg-reconfigFailure,












srb3-IntegrityFailure, other-r16},


measResultFreqListNR-r15



MeasResultFreqListFailNR-r15

OPTIONAL,


measResultSCG-r15





OCTET STRING





OPTIONAL,


...,


[[
locationInfo-r16



LocationInfo-r10





OPTIONAL,



logMeasResultListBT-r16


LogMeasResultListBT-r15




OPTIONAL,



logMeasResultListWLAN-r16

LogMeasResultListWLAN-r15



OPTIONAL,



failureType-v1610



ENUMERATED {t312-Expiry, scg-lbtFailure,












beamFailureRecoveryFailure, spare1}
OPTIONAL


]]

}

MeasResultFreqListFailNR-r15 ::=
SEQUENCE (SIZE (1..maxFreqNR-r15)) OF MeasResultFreqFailNR-r15

MeasResultFreqFailNR-r15 ::=

SEQUENCE {


carrierFreq-r15





ARFCN-ValueNR-r15,


measResultCellList-r15



MeasResultCellListNR-r15


OPTIONAL,


...

}

-- ASN1STOP


	SCGFailureInformationNR field descriptions

	failureType

Indicates the cause of the SCG failure.

	measResultFreqListNR

The field contains available results of measurements on NR frequencies the UE is configured to measure by measConfig.

	measResultSCG

Includes the NR MeasResultSCG-Failure IE as specified in TS 38.331 [82]. The field contains available results of measurements on NR frequencies the UE is configured to measure by the NR RRCConfiguration message.


In NR, the details of MeasResultSCG-Failure are showed as below:

	–
MeasResultSCG-Failure
The IE MeasResultSCG-Failure is used to provide information regarding failures detected by the UE in EN-DC.

MeasResultSCG-Failure information element
-- ASN1START

-- TAG-MEASRESULTSCG-FAILURE-START

MeasResultSCG-Failure ::=           SEQUENCE {

    measResultPerMOList                 MeasResultList2NR,

    ...,

    [[

    locationInfo-r16                    LocationInfo-r16            OPTIONAL
    ]]

}

MeasResultList2NR ::=               SEQUENCE (SIZE (1..maxFreq)) OF MeasResult2NR

-- TAG-MEASRESULTSCG-FAILURE-STOP

-- ASN1STOP


Proposal 4: In NR 38.331, it is proposed to apply location info configuration (i.e. locationInfo, WLAN measurement, Bluetooth measurement, Sensor measurement) to MeasResultSCG-Failure.

Proposal 5: In NR 36.331, it is proposed to apply location info configuration (i.e. locationInfo, WLAN measurement, Bluetooth measurement) to SCGFailureInformationNR.

2.4
Impacts to other WGs
Based on section 2.1, 2.2 and 2.3, it can be seen that the impacts to RAN2 are minor. However, it is noted that there may be impacts to other WGs, and there are our detailed analysis.

In TS 38.413, the user consent for management based MDT is specified as following:
	8.3.1
Initial Context Setup

……

If the Management Based MDT PLMN List IE is contained in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall, if supported, use it to allow subsequent selection of the UE for management based MDT defined in TS 32.422 [11].

…..


The usage of existing user consent is also specified clearly in TS 32.422, the related content are cited as following.

	TS 32.422:

4.9.2
Management  based MDT

The following figure summarizes the functionality.

<Partially omitted>
Figure 4.9.2.1: Example for delivering user consent information in management based MDT

When UE attaches to the network, the UDM shall forward the user consent information, stored in the UDM database, to the corresponding AMF. When the AMF receive the user consent information it shall store it in its subscriber database. 

The AMF shall also check the roaming status of the user. If the user is within his home operator’s PLMNs and the user has given his consent, the AMF shall send the Management based MDT PLMN List IE to the gNB during the UE context setup procedure. Otherwise the AMF shall not send theManagement based MDT PLMN List IE  to the gNB. 

If the result of the roaming status check indicates a home subscriber, AMF shall forward the already stored user consent information to the corresponding gNB as part of Management based MDT PLMN List IE .

When the management based MDT activation is sent to gNB, gNB shall check the availability of the Management based MDT PLMN List IE before making the UE selection. In case the Management based MDT PLMN List IE is not available, the gNB shall not select the UE. In case the Management based MDT PLMN List IE is available, the gNB shall verify if the UE’s RPLMN matches the PLMN where TCE resides – Trace Reference PLMN (PLMN portion of the Trace Reference). In case of a mismatch, the gNB shall not select the UE. The gNB shall forward the received Management based MDT PLMN List IE during Xn based handovers to the target node. The Management based MDT PLMN List IE is stored in the gNB as part of the UE context. If the user consent information is updated while a UE context is already set up in the gNB, the changed user consent should be taken into account in the next call/session setup.


Therefore the existing user consent is only applied for UE selection for MDT data collection.
In order to apply user consent checking also to the UE location in RLF, SCG failure and CEF reports, there are 2 options.
· Option 1: For NR, the location info in the RLF/CEF/SCG failure reporting and MDT use the same user consent.
Potential changes to RAN3 are minor, and here is an example:

	8.3.1
Initial Context Setup

……

If the Management Based MDT PLMN List IE is contained in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall, if supported, use it to allow subsequent selection of the UE for management based MDT and to acquire UE location information in RLF, CEF and SCG failure reporting defined in TS 32.422 [11].

…..


· Option 2: Introduce a new user consent for UE location information.

Here wer have a comparison in the following table:

	
	Option 1
	Option 2

	RAN3
	Minor impacts to RAN3
No impacts to CN protocols
	Introduction of new functionality, and impacts to CN

	SA5
	Extend existing user consent for supporting RLF, CEF and SCG failure cases
	New user consent functionality


Proposal 6: For NR, the location info in the RLF/CEF/SCG failure reporting and MDT use the same user consent.
2.5
Reply LS to SA5
SA5 LS [2] is asking RAN2 to clarify the issue and scope.
In addition, SA5 understands there is an ongoing discussion in RAN2 on user consent. SA5 also understands user consent is needed for the privacy and legal obligations. Regarding to the sentence “The user consent requirement should also be applied to RLF reporting, CEF reporting and SCG failure case” in liaison of R2-2006372, SA5 kindly asks RAN2 to confirm that does this mean use consent should be applied in RLF reporting and RCEF reporting procedures for NG-RAN.
Based on our discussions in section 2.1, 2.2, 2.3 and 2.4, our responses are as below:

· User consent is only applied for location information for NR RLF, NR RCEF

· RAN2 agreed on extending SCG failure by adding location information, and then user consent is only applied for location information for SCG failure reports. According to the LS from SA5, SA5 only mentions the RLF/CEF report. SA5 does not mentions the SCG failure report. According to the TS 32.422, SA5 does not specify the procedure of SCG failure report. Therefore RAN2 need to inform the SCG failure report in trace function.
Proposal 7: It is suggested to reply a LS to SA5, including:

· User consent is only applied for location information for NR RLF, NR RCEF, and SCG failure reports.
· For NR, the location info in the RLF/CEF/SCG failure reporting and MDT use the same user consent.
· Suggest SA5 to specify the SCG failure report in trace function.

3
Conclusions
In this paper, based on the LSs between RAN2 and SA5, we provide technical analysis on the scope, RAN2 solutions and potential impacts to other WGs. Based on our analysis, we think there are minor impacts to NR specs, and it is proposed:
Observation 1: For NR RLF report and CEF report, the network can control the UE whether to report location info or not.
Observation 2: For NR-DC scenario, the current NR spec has already covered location info configuration for SCGFailureInformation cases.
Proposal 1: The user consent is only applied for location information for NR RLF, NR CEF and NR SCG failure reports.
Proposal 2: In NR 38.331, it is proposed to apply location info configuration (i.e. locationInfo, WLAN measurement, Bluetooth measurement, Sensor measurement) to SCGFailureInformationEUTRA.

Proposal 3: In LTE 36.331, it is proposed to apply location info configuration (i.e. location, WLAN measurement, Bluetooth measurement) to measResultSCG-FailureMRDC.

Proposal 4: In NR 38.331, it is proposed to apply location info configuration (i.e. locationInfo, WLAN measurement, Bluetooth measurement, Sensor measurement) to MeasResultSCG-Failure.

Proposal 5: In NR 36.331, it is proposed to apply location info configuration (i.e. locationInfo, WLAN measurement, Bluetooth measurement) to SCGFailureInformationNR.

Proposal 6: For NR, the location info in the RLF/CEF/SCG failure reporting and MDT use the same user consent.
Proposal 7: It is suggested to reply a LS to SA5, including:

· User consent is only applied for location information for NR RLF, NR RCEF, and SCG failure reports.
· For NR, the location info in the RLF/CEF/SCG failure reporting and MDT use the same user consent.
· Suggest SA5 to specify the SCG failure report in trace function.

4
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