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The UE shall:
1>	stop timer T300;
1>	if T309 is running:
2>	stop timer T309 for all access categories;
2>	perform the actions as specified in 5.3.16.4.
1>	stop T380 if running;
1>	if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest for EDT or for transmission using PUR:
2>	discard the stored UE AS context and resumeIdentity;
2>	if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest for transmission using PUR:
3>	instruct the associated MAC entity to start timeAlignmentTimer;
1>	else:
2>	if resuming an RRC connection from a suspended RRC connection in EPC; or
2>	for NB-IoT, if resuming an RRC connection from a suspended RRC connection in 5GC and fullConfig is not present in the RRCConnectionResume message:
3>	restore the PDCP state and re-establish PDCP entities for SRB2, if configured with E-UTRA PDCP, and for all DRBs that are configured with E-UTRA PDCP;
3>	if drb-ContinueROHC is included:
4>	indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;
4>	continue the header compression protocol context for the DRBs configured with the header compression protocol;
3>	else:
4>	indicate to lower layers that stored UE AS context is used;
4>	reset the header compression protocol context for the DRBs configured with the header compression protocol;
3>	if restoreMCG-SCells is included:
4>	restore the MCG SCell(s) configuration, if stored;
3>	else:
4>	release the MCG SCell(s) from the UE AS context, if stored;
3>	if restoreSCG is included:
4>	restore nr-SecondaryCellGroupConfig, if stored;
3>	else if the UE was configured with EN-DC:
4>	perform MR-DC release, as specified in TS 38.331 [82], clause 5.3.5.10;
3>	discard the stored UE AS context and resumeIdentity;
3>	configure lower layers to consider the restored MCG and SCG SCell(s) (if any) to be in deactivated state;
2>	else if the RRCConnectionResume message includes the fullConfig (i.e., for resuming an RRC connection from RRC_INACTIVE or for resuming a suspended RRC connection in 5GC):
3>	perform the radio configuration procedure as specified in 5.3.5.8;
2>	else if resuming an RRC connection from RRC_INACTIVE:
3>	restore the following from the stored UE Inactive AS context:
-	MCG physical layer configuration,
-	MCG MAC configuration,
-	MCG RLC configuration,
-	PDCP configuration;
3>	if restoreMCG-SCells is included:
4>	restore the MCG SCell(s) configuration, if stored;
3>	else:
4>	release the MCG SCell(s) from the UE Inactive AS context, if stored;
3>	if restoreSCG is included:
4>	restore nr-SecondaryCellGroupConfig, if stored;
3>	else if the UE was configured with NGEN-DC:
4>	perform MR-DC release, as specified in TS 38.331 [82], clause 5.3.5.10;
3>	discard the stored UE Inactive AS context;
3>	configure lower layers to consider the restored MCG and SCG SCell(s) (if any) to be in deactivated state;
3>	release the rrc-InactiveConfig, except ran-NotificationAreaInfo;
2>	else (i.e., except for NB-IoT for resuming a suspended RRC connection in 5GC):
3>	restore the physical layer configuration, the MAC configuration, the RLC configuration and the PDCP configuration from the stored UE AS context;
3>	discard the stored UE AS context and resumeIdentity;
1>	perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;
NOTE 1:	When performing the radio resource configuration procedure, for the physical layer configuration and the MAC Main configuration, the restored RRC configuration from the stored UE AS context is used as basis for the reconfiguration.
1>	if the received RRCConnectionResume includes the sCellToReleaseList:
2>	perform SCell release as specified in 5.3.10.3a;
1>	if the received RRCConnectionResume includes the sCellToAddModList:
2>	perform SCell addition or modification as specified in 5.3.10.3b;
1>	if the received RRCConnectionResume includes the sCellGroupToReleaseList:
2>	perform SCell group release as specified in 5.3.10.3d;
1>	if the received RRCConnectionResume includes the sCellGroupToAddModList:
2>	perform SCell group addition or modification as specified in 5.3.10.3e;
1>	if the received RRCConnectionResume message includes the nr-SecondaryCellGroupConfig:
2>	perform NR RRC Reconfiguration as specified in TS 38.331 [82], clause 5.3.5.3;
1>	if the received RRCConnectionResume message includes the sk-Counter:
2>	perform key update procedure as specified in TS 38.331 [82], clause 5.3.5.8;
1>	if the received RRCConnectionResume message includes the nr-RadioBearerConfig1:
2>	perform radio bearer configuration as specified in TS 38.331 [82], clause 5.3.5.6;
1>	if the received RRCConnectionResume message includes the nr-RadioBearerConfig2:
2>	perform radio bearer configuration as specified in TS 38.331 [82], clause 5.3.5.6;
1>	except if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest for EDT or for transmission using PUR:
2>	resume SRB2, SRB3 (if configured), and all DRBs, if any, including RBs configured with NR PDCP;
1>	if stored, discard the cell reselection priority information provided by the idleModeMobilityControlInfo or inherited from another RAT;
1>	if stored, discard the altFreqPriorities provided by the RRCConnectionRelease;
1>	if stored, discard the dedicated offset provided by the redirectedCarrierOffsetDedicated;
1>	if the RRCConnectionResume message includes the measConfig:
2>	perform the measurement configuration procedure as specified in 5.5.2;
1>	if T302 is running:
2>	stop timer T302;
2>	if the UE is connected to 5GC:
3>	perform the actions as specified in 5.3.16.4;
1>	stop timer T303, if running;
1>	stop timer T305, if running;
1>	stop timer T306, if running;
1>	stop timer T308, if running;
1>	perform the actions as specified in 5.3.3.7;
1>	stop timer T320, if running;
1>	stop timer T350, if running;
1>	perform the actions as specified in 5.6.12.4;
1>	stop timer T360, if running;
1>	stop timer T322, if running;
1>	stop timer T323, if running;
1>	if timer T331 is running:
2>	stop timer T331;
2>	perform the actions as specified in 5.6.20.3;
1>	if the UE is resuming an RRC connection after early security reactivation in accordance with conditions in 5.3.3.18 or RRCConnectionResume is received in response to an RRCConnectionResumeRequest from RRC_INACTIVE:
2>	ignore the nextHopChainingCount value indicated in the RRCConnectionResume message;
1>	else:
2>	if resuming an RRC connection from a suspended RRC connection in EPC:
3>	update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionResume message, as specified in TS 33.401 [32];
3>	store the nextHopChainingCount value;
3>	derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];
3>	request lower layers to verify the integrity protection of the RRCConnectionResume message, using the previously configured algorithm and the KRRCint key;
3>	if the integrity protection check of the RRCConnectionResume message fails:
4>	perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other', upon which the procedure ends;
3>	derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];
3>	configure lower layers to resume integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;
3>	configure lower layers to resume ciphering and to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;
1>	enter RRC_CONNECTED;
1>	indicate to upper layers that the suspended RRC connection has been resumed;
1>	stop the cell re-selection procedure;
1>	consider the current cell to be the PCell;
1>	set the content of RRCConnectionResumeComplete message as follows:
2>	set the selectedPLMN-Identity to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35] for E-UTRA/EPC and TS 24.501 [95] for E-UTRA/5GC) from the PLMN(s) included in the plmn-IdentityList in SystemInformationBlockType1;
2>	set the dedicatedInfoNAS to include the information received from upper layers;
2>	except for NB-IoT:
3>	if resuming an RRC connection from a suspended RRC connection:
4>	if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:
5>	include rlf-InfoAvailable;
4>	if the UE has MBSFN logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:
5>	include logMeasAvailableMBSFN;
4>	else if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:
5>	include logMeasAvailable;
4>	if the UE has Bluetooth logged measurements available and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:
5>	include logMeasAvailableBT;
4>	if the UE has WLAN logged measurements available and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:
5>	include logMeasAvailableWLAN;
4>	if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:
5>	include connEstFailInfoAvailable;
4>	include the mobilityState and set it to the mobility state (as specified in TS 36.304 [4]) of the UE just prior to entering RRC_CONNECTED state;
4>	if the UE has flight path information available:
5>	include flightPathInfoAvailable;
3>	if the UE supports storage of mobility history information and the UE has mobility history information available in VarMobilityHistoryReport:
4>	include mobilityHistoryAvail;
3>	if the idleModeMeasurementReq is included in the RRCConnectionResume message:
4>	if the UE has idle/inactive measurement information concerning cells other than the PCell available in VarMeasIdleReport:
5>	set the measResultListIdle-r15 in the RRCConnectionResumeComplete message to the value of measReportIdle-r15 in the VarMeasIdleReport;
5>	set the measResultListExtIdle-r16 in the RRCConnectionResumeComplete message to the value of measReportIdle-r16 in the VarMeasIdleReport, if available;
5>	set the measResultListIdleNR in the RRCConnectionResumeComplete message to the value of measReportIdleNR in the VarMeasIdleReport, if available;
5>	discard the VarMeasIdleReport upon successful delivery of the RRCConnectionResumeComplete message is confirmed by lower layers;
3>	else:
4>	if the SIB2 contains idleModeMeasurements and the UE has E-UTRA idle/inactive measurement information concerning cells other than the PCell available in VarMeasIdleReport; or
4>	if the SIB2 contains idleModeMeasurementsNR and the UE has NR idle/inactive measurement information available in VarMeasIdleReport:
5>	include the idleMeasAvailable;
3>	if the RRCConnectionResume message includes nr-SecondaryCellGroupConfig:
4>	include scg-ConfigResponseNR in accordance with TS 38.331 [82], clause 5.3.5.3;
2>	for NB-IoT:
3>	if the UE supports serving cell idle mode measurements reporting and servingCellMeasInfo is present in SystemInformationBlockType2-NB:
4>	set the measResultServCell to include the measurements of the serving cell;
 NOTE 2:	The UE includes the latest results of the serving cell measurements as used for cell selection/ reselection evaluation, which are performed in accordance with the performance requirements as specified in TS 36.133 [16].
3>	if the UE is connected to EPC:
4>	if the UE has radio link failure information available in VarRLF-Report-NB and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report-NB:
5>	include rlf-InfoAvailable;
4>	if the UE has ANR measurements information available in VarANR-MeasReport-NB and if the RPLMN is included in plmn-IdentityList stored in VarANR-MeasReport-NB:
5>	include anr-InfoAvailable;
1>	if the UE is configured to operate in EN-DC as result of this procedure, forward upperLayerIndication to upper layers as if the UE has received this field from SIB2, otherwise indicate to upper layers the absence of this field;
1>	submit the RRCConnectionResumeComplete message to lower layers for transmission;
1>	the procedure ends.
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The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated "-" in "P" column should never be sent unprotected by eNB or UE. Further requirements are defined in the procedural text.
P…Messages that can be sent (unprotected) prior to security activation
A - I…Messages that can be sent without integrity protection after security activation
A - C…Messages that can be sent unciphered after security activation
NA… Message can never be sent after security activation
	Message
	P
	A-I
	A-C
	Comment

	CSFBParametersRequestCDMA2000
	+
	-
	-
	

	CSFBParametersResponseCDMA2000
	+
	-
	-
	

	CounterCheck
	-
	- 
	- 
	

	CounterCheckResponse
	-
	- 
	- 
	

	DelayBudgetReport
	-
	-
	-
	

	DLDedicatedMessageSegment
	NOTE 1

	DLInformationTransfer
	+
	-
	-
	

	FailureInformation
	-
	-
	-
	

	HandoverFromEUTRAPreparationRequest (CDMA2000)
	-
	- 
	- 
	

	InDeviceCoexIndication
	-
	- 
	- 
	

	InterFreqRSTDMeasurementIndication
	-
	-
	-
	

	LoggedMeasurementsConfiguration
	-
	-
	-
	

	MasterInformationBlock
	+
	+
	+
	

	MasterInformationBlock-MBMS
	+
	+
	+
	

	MBMSCountingRequest
	+
	+
	+
	

	MBMSCountingResponse
	-
	-
	-
	

	MBMSInterestIndication
	+
	-
	-
	

	MBSFNAreaConfiguration
	+
	+
	+
	

	MeasReportAppLayer
	-
	-
	-
	

	MeasurementReport
	-
	-
	-
	Measurement configuration may be sent prior to security activation. But: In order to protect privacy of UEs, MEASUREMENT REPORT is only sent from the UE after successful security activation.

	MCGFailureInformation
	-
	-
	-
	

	MobilityFromEUTRACommand
	-
	- 
	-
	

	Paging
	+
	+
	+
	

	ProximityIndication
	-
	-
	-
	

	PURConfigurationRequest
	+
	-
	-
	Except if the UE is using Control plane CIoT EPS/5GS optimisation, the message is only sent from the UE after successful security activation.

	RNReconfiguration
	-
	-
	-
	

	RNReconfigurationComplete
	-
	-
	-
	

	RRCConnectionReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2, SRB4 and DRBs

	RRCConnectionReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCConnectionReestablishment
	-
	+
	+
	This message is not protected by PDCP operation.

	RRCConnectionReestablishmentComplete
	-
	-
	-
	

	RRCConnectionReestablishmentReject
	-
	+
	+
	One reason to send this may be that the security context has been lost, therefore sent as unprotected. 

	RRCConnectionReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCConnectionReject
	+
	+
	+
	Except for resumption of an RRC connection after early security reactivation in accordance with conditions in 5.3.3.18, A-I and A-C are NA.

	RRCConnectionRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.
For resumption of an RRC connection after early security reactivation in accordance with conditions in 5.3.3.18, the message is only sent after successful security activation.
RRCConnectionRelease message sent before security activation cannot include rrc-InactiveConfig, redirectedCarrierInfo, idleModeMobilityControlInfo information fields when UE is connected to 5GC.

	RRCConnectionRequest
	+
	NA
	NA
	

	RRCConnectionResume
	-
	-
	+
	When this message is transmitted, security is activated but suspended. Integrity verification is done after the message received by RRC.
For resumption of an RRC connection after early security reactivation in accordance with conditions in 5.3.3.18, the message is only sent after successful security activation.
For RRC_INACTIVE state or after early security reactivation, the message is protected with both integrity and ciphering.

	RRCConnectionResumeRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCConnectionResumeComplete
	-
	-
	-
	

	RRCConnectionSetup
	+
	NA
	NA
	

	RRCConnectionSetupComplete
	+
	NA
	NA
	

	RRCEarlyDataRequest
	+
	NA
	NA
	

	RRCEarlyDataComplete
	+
	NA
	NA
	

	SCGFailureInformation
	-
	-
	-
	

	SCGFailureInformationNR
	-
	-
	-
	

	SCPTMConfiguration
	+
	+
	+
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SidelinkUEInformation
	+
	-
	-
	

	SystemInformation
	+
	+
	+
	

	SystemInformationBlockType1
	+
	+
	+
	

	SystemInformationBlockType1-MBMS
	+
	+
	+
	

	UEAssistanceInformation
	-
	-
	-
	

	UECapabilityEnquiry
	+
	-
	-
	Except if the UE is using Control plane CIoT EPS optimisation, E-UTRAN should retrieve UE capabilities only after AS security activation.

	UECapabilityInformation
	+
	-
	-
	

	UEInformationRequest
	-
	-
	-
	

	UEInformationResponse
	-
	-
	-
	In order to protect privacy of UEs, UEInformationResponse is only sent from the UE after successful security activation

	ULDedicatedMessageSegment
	+
	-
	-
	

	ULHandoverPreparationTransfer (CDMA2000)
	-
	-
	-
	This message should follow HandoverFromEUTRAPreparationRequest

	ULInformationTransfer
	+
	-
	-
	

	ULInformationTransferIRAT
	+
	-
	-
	

	ULInformationTransferMRDC
	-
	-
	-
	

	DLInformationTransferMRDC
	-
	-
	-
	

	WLANConnectionStatusReport
	-
	-
	-
	

	NOTE 1:	This message type carries segments of other RRC messages. The protection of an instance of this message is the same as for the message which this message is carrying.
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