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1 [bookmark: _Ref45424608]Introduction
A new study item on “NR Positioning Enhancements” was approved in RAN#86 ([1]) and its second objective is as follows:
Study solutions necessary to support integrity and reliability of assistance data and position information: [RAN2]
a. Identify positioning integrity KPIs and relevant use cases.
b. Identify the error sources, threat models, occurrence rates and failure modes requiring positioning integrity validation and reporting. 
c. Study methodologies for network-assisted and UE-assisted integrity.
NOTE 4:	Objective 2 is applicable to both, RAT-dependent and RAT-independent positioning methods.
This contribution recalls Error sources related to RAT-independent/GNSS analysed in R2-2007647, and proposes a TP to be included in Study Item Technical Report.
2 Discussion: GNSS position integrity concept and error sources
We recall integrity definitions from R2-2007646 and R2-2009129:
Integrity: A measure of the trust in the accuracy of the position-related data provided by the positioning system and the ability to provide timely and valid warnings to the UE and/or the LCS client when the positioning system does not fulfil the condition for intended operation.
The key when discussing about integrity risk of the GNSS positioning system is to understand the error sources. Regarding the errors affecting strictly the measurements and (possibly) assistance data employed to compute the position, the following section will describe the most significant sources of error that corrupt the pseudorange and carrier phase measurements obtained by GNSS receivers.
The following formula can be used to describe the overall error contribution for each GNSS measurement.
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	These terms are derived from the real time GNSS CORS reference network

	
	Uncertainty of the troposphere model
	

	
	Uncertainty of the combined orbit, clock, and bias corrections
	

	
	Uncertainty of the measurements in the given environment
	It is computed by the UE. Is perhaps the most difficult to determine as the value is dependent on UE environment, multipath, possible spoofing and jamming, and measurement quality.



Then, the next step would be to compute Protection Level, an integrity KPI, based on the expected behaviour of the error sources introduced above. How the integrity KPIs are derived by a position engine is related to implementation aspects and it should not be part of the scope of the work in 3GPP.
Observation 1: How the integrity KPIs are derived by a position engine is related to implementation aspects and it should not be part of the scope of the work in 3GPP.
It has been agreed in RAN2 that the feared events for UE-Based GNSS positioning in the SI are categorized as follows:
1. Faults in the correction data
2. Faults in transmitting the data to the UE
3. External feared events
4. UE faults
The analysis conducted in R2-2007647 [2] is recalled below, in support of the TP proposed in section 4.
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GNSS system: GNSS Ground Segment and GNSS Satellites errors
Faulty satellites and signals
Satellites can suffer HW failures and therefore enter into a mode in which they cannot broadcast a signal altogether for a period of time or permanently, depending on the magnitude of the issue. In situations like this the health of the GNSS satellite(s) and the signal(s) must be communicated to the UE in real-time. Outside of 3GPP, this is achieved by using flags in the message broadcast by SBAS systems or directly that particular GNSS constellation.
	3GPP: Is there already a solution in LPP?
Yes, the GNSS-RealTimeIntegrity IE. This is the most basic form of integrity capability.


Incorrect satellite orbit calculation
Orbital biases occur within the ephemeris predicted by the ground segment and transmitted by the satellite, mostly as a result of un-modelled gravitational forces. Estimates of ephemerides for all GNSS satellites are computed by their respective ground segment and uplinked to the satellites with other navigation data message parameters for rebroadcast to the user.
The effective pseudorange and carrier-phase errors due to ephemeris prediction errors can be computed by projecting the satellite position error vector onto the satellite-to-user line-of-sight vector. Ephemeris errors are generally smallest in the radial (from the satellite towards the center of the Earth) direction. The components of ephemeris errors in the along-track (the instantaneous direction of travel of the satellite) and cross-track (perpendicular to the along-track and radial) directions are much larger (because these components do not project significantly onto line of sights towards the Earth) [3].

	3GPP: Is there already a solution in LPP?
Yes, GNSS-SSR-OrbitCorrections IE. Individual quality indicator is missing – can be useful for UE-based integrity checks.



Satellite clock errors
GNSS satellites contain atomic clocks that control all onboard timing operations including broadcast signal generation. Although these clocks are highly stable, they are not typically perfectly synchronized with their respective system times. Rather, the time read on the satellite clocks, referred to as SV time, is allowed to float within a certain tolerable range and clock correction fields in the navigation data are supplied to adjust for the deviation between SV time and GNSS time. Each GNSS determines and transmits clock correction parameters (usually based upon a second-order polynomial) to the satellites for rebroadcast in the GNSS navigation message. The satellite clocks experience drift and noise which, although being modelled and broadcast, residual error remains. Besides, the error increases since the last upload of the modelled parameters to the satellite [3].

	3GPP: Is there already a solution in LPP?
Yes, GNSS-SSR-ClockCorrections IE. Individual quality indicator is missing – can be useful for UE-based integrity checks.



Satellite Biases
Each of the ranging codes generated onboard the SV experiences a different delay from signal generation to output from the antenna phase centre. This delay is due to the different analog and digital signal paths corresponding to each signal. This delay is defined as the equipment group delay and consists of a bias and an uncertainty.
GNSS satellite antennas also can cause bias errors. The apparent antenna phase and group delay centres move slightly as a function of off-boresight angle. This effect can result in pseudorange biases of up to ±0.5m and carrier-phase biases of up to ±2 cm.

	3GPP: Is there already a solution in LPP?
Yes, GNSS-SSR-CodeBias and GNSS-SSR-PhaseBias IEs. Individual quality indicator is missing – can be useful for UE-based integrity checks.



Atmospheric effects
Ionosphere
The Ionosphere is the region of the atmosphere between around 80km – 600km above the Earth. The signals are delayed in the region above an altitude of 80km by an amount proportional to the number of free electrons given off by the Sun. The effect is lower when the satellite is at the zenith than when it is near the horizon and it is frequency dependent. 
Note, when uncorrected ionosphere is the largest error source.
Dual-frequency users: Since the ionospheric delay is frequency dependent, it can virtually be eliminated by making and differencing ranging measurements on two frequencies [e.g., B1-C/E1/L1 (1,575.42 MHz) and B2a/E5a/L5 (1,176.45 MHz)]. Although ionospheric delay errors are removed, this approach has the drawback that measurement errors are significantly magnified through the combination.
Single frequency users: In this case it is obvious that the ionospheric-free combination cannot be employed. Consequently, models of the ionosphere are employed to correct for the ionospheric delay [3]: Klobuchar Model (GPS), NeQuick G (Galileo).
Troposphere
The troposphere is the lower part of the atmosphere that is nondispersive for frequencies up to 15 GHz. Within this medium, the phase and group velocities associated with the GNSS carrier and signal information (ranging code and navigation data) on the GNSS L-band frequencies are equally delayed with respect to free-space propagation. This delay is a function of the tropospheric refractive index, which is dependent on the local temperature, pressure, and relative humidity. Left uncompensated, the range equivalent of this delay can vary from about 2.4m for a satellite at the zenith and the user at sea level to about 25m for a satellite at an elevation angle of approximately 5° [3]. Basic models can correct up to 90%. 
The refractivity is often modelled as including both a dry (hydrostatic) and wet (non-hydrostatic) component. The dry component, which arises from the dry air, gives rise to about 90% of the tropospheric delay and can be predicted very accurately. The wet component, which arises from the water vapor, is more difficult to predict due to uncertainties in the atmospheric distribution.

	3GPP: Is there already a solution in LPP?
Yes, GNSS-SSR-STEC-Correction and GNSS-SSR-GriddedCorrection IEs.


Possible GNSS HW and design failures 
Receiver noise
Measurement errors are also induced by the receiver tracking loops, so this is an inherent noise within the receiver which causes jitter in the signal. Typical modern receiver 1σ values for the noise and resolution error are on the order of a decimetre or less in nominal conditions (i.e., without external interference) and negligible compared to errors induced by multipath.

	3GPP: Is there already a solution in LPP?
No, it is not needed nor possible. UE specific errors need to be modelled on-board.



Degradation of service – additional errors associated to GNSS receivers
Degradation of service can be more insidious than service denial: user equipment may continue to function, but with less precision. Or it may appear to be functioning normally, but instead be providing hazardously misleading information. Service degradation can result from many causes varying from multi-path reflections of GNSS signals in urban canyons, to deliberate spoofing by malicious actors intending harm to a user or group of users. 
Environment-dependent errors: Multipath
In addition to the direct satellite-to-receiver path, the signals are also reflected from the ground and other objects. These cause multiple copies of the signal or a broadening of the signal arrival time both of which reduce precision. Since the path travelled by a multipath is always longer than the direct path, multipath arrivals are delayed relative to the direct path. Multipath reflections from nearby objects, or even grazing multipath reflected from distant objects, can arrive at short delays (e.g., tens or hundreds of nanoseconds) after the arrival of the direct path. Such multipath distort the correlation function between the received composite (direct path plus multipaths) signal and the locally generated reference in the receiver, and also distort the phase of the composite received signal, introducing errors in pseudorange and carrier phase measurements that are different among the signals from different satellites, and thus produce errors in position, velocity, and time [3].
This makes that one of the most significant errors incurred in the receiver measurement process is multipath. Multipath errors on both pseudorange and carrier-phase measurements vary significantly in magnitude depending on the environment the receiver is located within, satellite elevation angle, receiver signal processing, antenna gain pattern, and signal characteristics.
Besides, unlike the other error sources considered thus far, receiver noise and multipath result in pseudorange and carrier-phase errors that are uncorrelated between receivers separated by even very short baselines. Multipath, in particular, often dominates error budgets for short-baseline code- and carrier-based DGNSS systems for two reasons. First, it causes pseudorange and carrier-phase errors that are generally statistically larger than those caused by receiver noise. Second, the fact that multipath errors are uncorrelated from receiver to receiver means that the difference in measurement error caused by multipath between two receivers has a variance described as the sum of the multipath error variance attributable to each alone. The magnitude of multipath errors varies significantly depending on the type of receiver and environment. Both receiver noise and multipath errors can change very rapidly.
Environment-dependent errors: Multipath with blockage or shadowing (Non-Line of sight, NLoS)
The effects of multipath are commonly assessed when the direct path signal is received unattenuated, so that multipath power is lower than direct path power. When blockage or shadowing of the direct path occurs along with multipath, the received power of the multipath may be even greater than the received power of the shadowed direct path. Such a phenomenon can occur in outdoor situations and also in indoor situations, such as when the direct path is significantly attenuated while passing through walls or ceiling and roof, while the multipath is reflected from another building and arrives with little attenuation through a window or other opening. Consequently, shadowing of the direct path and multipath has combined effects on the relative amplitudes of direct path and multipaths. In some cases, shadowing of the direct path may be so severe that the receiver only tracks the Non Line-of-Sight (NLoS) multipath(s) and errors of several tens of meters can appear in the pseudorange measurements. NLoS is more likely to happen in urban environments and is an important issue for integrity.
	3GPP: Is there already a solution in LPP?
No, not needed. This is a local error, specific to each receiver and is multipath suppression techniques are running on-board.



Intentional threats (man-made)
Research to date has considered two extremes of interference: simple jamming sources that aim to overpower GNSS signals, and sophisticated spoofing signals that aim to covertly mislead GNSS receivers.
Jamming or denial of service
The theoretical principle behind it is the jamming of data transmission in general between a transmitter and a receiver. The practical principle defines however the exclusive jamming of the data receiver. At this point of transmission the signal is weakest and most open to attack. There are few ways to attack the data exchange between two wireless connected points. First, the attacker is just passively listening and trying to conclude information. Second, the attacker is transmitting energy to disrupt dependable data transmission. Third, the attacker threatens integrity and confidentiality of a transmission on a higher-layer active attack. This section describes the second type, namely attacks threatening availability, intended as Denial of Service (Dos) which affect one to more users at once. 
Studies of simple jamming attacks have demonstrated that it is relatively easy, given sufficient broadcast power, to deny the use of GNSS to many receivers in a given geographic area. A typical jammer relies on power and spectral occupation to deny the GNSS signals.
Jamming represents complete disruption of GNSS signals by another radio frequency source, be it the sun, privacy seeking citizens, or belligerent nations. Jamming can heave very serious impacts, depending upon the number and type of affected users, duration of the disruption, etc. For example, low-cost GNSS jammers have caused more than 50,000 disruptions between 2016 and 2018 in Europe alone [4].
Other schemes, more difficult to mitigate, include a jammer equipped with a simple low-cost commercial GNSS receiver, providing accurate position, time and satellite ephemerides. With this information, it might be possible to trigger short and sparse bursts of interference, such as to deny GNSS to a nearby receiver with a very low average power. More on spoofing on the next section. Simple jamming is a very easy attach to launch but is also very easily detected, readily localized, and often relatively easily mitigated.
	3GPP: Is there already a solution in LPP?
No.
In the future, mobile wireless networks could act as systems for GNSS RF interference monitoring; such idea is beyond the scope of the current SID.

	Outside 3GPP:
GNSS systems providers: Geometry diversity, stronger signals, broadcast on more frequencies, and using more constellations simultaneously could represent protection against GNSS jamming.



Spoofing and Integrity Attestation
GNSS spoofing is an RF threat that is emerging and can severely impact the integrity of the end user position. It aims at making the receiver compute a false position and time. However, spoofing attacks are difficult to detect and can also be deployed in a coherent manner, as such bypassing any integrity detection and recovery measures (i.e. RAIM). Therefore, when such events occur, the measurements from the receiver can pass the integrity check, even if the error of the computed position far exceeds the expected accuracy.
GNSS service providers have come to the help of users and are working on securing their publicly broadcast signals. In order to overcome these threats, signal and message/data channel authentication solutions are being deployed by GNSS systems providers to ensure authenticity to the ranging measurements and data channels, proving attestation to the integrity targeted by the navigation system. Such authentication solutions are especially useful for road users, UAVs, rail users, and timing users. These UEs will then need to retrieve the following information: 
· Ranging Authentication Data: primarily the cryptographic data needed to reconstruct and use the solutions for signal/ranging authentication; 
· Data Channel Authentication data: The navigation data and their authentication tags (digital signatures in the data stream of the GNSS broadcast).
The drawback to data authentication and ranging signal authentication is that they both endure an authentication delay. In other words, the user must wait for a period of time before they can despread the stored cryptographic precorrleation samples or evaluate the digital signature sent by the GNSS satellite. 
This delay is further increased by the fact that GNSS services are broadcast systems with very low data rates (50-150 bps) i.e., small data amounts need lots of time to be broadcast in full. The introduction of A-GNSS has partly solved the need for GNSS Data Authentication for in coverage UE who can retrieve GNSS Navigation Message from 5GS through an LPP transaction instead from GNSS signals. 
Ranging authentication is an essential means to provide proof of integrity in the PVT solutions of the end users. The idea is to protect the GNSS pseudorange, performed by the UE, from intentional acts, ensuring the trustworthiness of location and time. The proof of integrity on ranging at the user side requires the reception of cryptographic data that are broadcasted through the signal in space. As we seen above, the time to retrieve such data directly from the GNSS signal can be high impacting the battery consumption.
Therefore, the provision of such assistance data by the 5GS could prove an added value towards a GNSS integrity in the position domain. In this scenario UE could instantaneously verify that the received signal and data came from the correct source i.e., a GNSS constellation and avoiding spending energy required in the case in which the UE retrieves the data from the GNSS signal. Lastly, the 5GS could provide UE a GNSS-independent time source which is a prerequisite in any GNSS authentication solution (GNSS time can also be manipulated and redundancy is needed).
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	3GPP: Is there already a solution in LPP?
Partly. 
· GNSS Navigation Message Authentication: Introduction of A-GNSS has partly solved the need for GNSS Data Authentication for in coverage UE who can retrieve GNSS Navigation Message from 5GS through an LPP transaction instead from GNSS signals. 
· GNSS Ranging Authentication: There is no operational solution for GNSS Ranging Authentication (nor inside nor outside 3GPP ecosystem) although solutions are being under design at GNSS constellations providers – see Galileo and GPS.
In the future, mobile wireless networks could enable GNSS ranging and navigation authentication by acting as an alternative data channel to the GNSS signal in space for the dissemination of cryptographic assistance data.
Note, GNSS-ReferenceTime, GNSS-SystemTime, and NetworkTime IEs are seen as assets for a possible network-assisted authentication solution.

	Outside 3GPP:
GNSS systems: In response to this emerging hazard, several spoofing mitigation strategies are under development by the GNSS service providers: cryptographic authentication of GNSS ranging signals and data channels by the core GNSS constellations. Data authentication solutions under development include Galileo Open Service – Navigation Message Authentication (OS-NMA), GPS Chips-Message Robust Authentication (CHIMERA), SBAS etc. A ranging authentication scheme is also under discussion for Galileo system, BeiDou, and QZSS.


GNSS CORS networks
GNSS correction networks collect and process GNSS measurements in order to be able to obtain estimations of the satellite orbits and clocks more accurate than the broadcast ones. The objective is to provide the corrections to the broadcast ephemeris, thus making GNSS far more accurate, improving it to a few cm under good conditions.
5GS and interface to outside
Data tampering i.e., spoofing can also affect the quality and integrity of the positioning services provided by 5GS. For instance the interface (noted with number 8 in figure from below) between 5GS and a GNSS Corrections Network (need for RTK, PPP-RTK, etc.) may be vulnerable to malicious attacks. The situation here is similar to the GNSS Data Channel tampering described in section 3.4.3.2 but applicable to another type of data transmission channel.
The possible impact of the 5GS on the integrity of the position information should also be considered by 3GPP experts.
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Observation 1: How the integrity KPIs are derived by a position engine is related to implementation aspects and it should not be part of the scope of the work in 3GPP.
Observation 2: For an assisted positioning with GNSS there are three major factors in determining overall position accuracy: the quality of the range measurements, the quality of the satellite geometry, and the quality of the GNSS assistance data.

Observation 3: In addition, harmful events such as RF interference/jamming and spoofing of GNSS signals and data threatens integrity and reliability of a GNSS transmission.
Proposal 1: 	Use the TP in R2-2010061 as baseline for section 9.3.1 of TR 38.857.
3 Conclusions
In this contribution, we have made the following observations and proposal:
Observation 1: How the integrity KPIs are derived by a position engine is related to implementation aspects and it should not be part of the scope of the work in 3GPP.
Proposal 1: 	Use the TP in R2-2010061 as baseline for section 9.3.1 of TR 38.857.
4	Text Proposal
Based on discussions in R2-2009129 [4] a baseline structure for RAT-independent GNSS error categories is supported by all participants. A TP for 9.3.1 section on TR 38.857 [5] is provided below.

--------------------------------------------- Start Text Proposal -------------------------------------------

9.3	Positioning Integrity Error Categories
9.3.1		RAT-Independent
9.3.1.1		GNSS
9.3.1.1.1		Faults in the correction data
1. Incorrect computation by the provider
GNSS correction networks collect and process GNSS measurements in order to be able to obtain estimations of various GNSS corrections (e.g., the satellite orbits, clocks, etc.).  All impacted GNSS corrections are described in section 8.1 of TS 38.305.
Different type of events can lead to the incorrect computation of corrections: there can be errors on the implementation of the algorithms employed by the provider to compute the corrections; equipment mafunction may corrupt the measurements employed by the provider; or the correction data computed by the provider may be corrupted before being sent. In any case these events are handled at by the provider by performing consistency checks on its input data, checking the validity of the corrections before sending them and applying CRCs.
1. External feared event impacting the provider
The correction service provider generates/computes the correction data employed to estimate the location of the UE. Any event affecting the quality of the generated data i.e., poor accuracy, will be considered as feared events impacting the provider. 
This is different than the incorrect computation of the corrections, which are mainly due to wrong implementation of algorithms or corrupted data. These events comprise situations affecting the estimation process that happens at the correction provider, like not having enough data to compute the corrections (e.g. limited number of GNSS sensor stations recording measurements from GNSS satellites) or not having recent data (e.g. due to outages in the communications between the processing center and the GNSS sensor stations providing satellite measurements). The quality of the corrections will degrade with time and besides, even if the corrections are considered accurate enough, the satellite would not be recently monitored so any event happening at the satellite during the outage would go undetected.
A first approach to handle this type of events is to monitor these situations at the provider and, for those satellites not achieving some required threshold conditions, flag them or not send their corrections. This ON/OFF approach can work when there is only one level of target accuracy that needs to be achieved but, when there can be several levels of target accuracy and, moreover, when these levels are not predefined, then a more flexible and powerful approach is for the provider to indicate the quality of each correction thus allowing the location function to decide whether it uses the satellite or not and to have a better estimation of the location errors.
9.3.1.1.2		Faults in transmitting the data to the UE
1. Data integrity faults
Data tampering i.e., spoofing can also affect the quality and integrity of the positioning services provided by 5GS. For instance the interface between 5GS and a GNSS Corrections Network (need for RTK, PPP-RTK, etc.) may be vulnerable to malicious attacks. The situation here is similar to the GNSS Data Channel tampering described in section 9.3.1.1.3 but applicable to another type of data transmission channel.
9.3.1.1.3		External feared events
1. Satellite feared events
Satellites can suffer HW failures and therefore enter into a mode in which they cannot broadcast a signal altogether for a period of time or permanently, depending on the magnitude of the issue. In situations like this the health of the GNSS satellite(s) and the signal(s) must be communicated to the UE in real-time. This is achieved by using flags in the message broadcast by SBAS systems or directly by the affected GNSS constellation. Alternatively, the GNSS-RealTimeIntegrity IE can be used in UE-based mode. This is the most basic form of integrity capability included in LPP protocol.
1. Atmospheric feared events
The Ionosphere is the region of the atmosphere between around 80km – 600km above the Earth. The GNSS signals are delayed in the region above an altitude of 80km by an amount proportional to the number of free electrons given off by the Sun. The effect is lower when the satellite is at the zenith than when it is near the horizon and it is frequency dependent. Since the ionospheric delay is frequency dependent, it can virtually be eliminated by making and differencing ranging measurements on two GNSS frequency bands e.g., B1-C/E1/L1 (1,575.42 MHz) and B2a/E5a/L5 (1,176.45 MHz). Although ionospheric delay errors are removed, this approach has the drawback that measurement errors are significantly magnified through the combination. When not removed, ionosphere represents the largest error source.
The troposphere is the lower part of the atmosphere that is nondispersive for frequencies up to 15 GHz. Within this medium, the phase and group velocities associated with the GNSS carrier and signal information (ranging code and navigation data) on the GNSS L-band frequencies are equally delayed with respect to free-space propagation. This delay is a function of the tropospheric refractive index, which is dependent on the local temperature, pressure, and relative humidity. Left uncompensated, the range equivalent of this delay can vary from about 2.4m for a satellite at the zenith and the user at sea level to about 25m for a satellite at an elevation angle of approximately 5° [3]. Basic models can correct up to 90%, linked to the dry component, while the remaining errors are linked to the wet component which is more difficulty to predict due to uncertainties in the atmospheric distribution. 
LPP already includes an IE for these correction data, namely GNSS-SSR-STEC-Correction, GNSS-SSR-GriddedCorrection. An individual quality indicator is missing and it can be easily added as a field to each of these IEs.
1. Multipath
Multipath is one of the most significant errors incurred in the GNSS receiver measurement process. The magnitude of multipath errors varies rapidly and significantly depending on the environment the receiver is located within, satellite elevation angle, receiver signal processing, antenna gain pattern, and signal characteristics. Unlike the other error sources considered thus far, multipath errors are uncorrelated even in short-baselines and cannot be removed by differential techniques (e.g., RTK). 
There are two multipath scenarios:
· Multipath without blockage (Line-of-Sight, LOS)
In addition to the direct satellite-to-receiver path, the signals are also reflected from the ground and other objects. These cause multiple copies of the signal or a broadening of the signal arrival time both of which reduce precision. Since the path travelled by a multipath is always longer than the direct path, multipath arrivals are delayed relative to the direct path. Multipath reflections distort the correlation function between the received composite (direct path plus multipaths) signal and the locally generated reference in the GNSS receiver, and also distort the phase of the composite received signal, introducing errors in pseudorange and carrier phase measurements that are different among the signals from different satellites, and thus produce errors in position, velocity, and time [3].
· Multipath with blockage or shadowing (Non-Line of sight, NLoS)
[bookmark: _GoBack]The effects of multipath are commonly assessed when the direct path signal is received unattenuated, so that multipath power is lower than direct path power. When blockage or shadowing of the direct path occurs along with multipath, the direct path is attenuated and received power of the multipath may be even greater than the received power of the shadowed direct path. Such a phenomenon can occur in outdoor situations and also in indoor situations, when the direct path is significantly attenuated while passing through walls or ceiling and roof, while the multipath is reflected from another building and arrives with little attenuation through a window or other opening. Consequently, shadowing of the direct path and multipath has combined effects on the relative amplitudes of direct path and multipaths. In some cases, shadowing of the direct path may be so severe that the receiver only tracks the Non Line-of-Sight (NLoS) multipath(s) and errors of several tens of meters can appear in the pseudorange measurements. 
NLoS is more likely to happen in urban environments and is an important issue for integrity. This is a local error, specific to each receiver and its mitigation takes place at the UE without assistance data from LMF.
1. Jamming
The theoretical principle behind this threat is the jamming of data transmission in general between a transmitter and a receiver. The practical principle defines however the exclusive jamming of the GNSS receiver where the transmitted signal is weakest and most open to attack.
A typical jammer relies on power and spectral occupation to deny the GNSS signals. Studies of simple jamming attacks have demonstrated that it is relatively easy, given sufficient broadcast power, to deny the use of GNSS to many receivers in a given geographic area. Jamming represents complete disruption of GNSS signals by another radio frequency source, be it the sun, privacy seeking citizens, or belligerent nations. Jamming can heave very serious impacts, depending upon the number and type of affected users, duration of the disruption, etc. For example, low-cost GNSS jammers have caused more than 50,000 disruptions between 2016 and 2018 in Europe alone.
Simple jamming is a very easy attack to launch but is also very easily detected, readily localized, and often relatively easily mitigated. GNSS systems providers offer protection against jamming by stronger signals, broadcast on more frequencies, and using more constellations simultaneously. 
1. Spoofing
In this type of threat the attacker threatens integrity and confidentiality of a GNSS transmission by broadcasting false signals with the intent that the victim receiver will misinterpret them as authentic signals. Spoofing aims at making the receiver compute a false position and time. Spoofing attacks are difficult to detect and can also be deployed in a coherent manner, as such bypassing any integrity detection and recovery measures (i.e. RAIM). Therefore, when such events occur, the measurements from the receiver can pass the integrity check, even if the error of the computed position far exceeds the expected accuracy.
GNSS service providers have come to the help of users and are working on securing their publicly broadcast signals. In order to overcome these threats, signal and message/data channel authentication solutions are being deployed by GNSS systems providers to ensure authenticity to the ranging measurements and data channels, proving attestation to the integrity targeted by the navigation system. Such authentication solutions are especially useful for road users, UAVs, rail users, and timing users. These UEs will then need to retrieve the following information: 
· Ranging Authentication Data: primarily the cryptographic data needed to reconstruct and use the solutions for signal/ranging authentication; 
· Data Channel Authentication data: the navigation data and their authentication tags (digital signatures in the data stream of the GNSS broadcast).
The drawback to data authentication and ranging signal authentication is that they both endure an authentication delay. In other words, the user must wait for a period of time before they can despread the stored cryptographic precorrleation samples or evaluate the digital signature sent by the GNSS satellite. This delay is further increased by the fact that GNSS services are broadcast systems with very low data rates (50-150 bps) i.e., small data amounts need lots of time to be broadcast in full. Therefore, the time to retrieve such data directly from the GNSS signal can be high impacting the battery consumption. 
The introduction of A-GNSS has partly solved the need for GNSS Data Authentication for UEs which can retrieve GNSS Navigation Message from 5GS through an LPP transaction instead from GNSS signals. On the other hand, ranging authentication continues to be a serious challenge. The idea is to protect the GNSS pseudorange, performed by the UE, from intentional acts, ensuring the trustworthiness of location and time.  In response to this emerging hazard, several spoofing mitigation strategies are under development by the GNSS service providers: cryptographic authentication of GNSS ranging signals and data channels by the core GNSS constellations (Galileo OS-Authentication, GPS-CHIMERA, BeiDou, and QZSS) although at this moment there is no operational service.
RAT-dependent positioning techniques could be used as independent means to cross-check the authenticity of position reported by the GNSS receiver, while GNSS-ReferenceTime, GNSS-SystemTime, and NetworkTime IEs could be used as redundant information to cross-check the authenticity of the GNSS time reported by the receiver. Besides these capabilities, useful in detecting a spoofing event, 5GS could also enable GNSS ranging and navigation authentication by acting as an alternative data channel to the GNSS signal in space for the dissemination of cryptographic assistance data. In this scenario UE could instantaneously verify that the received signal and data came from the correct source i.e., a GNSS constellation and avoid spending energy to retrieve the data from the GNSS signal.
9.3.1.1.4		UE faults
UE specific errors are not possibile to mitigate with assistance data from the network, the UE is responsible for mitigating these feared events locally, based on implementation. 
1. GNSS receiver design faults
Measurement errors are also induced by the receiver tracking loops, so this is an inherent noise within the receiver which causes jitter in the signal. Typical values for the noise and resolution error in the case of GNSS modern reeivers are on the order of a decimetre or less in nominal conditions (i.e., without external interference) and negligible compared to errors induced by multipath.
1. GNSS receiver noise
Measurement errors are also induced by the receiver tracking loops, so this is an inherent noise within the receiver which causes jitter in the signal. Typical values for the noise and resolution error in the case of GNSS modern reeivers are on the order of a decimetre or less in nominal conditions (i.e., without external interference) and negligible compared to errors induced by multipath.
1. Incorrect reception and decoding of GNSS assistance data



--------------------------------------------- End Text Proposal --------------------------------------------
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