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1	Introduction
The WID of NR small data transmissions in INACTIVE state [RP-201305] targets mechanisms enabling UL small data transmissions (SDT) using either RACH procedures or pre-configured PUSCH resources.
The following was agreed at RAN2#111e:
Agreements 
1 	Small data transmission with RRC message is supported as baseline for RA-based and CG based schemes  
2	RRC-less can be studied for limited use cases (e.g. same serving cell and/or for CG) with lower priority
3	Context fetch and data forwarding with anchor re-location and without anchor re-location will be considered.   FFS if there are problems with the scenario “without anchor relocation”. 
4	From RAN2 perspective, stored “configuration” in the UE Context is used for the RLC bearer configuration for any SDT mechanism (RACH and CG).
5	The 2-step RACH or 4-step RACH should be applied to RACH based uplink small data transmission in RRC_INACTIVE
6	The uplink small data can be sent in MSGA of 2-step RACH or msg3 of 4-step RACH.
7	Small data transmission is configured by the network on a per DRB basis
8	Data volume threshold is used for the UE to decide whether to do SDT or not.   FFS how we calculate data volume.  
	FFS if an “additional SDT specific” RSRP threshold is further used to determine whether the UE should do SDT
9	UL/DL transmission following UL SDT without transitioning to RRC_CONNECTED is supported 
10	When UE is in RRC_INACTIVE, it should be possible to send multiple UL and DL packets as part of the same SDT mechanism and without transitioning to RRC_CONNECTED on dedicated grant.  FFS on details and whether any indication to network is needed.  

In this paper, we discuss security aspects of SDT in regard to both the RRC-based and RRC-less methods. 
2	Discussion
[bookmark: _Hlk47532824]2.1 SA3 input on SDT
Based on the SA3 input for a UE in RRC_INACTIVE using the SDT mechanism, which was provided during Rel-14 NR Study Item phase (see summary in Table 1), the following security procedures have to be ensured when using SDT:
1) UE identification: this is meant to identify the stored UE AS context.
2) UE verification: this is meant to facilitate the authentication of the UE at the gNB.
3) Network verification: this is meant to facilitate the authentication of the network at the UE.
4) User-plane data ciphering and key updates: this is meant to ensure proper confidentiality of the user-plane data.
5) Integrity protection of command for RRC state change: this is meant to ensure the integrity of the command instructing the UE to perform an RRC state change e.g. in order to avoid RRC state misalignment between the network and UE.
[bookmark: _Ref51873494]Table 1 Summary of SA3 security input on SDT (source: R2-1702207/S3-170460)
	Characteristics
	(1) Same cell (where UE context is stored)
	(2) Same PDCP entity (e.g. PDCP entity is not relocated)
	(3) Different cell (than where the UE context is stored) and the cell is “covered” by a different PDCP entity (e.g. PDCP entity is relocated)

	(a) Data integrity protection 
	Recommended using stored PDCP security context
	Recommended using stored PDCP security context
	Recommended

	(b) UE verification
	Needed using stored PDCP security context
	Needed using stored PDCP security context
	Needed using stored PDCP security context

	(c) Network verification
	Needed using stored PDCP security context
	Needed using stored PDCP security context
	Needed using new PDCP security context

	(d) New ciphering key
	Not needed
	Not needed
	Needed

	(f) Removing Msg5
	OK
	OK
	OK

	(g) Msg3 integrity protection 
	Recommended
	Recommended
	Recommended with new key

	(h) Integrity protection of command to send UE into RRC_INACTIVE (change of state/configuration)
	Needed
	Needed
	Needed



In addition to the security requirements above, traceability of UEs in RRC_INACTIVE should be avoided as per TS 33.501. For this purpose, TS 33.501 mandates currently that the UE ID part of the I-RNTI assigned by the network shall be different in consecutive suspends of the same UE. It is noted that the UE mobility could be traced if the I-RNTI over the air was not changed every time and was intercepted, because to resume the connection, the UE sends to the network the RRC Resume Request message, which includes the I-RNTI, on CCCH that is not secured. 

2.2 Security aspects of RRC-based SDT
The RRC-based method was agreed at RAN2#111e as the baseline method for SDT:
Agreements 
1 	Small data transmission with RRC message is supported as baseline for RA-based and CG based schemes  

Such approach entails that the UE, making a small data transmission for transferring UL data, multiplexes at the MAC layer a CCCH SDU containing an RRC message (e.g. the RRC Resume Request) and a DTCH/DCCH SDU containing one ciphered small UL data packet. The UL data, including the RLC and PDCP headers, should be ciphered by the UE according to the security information stored in the UE AS Context, where the ciphering keys are derived using the NextHopChainingCount (NCC) parameter provided to the UE by the last serving gNB upon RRC state transition to RRC_INACTIVE. The RRC message (e.g. RRC Resume Request) includes information about the UE resume identity (i.e. I-RNTI), the UE authentication token (i.e. MAC-I) and a cause value (e.g. the resume cause). The signalling diagram of the RRC-based SDT is shown in Figure 1 assuming the RRC Resume Request message and RRC Release message with SuspendConfig.
[image: ]
Figure 1: RRC-based SDT 

As per TS 38.331, the RRC Resume Request and RRC Resume Request1 messages are defined for the resume of the connection, using the short or full I-RNTI value, respectively. Namely the message includes the UE resume Identity (24-bit short I-RNTI or 40-bit I-RNTI to determine the UE identity), the short resumeMAC-I (a 16-bit long authentication token to facilitate the authentication of the UE at the gNB), and the resumeCause (8-bit indication to determine the cause of the transmission). 
RRCResumeRequest-IEs ::=     SEQUENCE {
    resumeIdentity              ShortI-RNTI-Value,
    resumeMAC-I                 BIT STRING (SIZE (16)),
    resumeCause                 ResumeCause,
    spare                       BIT STRING (SIZE (1))
}

RRCResumeRequest1-IEs ::=    SEQUENCE {
    resumeIdentity               I-RNTI-Value,
    resumeMAC-I                  BIT STRING (SIZE (16)),
    resumeCause                  ResumeCause,
    spare                        BIT STRING (SIZE (1))
}

It is noted that such control information included in the RRC Resume Request message allows to comply with the  security requirement to perform UE authorization validation at any SDT using the (CP) MAC-I (see Section 2.1). It also allows for successful network operations related to the processing of the UL data (e.g. UE context identification based on I-RNTI).
Observation 1: The signaling information included in the RRC Resume Request allows to comply with the security requirement of UE verification and allows for successful network processing of the UL data.  
Furthermore, as per TS 38.331, the RRC Release message (integrity protected and ciphered) in the SuspendConfig IE used to instruct the UE to move (back) to RRC_INACTIVE, contains a fresh I-RNTI and NCC parameters to be used by the UE at a next SDT or resume attempt. This allows to comply with the security requirements discussed in Section 2.1 (i.e. integrity protection of the command for RRC state change, avoidance of UE traceability, and security keys update). 

SuspendConfig ::=                   SEQUENCE {
    fullI-RNTI                          I-RNTI-Value,
    shortI-RNTI                         ShortI-RNTI-Value,
    ran-PagingCycle                     PagingCycle,
    ran-NotificationAreaInfo            RAN-NotificationAreaInfo           OPTIONAL,   -- Need M
    t380                                PeriodicRNAU-TimerValue            OPTIONAL,   -- Need R
    nextHopChainingCount                NextHopChainingCount,
    ...
}

Observation 2: The integrity protection of the RRC Release message and the signaling information included in the SuspendConfig allow to comply with the security requirements needed to close an SDT procedure.  
We remark that the security framework discussed above related to the UL and DL small data transmissions is fully aligned with UP-EDT, whose security framework was confirmed by SA3.
Proposal 1: The EDT security framework is used as baseline for SDT.
2.3	Security aspects of RRC-less SDT
The RRC-less method was agreed at RAN2#111e to be studied for limited use cases of SDT (e.g. same serving cell and/or for CG): 
Agreements 
2 	RRC-less can be studied for limited use cases (e.g. same serving cell and/or for CG) with lower priority

Such approach entails that the UE, making a small data transmission for transferring UL data, does not send an RRC message such that the RRC layer need not be involved. It is currently open the exact justification and benefits of such approach, as well as e.g. what would be the necessary control information to be provided by the UE and how the information should be provided. The signalling diagram of the RRC-less SDT is shown in Figure 2.
[image: ]
Figure 2: RRC-less SDT
If the RRC-less method has to be considered, one crucial goal should be to remove the need of RRC involvement, enabling SDT transmissions that by-pass RRC. This goal allows to minimize network signalling particularly in RAN split architectures, where - upon receiving an SDT transmission from the UE - the gNB-DU would need otherwise to communicate with the RRC layer located at the gNB-CU-CP. In turn, the network signalling reduction would result in faster processing of the UP data, e.g. faster SDT packet delivery between MAC/RLC instance (located at the gNB-DU) and PDCP instance (located at the gNB-CU-UP), and thus in reduced UP data latency.
Observation 3: The RRC-less method should remove the need of RRC involvement for minimizing network signalling and UP data latency, which is particularly prominent in RAN split architectures.
In light of the discussion in Section 2.1 and Section 2.2, it can be observed that the RRC layer is responsible for several security functionalities in the RRC-based SDT approach as listed in Table 2.
Table 2  Security procedures for RRC-based SDT
	Security procedure
	RRC-based SDT

	1. UE identification and avoidance of UE traceability
	· Identification of the stored UE AS context based on I-RNTI 
· New I-RNTI provisioning to UE at every SDT/resume

	2. UE verification
	· UE authentication validation based on (CP) MAC-I

	3. Network verification
	· Network verification based on Integrity Protection of RRC Release message

	4. User-plane data ciphering and key updates
	· Ciphering / deciphering of UP data based on UE AS security context 
· New NCC provisioning to UE at every SDT/resume  

	5. Integrity protection of command for RRC state change
	· Integrity-protected RRC Release message



Based on Table 1 in Section 2.1, the UE is not required to use a new ciphering key for SDTs performed in the same serving cell or without PDCP relocation. Therefore, if the RRC-less SDT method is limited to these scenarios, the security key can be maintained across different SDTs. However, the other security requirements still apply. Hence, to design an RRC-less approach that does not involve the RRC layer, the security aspects and issues listed in Table 3 should be discussed.
Table 3: Security aspects to be discussed for RRC-less SDT without RRC involvement
assuming same serving cell or no PDCP relocation scenarios 
	Security procedure
	RRC-less SDT

	1. UE identification and avoidance of UE traceability
	· How to identify the UE AS context 
· Could I-RNTI provisioning to UE be omitted (i.e. it need not be provisioned at every SDT/resume)?

	2. UE verification
	· Could UE authentication validation be based on User-Plane MAC-I 
(i.e. by enabling User Plane Integrity Protection for SDT to replace CP MAC-I)?

	3. Network verification
	· How to enable network verification 

	4. User-plane data ciphering and key updates
	· Ciphering / deciphering of UP data based on UE AS security context 
· NCC provisioning to UE can be omitted (i.e. it need not be provisioned at every SDT/resume)

	5. Integrity protection of command for RRC state change
	· How the UE should be moved back to RRC_INACTIVE at the end of an SDT procedure



Proposal 2: If the RRC-less approach is to be defined, RAN2 to consult SA3 on security aspects related to the RRC-less SDT.  
3	Conclusions
[bookmark: _Hlk46849223]In this paper we have the following observations and proposals:
Proposal 1: The EDT security framework is used as baseline for SDT.
[bookmark: _GoBack]Proposal 2: If the RRC-less approach is to be defined, RAN2 to consult SA3 on security aspects related to the RRC-less SDT.  
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