Page 4
Draft prETS 300 ???: Month YYYY
3GPP TSG-RAN WG2 #112e	R2-2009697
Electronic meeting, November 2nd – 13th 2020

Agenda Item:	5.4.1.1
Source:	Ericsson
Title:	Clarification on RRC Reestablishment procedure
Document for:	Discussion, Decision
1	Introduction
In Rel-15, NR RRC Reestablishment procedure was specified with some differences compared to LTE RRC Reestablishment e.g. RRCReestablishment message transmitted on SRB1. That led to some differences in some requirements concerning the first RRCReconfiguration after re-establishment that are currently not clear, in particular the need to re-establish PDCP and RLC entities.
This paper discusses the ambiguity and tries to clarify the issue (a TP is also attached).
[bookmark: _Ref178064866]2	Discussion
2.1	RRC Reestablishment procedure in NR 
In NR reestablishment procedure, the UE initiates SRB1 with default configuration so it can receive an RRCReestablishment message on SRB1. That message is an integrity protected message and includes the Next Hop Chaining Count (NCC) parameter so the UE can perform security key refresh. This is shown below as currently specified in TS 38.331: 
***************************************************************************************************************************
[bookmark: _Toc20425890][bookmark: _Toc29321286][bookmark: _Toc36219469][bookmark: _Toc36220145][bookmark: _Toc36513565][bookmark: _Toc46449623][bookmark: _Toc46489410]–	RRCReestablishment
The RRCReestablishment message is used to re-establish SRB1.
Signalling radio bearer: SRB1
RLC-SAP: AM
Logical channel: DCCH
Direction: Network to UE
RRCReestablishment message
-- ASN1START
-- TAG-RRCREESTABLISHMENT-START

RRCReestablishment ::=              SEQUENCE {
    rrc-TransactionIdentifier           RRC-TransactionIdentifier,
    criticalExtensions                  CHOICE {
        rrcReestablishment                  RRCReestablishment-IEs,
        criticalExtensionsFuture            SEQUENCE {}
    }
}

RRCReestablishment-IEs ::=          SEQUENCE {
    nextHopChainingCount                NextHopChainingCount,
    lateNonCriticalExtension            OCTET STRING                        OPTIONAL,
    nonCriticalExtension                SEQUENCE {}                         OPTIONAL
}

-- TAG-RRCREESTABLISHMENT-STOP
-- ASN1STOP

[…]
[bookmark: _Toc20425734][bookmark: _Toc29321130][bookmark: _Toc36219313][bookmark: _Toc36219989][bookmark: _Toc36513409][bookmark: _Toc46449467][bookmark: _Toc46489254]5.3.7.4	Actions related to transmission of RRCReestablishmentRequest message
The UE shall set the contents of RRCReestablishmentRequest message as follows:
1>	set the ue-Identity as follows:
[…]
1>	set the reestablishmentCause as follows:
[…]
1>	re-establish PDCP for SRB1;
1>	re-establish RLC for SRB1;
1>	apply the specified configuration defined in 9.2.1 for SRB1;
1>	configure lower layers to suspend integrity protection and ciphering for SRB1;
NOTE:	Ciphering is not applied for the subsequent RRCReestablishment message used to resume the connection. An integrity check is performed by lower layers, but merely upon request from RRC.
1>	resume SRB1;
1>	submit the RRCReestablishmentRequest message to lower layers for transmission.
[bookmark: _Toc20425735][bookmark: _Toc29321131][bookmark: _Toc36219314][bookmark: _Toc36219990][bookmark: _Toc36513410][bookmark: _Toc46449468][bookmark: _Toc46489255]5.3.7.5	Reception of the RRCReestablishment by the UE
The UE shall:
1>	stop timer T301;
1>	consider the current cell to be the PCell;
1>	store the nextHopChainingCount value indicated in the RRCReestablishment message;
1>	update the KgNB key based on the current KgNB key or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];
1>	derive the KRRCenc and KUPenc keys associated with the previously configured cipheringAlgorithm, as specified in TS 33.501 [11];
1>	derive the KRRCint and KUPint keys associated with the previously configured integrityProtAlgorithm, as specified in TS 33.501 [11].
1>	request lower layers to verify the integrity protection of the RRCReestablishment message, using the previously configured algorithm and the KRRCint key;
1>	if the integrity protection check of the RRCReestablishment message fails:
2>	perform the actions upon going to RRC_IDLE as specified in 5.3.11, with release cause 'RRC connection failure', upon which the procedure ends;
1>	configure lower layers to resume integrity protection for SRB1 using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>	configure lower layers to resume ciphering for SRB1 using the previously configured algorithm and, the KRRCenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>	release the measurement gap configuration indicated by the measGapConfig, if configured;
1>	submit the RRCReestablishmentComplete message to lower layers for transmission;
1>	the procedure ends.
***************************************************************************************************************************
[bookmark: _Toc54029791]In NR, the UE performs security key refresh upon reception of an RRCReestablishment message. 

One of the reasons to define RRCReestablishment message on SRB1 being integrity protected and including the NCC, was to enable the possibility for the network to multiplex the first RRCReconfiguration and the RRCReestablishment in the same MAC PDU (i.e., this is based on network implementation). This is illustrated in TS 38.300, as follows:
***************************************************************************************************************************
[bookmark: _Toc20387986][bookmark: _Toc29374658][bookmark: _Toc37068489][bookmark: _Toc46524190][bookmark: _Toc52550886]9.2.3.3	Re-establishment procedure
A UE in RRC_CONNECTED may initiate the re-establishment procedure to continue the RRC connection when a failure condition occurs (e.g. radio link failure, reconfiguration failure, integrity check failure…).
The following figure describes the re-establishment procedure started by the UE:



Figure 9.2.3.3-1: Re-establishment procedure
[…]
4/4a. The gNB continues the re-establishment of the RRC connection. The message is sent on SRB1.
5/5a. The gNB may perform the reconfiguration to re-establish SRB2 and DRBs when the re-establishment procedure is ongoing.
[…]
***************************************************************************************************************************

However, it is worth mentioning that a network implementation may send the first RRCReconfiguration message only after the reception of RRCReestablishmentComplete.
In this case, upon reception of an RRCReestablishment message, the UE refresh security keys, generates an RRCReestablishmentComplete message and submit to the lower layers for transmission. After that message is transmitted, the UE receives the first RRCReconfiguration message after re-establishment. 

SRB1 reconfiguration optional in first RRCReconfiguration after re-establishment
A first question to be clarified is whether that first RRCReconfiguration message is required to re-configure SRB1. Up to that point, i.e., after the UE has transmitted the RRCReestablishmentComplete message, the UE has a default SRB1 configuration (as in clause 5.3.7.4 of TS 38.331) i.e., when the message is received the UE has already applied an SRB1 configuration.
In other words, the question is whether the first RRCReconfiguration message after re-establishment needs to contain the srb-Identity value in the srb-ToAddModList for SRB1. 
In the case of fullConfig, the UE is required to release/clear all current dedicated radio configurations. However, the NOTE 1 in TS 38.331 clearly says that the radio configuration does not include SRB1/SRB2 configurations i.e. SRB1 is not released. Moreover, when the text refers to the addition of an SRB, it says in NOTE 2  of TS 38.331 that this is to get the SRB2 for reconfiguration after re-establishment to a known state from which the reconfiguration message can do further configuration.
In the case of delta configuration, the srb-ToAddModList is OPTIONAL and is defined by the following condition “-- Cond HO-Conn” which says that the field is only mandatory when the fullConfig flag is included in the RRCReconfiguration message (but only for SRB2, as described above) and in RRCSetup for SRB1. In other words, SRB1 configuration is not required in the first RRCReconfiguration message after re-establishment.
[bookmark: _Toc54029809][bookmark: _Toc54276834]RAN2 to confirm that SRB1 configuration is not required in the first RRCReconfiguration message after re-establishment in the case of fullConfig.
[bookmark: _Toc54276835]RAN2 to confirm that SRB1 configuration is not required in the first RRCReconfiguration message after re-establishment in the case of delta signalling.

[bookmark: _Toc46439135][bookmark: _Toc46443972][bookmark: _Toc46486733][bookmark: _Toc52836611][bookmark: _Toc52837619][bookmark: _Toc53006259]***************************************************************************************************************************
5.3.5	RRC reconfiguration
[bookmark: _Toc46439136][bookmark: _Toc46443973][bookmark: _Toc46486734][bookmark: _Toc52836612][bookmark: _Toc52837620][bookmark: _Toc53006260]5.3.5.1	General


Figure 5.3.5.1-1: RRC reconfiguration, successful
 […]
[bookmark: _Toc46439138][bookmark: _Toc46443975][bookmark: _Toc46486736][bookmark: _Toc52836614][bookmark: _Toc52837622][bookmark: _Toc53006262]5.3.5.3	Reception of an RRCReconfiguration by the UE
[bookmark: _Hlk53838445]The UE shall perform the following actions upon reception of the RRCReconfiguration, or upon execution of the conditional reconfiguration (CHO or CPC):
[…]
1>	else:
2>	if the RRCReconfiguration includes the fullConfig:
3>	perform the full configuration procedure as specified in 5.3.5.11;
1>	if the RRCReconfiguration includes the masterCellGroup:
2>	perform the cell group configuration for the received masterCellGroup according to 5.3.5.5;
[…]
1>	if the RRCReconfiguration message includes the radioBearerConfig:
2>	perform the radio bearer configuration according to 5.3.5.6;
1>	if the RRCReconfiguration message includes the radioBearerConfig2:
2>	perform the radio bearer configuration according to 5.3.5.6;
[…]
1>	set the content of the RRCReconfigurationComplete message as follows:
[…]
1>	else (RRCReconfiguration was received via SRB1):
2>	submit the RRCReconfigurationComplete message via SRB1 to lower layers for transmission using the new configuration;
2>	if this is the first RRCReconfiguration message after successful completion of the RRC re-establishment procedure:
3>	resume SRB2 and DRBs that are suspended;
[…]
[bookmark: _Toc46439152][bookmark: _Toc46443989][bookmark: _Toc46486750][bookmark: _Toc52836628][bookmark: _Toc52837636][bookmark: _Toc53006276]5.3.5.6	Radio Bearer configuration
[bookmark: _Toc46439153][bookmark: _Toc46443990][bookmark: _Toc46486751][bookmark: _Toc52836629][bookmark: _Toc52837637][bookmark: _Toc53006277]5.3.5.6.1	General
The UE shall perform the following actions based on a received RadioBearerConfig IE:
[…]
1>	if the RadioBearerConfig includes the srb-ToAddModList or if any DAPS bearer is configured:
2>	perform the SRB addition or reconfiguration as specified in 5.3.5.6.3;
[…]
[bookmark: _Toc46439155][bookmark: _Toc46443992][bookmark: _Toc46486753][bookmark: _Toc52836631][bookmark: _Toc52837639][bookmark: _Toc53006279]5.3.5.6.3	SRB addition/modification
The UE shall:
[…]
1>	else, for each srb-Identity value included in the srb-ToAddModList that is part of the current UE configuration:
2>	if the reestablishPDCP is set:
[…]
3>	else (i.e., UE connected to NR or UE in EN-DC):
4>	configure the PDCP entity to apply the integrity protection algorithm and KRRCint key associated with the master key (KeNB/KgNB) or secondary key (S-KgNB), as indicated in keyToUse , i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
4>	configure the PDCP entity to apply the ciphering algorithm and KRRCenc key associated with the master key (KeNB/KgNB) or secondary key (S-KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
3>	re-establish the PDCP entity of this SRB as specified in TS 38.323 [5];
2>	else, if the discardOnPDCP is set:
3>	trigger the PDCP entity to perform SDU discard as specified in TS 38.323 [5];
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.
[…]
[bookmark: _Toc46439165][bookmark: _Toc46444002][bookmark: _Toc46486763][bookmark: _Toc52836641][bookmark: _Toc52837649][bookmark: _Toc53006289]5.3.5.11	Full configuration
The UE shall:
1>	release/ clear all current dedicated radio configurations except for the following:
-	the MCG C-RNTI;
-	the AS security configurations associated with the master key;
NOTE 1:	Radio configuration is not just the resource configuration but includes other configurations like MeasConfig. In case NR-DC or NE-DC is configured, this also includes the entire NR or E-UTRA SCG configuration which are released according to the MR-DC release procedure as specified in 5.3.5.10. The radio configuration does not include SRB1/SRB2 configurations and DRB configurations as configured by radioBearerConfig or radioBearerConfig2.
[…]
1>	for each srb-Identity value included in the srb-ToAddModList (SRB reconfiguration):
2>	apply the default SRB configuration defined in 9.2.1 for the corresponding SRB;
NOTE 2:	This is to get the SRBs (SRB1 and SRB2 for reconfiguration with sync and SRB2 for resume and reconfiguration after re-establishment) to a known state from which the reconfiguration message can do further configuration.
[…]

[bookmark: _Toc46439715][bookmark: _Toc46444552][bookmark: _Toc46487313][bookmark: _Toc52837191][bookmark: _Toc52838199][bookmark: _Toc53006839]–	RadioBearerConfig
The IE RadioBearerConfig is used to add, modify and release signalling and/or data radio bearers. Specifically, this IE carries the parameters for PDCP and, if applicable, SDAP entities for the radio bearers.
RadioBearerConfig information element
-- ASN1START
-- TAG-RADIOBEARERCONFIG-START

RadioBearerConfig ::=                   SEQUENCE {
    srb-ToAddModList                        SRB-ToAddModList                                        OPTIONAL,   -- Cond HO-Conn
[…]
}

SRB-ToAddModList ::=                    SEQUENCE (SIZE (1..2)) OF SRB-ToAddMod
SRB-ToAddMod ::=                        SEQUENCE {
    srb-Identity                            SRB-Identity,
    reestablishPDCP                         ENUMERATED{true}                                        OPTIONAL,   -- Need N
    discardOnPDCP                           ENUMERATED{true}                                        OPTIONAL,   -- Need N
    pdcp-Config                             PDCP-Config                                             OPTIONAL,   -- Cond PDCP
    ...
}

-- TAG-RADIOBEARERCONFIG-STOP
-- ASN1STOP
[…]
	Conditional Presence
	Explanation

	[...]
	[...]

	HO-Conn
	The field is mandatory present
-	in case of inter-system handover from E-UTRA/EPC to E-UTRA/5GC or NR,
-	or when the fullConfig is included in the RRCReconfiguration message and NE-DC/NR-DC is not configured,
-	or in case of RRCSetup.
Otherwise the field is optionally present, need N.
Upon RRCSetup, only SRB1 can be present.

	[...]
	[...]



***************************************************************************************************************************


PDCP re-establishment
A second issue that needs clarification is whether PDCP needs to be re-established in the first RRCReconfiguration after re-establishment. According to the field description of reestablishPDCP, the network sets this to true whenever the security key used for this radio bearer changes. Yet according to the field description, key change could for example be at the first reconfiguration after RRC connection reestablishment in NR.  This is show below:
***************************************************************************************************************************
RadioBearerConfig ::=                   SEQUENCE {
    srb-ToAddModList                        SRB-ToAddModList                                        OPTIONAL,   -- Cond HO-Conn
[…]
}

SRB-ToAddModList ::=                    SEQUENCE (SIZE (1..2)) OF SRB-ToAddMod
SRB-ToAddMod ::=                        SEQUENCE {
    srb-Identity                            SRB-Identity,
    reestablishPDCP                         ENUMERATED{true}                                        OPTIONAL,   -- Need N
    discardOnPDCP                           ENUMERATED{true}                                        OPTIONAL,   -- Need N
    pdcp-Config                             PDCP-Config                                             OPTIONAL,   -- Cond PDCP
    ...
}

-- TAG-RADIOBEARERCONFIG-STOP
-- ASN1STOP

[…]
	SRB-ToAddMod field descriptions

	[…]

	reestablishPDCP
Indicates that PDCP should be re-established. Network sets this to true whenever the security key used for this radio bearer changes. Key change could for example be due to reconfiguration with sync, for SRB2 when resuming an RRC connection, or at the first reconfiguration after RRC connection reestablishment in NR. For LTE SRBs using NR PDCP, it could be for handover, RRC connection reestablishment or resume. Network doesn't include this field if any DAPS bearer is configured.



***************************************************************************************************************************

What is should be clear, is that a key change does not necessarily happen at the first reconfiguration after RRC connection reestablishment in NR, but it happens before i.e. upon reception of the RRCReestablishment  message, as shown above. That makes the requirement not clear, leading to two possible interpretations:
· The statement “Network sets this to true whenever the security key used for this radio bearer changes” means that re-establishment is a procedure where security key used for SRB1 changes, so that should be set to true;
· The statement “Network sets this to true whenever the security key used for this radio bearer changes” means that when this happens in an RRCReconfiguration message i.e. including a reconfiguration with sync with security key update.
Combined with the previous discussion about SRB1 configuration being optional in the first RRCReconfiguration after re-establishment, it seems that any interpretation is conditional to the case SRB1 configuration is included.
[bookmark: _Toc54276836]If SRB1 is included in the first RRCReconfiguration after re-establishment, RAN2 to clarify whether reestablishPDCP is required to be set to true for SRB1.


RLC re-establishment
A third issue that needs clarification is whether RLC needs to be re-established in the first RRCReconfiguration message after re-establishment. According to the field description of reestablishRLC, the network sets to true at least whenever the security key used for the radio bearer associated with this RLC entity changes. For SRB2 and DRBs, it is also set to true during the resumption of the RRC connection or the first reconfiguration after reestablishment. 
***************************************************************************************************************************
[bookmark: _Toc46439734][bookmark: _Toc46444571][bookmark: _Toc46487332][bookmark: _Toc52837210][bookmark: _Toc52838218][bookmark: _Toc53006858] –	RLC-BearerConfig
The IE RLC-BearerConfig is used to configure an RLC entity, a corresponding logical channel in MAC and the linking to a PDCP entity (served radio bearer).
RLC-BearerConfig information element
-- ASN1START
-- TAG-RLC-BEARERCONFIG-START

RLC-BearerConfig ::=                        SEQUENCE {
    logicalChannelIdentity                      LogicalChannelIdentity,
    servedRadioBearer                           CHOICE {
        srb-Identity                                SRB-Identity,
        drb-Identity                                DRB-Identity
    }                                                                                               OPTIONAL,   -- Cond LCH-SetupOnly
    reestablishRLC                              ENUMERATED {true}                                   OPTIONAL,   -- Need N
[…]
}

-- TAG-RLC-BEARERCONFIG-STOP
-- ASN1STOP

	RLC-BearerConfig field descriptions

	[…]

	reestablishRLC
Indicates that RLC should be re-established. Network sets this to true at least whenever the security key used for the radio bearer associated with this RLC entity changes. For SRB2 and DRBs, it is also set to true during the resumption of the RRC connection or the first reconfiguration after reestablishment.



***************************************************************************************************************************

However, as described earlier, a key change does not necessarily happen at the first reconfiguration after RRC connection reestablishment in NR i.e. upon reception of the RRCReestablishment. On top of that, the field description says that the field is set to true for SRB2 and DRBs in the first reconfiguration after reestablishment i.e. nothing is mentioned about SRB1 for this case of first reconfiguration after reestablishment.
That makes the requirement not clear, leading to two possible interpretations:
· For SRB1, reestablishRLC does NOT have to be configured;
· For SRB1, reestablishRLC have to be configured;
Combined with the previous discussion about SRB1 configuration being optional in the first RRCReconfiguration after re-establishment, it seems that any interpretation is conditional to the case SRB1 configuration is included.
[bookmark: _Toc54276837]If SRB1 is included in the first RRCReconfiguration after re-establishment, RAN2 to clarify whether reestablishRLC is required to be set to true for SRB1.

In Section 3, a TP presents a solution clarifying the text in RRC with the most likely interpretation in our view, that SRB1 is optional in the first RRCReconfiguration after re-establishment. And, if that is included, network is not required to set reestablishRLC to true and is not required to set reestablishPDCP to true.
[bookmark: _Toc54276838]If network is not required to set reestablishPDCP and reestablishRLC to true, RAN2 to agree on the TP presented in Section 3.

[bookmark: _Ref189046994]3	Text Proposal to TS 38.331
***************************************************************************************************************************


	RLC-BearerConfig field descriptions

	[…]

	reestablishRLC
Indicates that RLC should be re-established. Network sets this to true at least whenever the security key used for the radio bearer associated with this RLC entity changes. For SRB2 and DRBs, it is also set to true during the resumption of the RRC connection or the first reconfiguration after reestablishment. For SRB1, it is not required to be set to true during the first reconfiguration after reestablishment.



	SRB-ToAddMod field descriptions

	[…]

	reestablishPDCP
Indicates that PDCP should be re-established. Network sets this to true whenever the security key used for this radio bearer changes. Key change could for example be due to reconfiguration with sync, for SRB2 when resuming an RRC connection, or at the first reconfiguration after RRC connection reestablishment in NR. For LTE SRBs using NR PDCP, it could be for handover, RRC connection reestablishment or resume. Network doesn't include this field if any DAPS bearer is configured. For SRB1, it is not required to be set to true during the first reconfiguration after reestablishment.



***************************************************************************************************************************


Conclusion
Based on the discussion in the previous sections we propose the following observations:
1. In NR, the UE performs security key refresh upon reception of an RRCReestablishment message. 

We also have the following proposals:
Proposal 1	RAN2 to confirm that SRB1 configuration is not required in the first RRCReconfiguration message after re-establishment in the case of fullConfig.
Proposal 2	RAN2 to confirm that SRB1 configuration is not required in the first RRCReconfiguration message after re-establishment in the case of delta signalling.
Proposal 3	If SRB1 is included in the first RRCReconfiguration after re-establishment, RAN2 to clarify whether reestablishPDCP is required to be set to true for SRB1.
Proposal 4	If SRB1 is included in the first RRCReconfiguration after re-establishment, RAN2 to clarify whether reestablishRLC is required to be set to true for SRB1.
Proposal 5	If network is not required to set reestablishPDCP and reestablishRLC to true, RAN2 to agree on the TP presented in Section 3.
 
[bookmark: _In-sequence_SDU_delivery]References
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