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1. Introduction
During [Post111-e][925] email discussion, security framework of RRC-based SDT was discussed. All companies supported that the legacy security framework for RRC resume procedure is used in case of RRC-based solution, i.e. ResumeMAC-I is used for UE verification and new keys which are generated based on NCC are used for small data. In this contribution, we would like to discuss considerations on security of subsequent SDT and RRC-less SDT.
2. Discussion
2.1. Security of subsequent SDT
During [Post111-e][926] email discussion, context fetch procedure for SDT is discussed. In case of UE context relocation:

· Case 1: The first UL SD is transferred to Last serving gNB, and it is deciphered and sent to 5GC by Last serving gNB. Then UE context relocation is performed subsequently. Path switch to Receiving gNB is performed. Subsequent UL/DL small data is handled by Receiving gNB. Or,
· Case 2: UE context relocation is transferred from Last serving gNB to Receiving gNB. Path switch to the Receiving gNB is performed. The first UL SD and subsequent UL/DL DT are handled by the Receiving gNB.
During [Post111-e][925] email discussion, all companies agreed that with RRC-based SDT, new keys are generated using the stored security context and the NCC value received in the previous RRCRelease message (i.e. same as legacy procedure) and these new keys are used for UL/DL small data. In both above case 1 and case 2, stored security context is available in both Last serving gNB and Receiving gNB. Thus, both Last serving gNB and Receiving gNB know these new keys that are used for UL/DL small data. This is similar as Xn handover procedure. In order to avoid key known by two nodes simultaneously and achieve key separation after Xn handover procedure, there is a note in clause 6.9.2.3.2 of TS 33501 as follows:

	NOTE 1:   Because the NGAP PATH SWITCH REQUEST message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure. Thus, for Xn-handovers key separation happens only after two hops because the source gNB/ng-eNB knows the target gNB/ng-eNB keys. The target gNB/ng-eNB can immediately initiate an intra-gNB-CU/intra-ng-eNB handover to take the new NH into use once the new NH has arrived in the PATH SWITCH REQUEST ACKNOWLEDGE message.


However, we agreed that subsequent SDT without transitioning to RRC_CONNECTED is supported. That means RRC message can not be sent to the UE during subsequent SDT procedure without transitioning to RRC_CONNECTED. Then these new keys for small data, which are known by both Receiving gNB and Last Serving gNB, can not be updated after path switch. There may be security issue. We need to check with SA3.
Proposal 1: Check with SA3 whether there is a security issue when UE context relocation is performed from Last serving gNB to Receiving gNB and subsequent SDT in Receiving gNB without transitioning to RRC_CONNECTED is performed. 
Proposal 2: Considering there is no transition to RRC_CONNECTED during subsequent SDT, this scenario would not allow to update the key after path switch resulting in un-updated key is used in the Receiving gNB for some period.
2.2. Security of RRC-less SDT
During last RAN2 e-meeting, we agreed that RRC-less can be studied for limited use cases (e.g. same serving cell and/or for CG). We think RRC-less SDT can be used with CG in the same serving cell as it can reduce signalling overhead. This is especially suitable for non-smartphone application use cases, e.g. smart meters and smart meter networks sending periodic meter reading.
CG is valid within the same serving cell. Thus, RRC-less SDT with CG means that the UE stays in the same serving cell. According to Q2 in [2] (reply LS from SA3) old key can be used for small data transmission in RRC_INACTIVE within the same cell.
	Q2: Regarding encryption, is it any security risk to continue using the old encryption key to send UL and DL data in RRC_INACTIVE?

SA3 answer2 for both Solution A and Solution B:

Scenario 1:  same cell (as it was previously connected). 
New key is not needed 
Scenario 2:  same PDCP entity (e.g. PDCP entity does not need to be relocated). 
New key is not needed 
Scenario 3: different cell and the cell is “covered” by a different PDCP entity (e.g. PDCP relocation is required) 
New key is needed 



Proposal 3: Old key is used for RRC-less SDT with CG.
According to Q1 in [2], data integrity protection using stored PDCP security context is recommended for UL small data for both solution A (i.e. RRC-less) and solution B (i.e. RRC-based) in addition to encryption. Considering RRC-less is used without cell change, data integrity protection (i.e. normal PDCP MAC-I) can be used for network verification. No additional security parameter (e.g. ResumeMAC-I) is needed. We can further check with SA3 whether this is feasible for RRC-less SDT.
	Q1: In order to transmit the UL data from RRC_INACTIVE state, what is the level of security parameters in addition to encryption that the UE needs to provide to the network?

Note: RAN2 has considered that these parameters would be transmitted in the 1st message transmitting the UL data, may also require: 

Option a) -
No security parameters

Option b) -
Short MAC-I calculated from the key used in the source cell

Option c) -
Normal PDCP MAC-I (either calculated over a data or signalling message) calculated using the key used in the source cell

Option d) -
Normal PDCP MAC-I (either calculated over a data or signalling message) calculated using a new key derived in a secure way using similar Next Hop chaining concept as in LTE

SA3 Answer1 for both Solution A and Solution B:

Scenario 1:  same cell (as it was previously connected). 
Data integrity protection using stored PDCP security context recommended, UE and network verification needed using stored PDCP security context. Not using any security protection is not acceptable from security point of view.
Scenario 2:  same PDCP entity (e.g. PDCP entity does not need to be relocated). 
Data integrity protection using stored PDCP security context recommended, UE and network verification needed using stored or new PDCP security context. Not using any security protection is not acceptable from security point of view. 
Scenario 3: different cell and the cell is “covered” by a different PDCP entity (e.g. PDCP relocation is required) 
UE verification using stored security PDCP context needed. Data integrity protection recommended, and network verification using new security context needed. Not using any security protection is not acceptable from security point of view. 



Proposal 4: Check with SA3 that data integrity protection (i.e. normal PDCP MAC-I) can be used for network verification in case of RRC-less SDT with CG.
With RRC-based solution, RRCResumeRequest message is sent together with first UL small data. RRCResumeRequest message includes: 1) resume identity which is used for identify UE context at gNB, 2)resumeMAC-I which is used for network verification, and 3)resume cause which provides the cause to the network.
As analyzed above, we propose that old key is used for RRC-less and think data integrity protection (i.e. normal PDCP MAC-I) can be used for network verification in this case. Hence, resumeMAC-I or other additional MAC-I is not needed during RRC-less SDT with CG, if confirmed by SA3.

During [Post111-e][925] email discussion, most companies think that UE shall monitor a dedicated RNTI (C-RNTI in previous RRC_CONNECTED or a new SDT-RNTI configured by the network along with the CG configuration) after transmitting the first UL message. That means a dedicated RNTI can be used for the first UL SDT with CG. The network also knows a dedicated RNTI will be used for these CG resources for small data transmission in advance, and can find the stored UE context with the dedicated RNTI. There is no need for a UE to send additional resume identity together with first UL SDT to the network.

As these CG resources are used for SDT, the network can be aware of the purpose when receiving small data via pre-configured CG resources. Thus, explicit cause value is not needed either during RRC-less SDT with CG.

The one-shot procedure of RRC-less SDT with CG is shown in Figure 1. In step 1, the first UL small data with old key and data integrity protection is sent to the network, and additional assistance info which is used to assist the network to know if the UE needs more UL resources for subsequent data transmission could be provided together. Compared to RRC-based SDT, signalling overhead can be saved with RRC-less SDT with CG as contents in RRCResumeRequest message are not needed, including resume identity, resume cause, and resumeMAC-I which needs to be confirmed by SA3.
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Figure 1: One-shot procedure of RRC-less SDT with CG

Proposal 5: The contents in RRCResumeRequest message, including at least resume identity and resume cause, are not needed for the first UL SDT during RRC-less SDT with CG.
3. Conclusion

In this document, we discuss considerations on security of subsequent SDT and RRC-less SDT. And we propose that:
Proposal 1: Check with SA3 whether there is a security issue when UE context relocation is performed from Last serving gNB to Receiving gNB and subsequent SDT in Receiving gNB without transitioning to RRC_CONNECTED is performed.
Proposal 2: Considering there is no transition to RRC_CONNECTED during subsequent SDT, this scenario would not allow to update the key after path switch resulting in un-updated key is used in the Receiving gNB for some period.
Proposal 3: Old key is used for RRC-less SDT with CG.
Proposal 4: Check with SA3 that data integrity protection (i.e. normal PDCP MAC-I) can be used for network verification in case of RRC-less SDT with CG.
Proposal 5: The contents in RRCResumeRequest message, including at least resume identity and resume cause, are not needed for the first UL SDT during RRC-less SDT with CG.
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