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1. Introduction
This TP addresses Objective 2b for the Study on NR Positioning Enhancements [1]:

	2. Study solutions necessary to support integrity and reliability of assistance data and position information: [RAN2]
a. Identify positioning integrity KPIs and relevant use cases.
b. Identify the error sources, threat models, occurrence rates and failure modes requiring positioning integrity validation and reporting. 
c. Study methodologies for network-assisted and UE-assisted integrity.



The accompanying submission R2-2009333 [2] (Agenda Item 8.11.3.3) examines the corresponding methods for detecting the error sources. Additional references and prior agreements are also available in [3][4][5][6].


2. Concepts and Terminology
To fully address Objective 2b it is useful to first describe the terms within this objective (and their related concepts).

[bookmark: _heading=h.rj40nny0qwl5]2.1	Feared Events
Feared Events are considered to be all possible threats and failure modes (i.e. of natural, systemic or operational nature) that can cause the computed position to deviate from the true position, regardless of whether a specific fault can be identified in one of the positioning systems or not [7]. Therefore, a feared event with a probability of occurrence greater than the TIR may threaten the system’s positioning integrity (if the event is undetected), i.e. leading to Misleading Information (MI) or Hazardously Misleading Information (HMI).

Observation 1: Feared events are threats that can lead to MI or HMI in the positioning system.

[bookmark: _heading=h.7g3zjsnncxwr]2.2	Threat Models
Threat modelling is the process of identifying potential feared events and modelling their impacts (e.g. position error amplitude and occurrence rate). For example, to avoid HMI occurring in the system, Fault-Tree Analysis (FTA) can be used to determine all potential feared events that can lead to HMI, based on their probability of occurrence. Feared events that occur with negligible rate compared to the TIR can be excluded from the analysis, however if the occurrence rate is significant then the feared event must be mitigated. For example if the TIR is specified at 1x10-7/hr, and the threat of a satellite failure is modeled to be 1x10-5/hr, the satellite failure has a probability of occurrence greater than the TIR; it needs to be monitored as a feared event. Figure 2.2 shows a simplified example of FTA for potential feared events that may contribute to a misleading position at the UE (for UE-Based GNSS positioning). 

Figure 2.2: Simplified FTA of feared events contributing to a misleading position using GNSS.
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GNSS threat models are defined outside of 3GPP and the most relevant examples from the literature are those supporting Advanced Receiver Autonomous Integrity Monitoring (ARAIM[footnoteRef:1]) [7].  [1:  ARAIM extends the RAIM concept to account for multiple constellation threats rather than the single-fault assumption using GPS alone. It increases interoperability between the US GPS and EU Galileo navigation systems and defines the Integrity Support Message (ISM), which is further examined in the integrity methodologies submission [2].] 


Observation 2: Threat models are an input to determining the probability of occurrence of feared events. GNSS threat models are implementation-defined.

2.3	Monitor
A monitor is used to detect the feared events that occur more frequently than is acceptable to meet the TIR, i.e. the monitor’s purpose is to reduce the likelihood that feared events go undetected. If the feared events are detected, the system is safe and functioning as intended (i.e. with no MI or HMI). CRC checks are a type of monitor, for example.

Observation 3:	Monitors are used to detect feared events which occur more frequently than is acceptable to meet the TIR.

2.4	Occurrence Rates
Different feared events have different probabilities of occurrence per unit of time. The UE is typically responsible for monitoring localized events which need to be detected in the shortest time possible, i.e. high occurrence events in the case of GNSS, such as multipath, cycle slips and high dynamic satellite events. The network is typically responsible for monitoring the low occurrence events, which are less time-critical but still depend on a reliable communication channel with the UE (e.g. atmospheric gradients, low dynamic satellite events). The rate at which the feared event information needs to be indicated to the UE will influence the required bandwidth.

Observation 4:	The rate at which feared events are indicated to the UE will influence the required bandwidth.
2.6	Error Sources
It has been agreed in [5][6] that the feared events for UE-Based GNSS positioning in the SI are categorized as follows:

1. Faults in the correction data
2. Faults in transmitting the data to the UE
3. External feared events
4. UE faults

In the case of External feared events (3), this can include the well-known GNSS error sources (e.g. SSR orbit, clock, biases, ionosphere, troposphere etc), which can be reduced through the use of corrections (e.g. LPP SSR messages in 3GPP Release 16 [9]). These corrections improve positioning accuracy, but do not ensure positioning integrity, given the remaining errors after correction remain unbounded - i.e. the GNSS correction assistance data removes the quantified errors, whereas integrity focuses on bounding the unknown or undetected errors which can otherwise lead to MI or HMI. Further consideration must therefore be given to the possibility of external feared events occurring beyond what is corrected in the existing GNSS assistance data alone. Additionally, potential faults in computing the GNSS correction data (1) also need to be considered as feared events. Further analysis of the four error sources is provided in the following section.


[bookmark: _heading=h.30j0zll]
3. [bookmark: _heading=h.3cbm6ui62si2]GNSS Integrity in 3GPP
When A-GNSS support was introduced to 3GPP LPP Release 9, some initial IEs related to integrity were also included to be able to indicate faulty satellite signals to the device, specifically the IE GNSS-RealTimeIntegrity in the GNSS-GenericAssistDataElement IE (see Figure 3 below). However, these IEs alone are not sufficient to support a full integrity implementation and more need to be proposed through the SI/WI.

Figure 3: Example of GNSS-RealTimeIntegrity indicator within the LPP assistance data [9].
	–	GNSS-RealTimeIntegrity
The IE GNSS-RealTimeIntegrity is used by the location server to provide parameters that describe the real-time status of the GNSS constellations. GNSS-RealTimeIntegrity data communicates the health of the GNSS signals to the mobile in real-time.
The location server shall always transmit the GNSS-RealTimeIntegrity with the current list of unhealthy signals (i.e., not only for signals/SVs currently visible at the reference location), for any GNSS positioning attempt and whenever GNSS assistance data are sent. If the number of bad signals is zero, then the GNSS-RealTimeIntegrity IE shall be omitted.
-- ASN1START

GNSS-RealTimeIntegrity ::= SEQUENCE {
	gnss-BadSignalList	GNSS-BadSignalList,
	...
}

GNSS-BadSignalList ::= SEQUENCE (SIZE(1..64)) OF BadSignalElement





	BadSignalElement ::= SEQUENCE {
	badSVID			SV-ID,						
	badSignalID		GNSS-SignalIDs	OPTIONAL,	-- Need OP
	...
}

-- ASN1STOP


	GNSS-RealTimeIntegrity field descriptions

	gnss-BadSignalList
This field specifies a list of satellites with bad signal or signals. 

	badSVID
This field specifies the GNSS SV-ID of the satellite with bad signal or signals.

	badSignalID
This field identifies the bad signal or signals of a satellite. This is represented by a bit string in GNSS-SignalIDs, with a one-value at a bit position means the particular GNSS signal type of the SV is unhealthy; a zero-value means healthy. Absence of this field means that all signals on the specific SV are bad. 







[bookmark: _Hlk54267295]Observation 5:	New assistance data is required in LPP to indicate feared events.

3.1	Feared Events (UE-Based GNSS Positioning)
The four categories of integrity feared events for UE-Based GNSS positioning are illustrated in Figure 3-A using a simplified diagram of the UE positioning architecture (see TS 38.305 [8] for a complete description of the current UE positioning architecture in NG-RAN). 

A detailed description of each feared event was provided by ESA in RP-2007647 [10] and should be used as a reference for Figure 3.1 and Table 3.2 below.

[bookmark: _heading=h.3znysh7]Figure 3.1: High-level relationship between the GNSS Integrity feared events and the 3GPP UE positioning architecture (GNSS).
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[bookmark: _heading=h.o1nazw4dj04m]3.2	Indicating Feared Events
Table 3.2 describes the feared events for each category and provides examples of the types of assistance data to be indicated to the UE. It is anticipated that the work to define and specify new IEs will be undertaken in the WI phase.

[bookmark: _heading=h.2et92p0]Table 3.2: GNSS feared event categories for UE-based GNSS positioning integrity.
	Feared Event Category
	Feared Event Sub-Category
	Integrity Indicator Examples
	New IEs required?

	1. Correction Data 
	Incorrect computation by provider, e.g. software bug, corrupt or lost data
	Validity or quality flags for existing assistance data IEs
	Yes

	
	External feared event impacting provider, e.g. station outages, or other external feared event as per (3)
	
	

	
	
	
	

	2. Transmission to the UE
	Data corruption 
	Data corruption check, e.g. CRC
	Maybe*

	
	Malicious attack
	Data Authentication / Signature
	Maybe*

	3. External Feared Events
	Satellite feared events
	Bad Signal in Space
	Maybe* (possible to re-use GNSS- RealTimeIntegrity)

	
	
	Bad Broadcast Navigation Data
	Yes

	
	Atmospheric feared events
	Ionosphere disturbance
	Yes

	
	
	Troposphere disturbance
	Yes

	
	Multipath
	N/A
	No**

	
	Spoofing
	FFS, research topic in the GNSS literature
	FFS

	
	Jamming
	FFS, research topic in the GNSS literature
	FFS

	4. UE Feared Events
	GNSS receiver design
	N/A
	No**

	
	GNSS receiver noise
	N/A
	No**

	
	Reception and decoding of GNSS assistance data
	N/A, except to the extent specified in (2)
	No**


*Maybe means the parameters require further study to determine whether existing IEs can be utilized or extended.
**No means it is not possible to mitigate with assistance data from the network, the UE is responsible for mitigating these feared events locally on implementation.


Proposal 1: Agree to include Table 3.2 in Section 9.3.1.1 of the Skeleton TR.
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4. Conclusions
Observation 1: Feared events are threats that can lead to MI or HMI in the positioning system.

Observation 2: Threat models are an input to determining the probability of occurrence of feared events. GNSS threat models are implementation-defined.

Observation 3:	Monitors are used to detect feared events which occur more frequently than is acceptable to meet the TIR.

Observation 4:	The rate at which feared events are indicated to the UE will influence the required bandwidth.

Observation 5:	New assistance data is required in LPP to indicate feared events.

Proposal 1: Agree to include Table 3.2 in Section 9.3.1.1 of the Skeleton TR.
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