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1	Introduction
In RAN2#111-e, for L2 relay options, RAN2 has made agreements mainly focusing on L2 protocol architecture. Some remaining issues on L2 protocol architecture have been further discussed in post email discussion [627]. After the discussions, RAN2 has agreed the functions and placement options for adaptation layer. However, there are still some key issues for L2 relay which may cause intensive RAN2 efforts and need to be discussed in SI phase. 
Therefore, in this paper, we discuss these key issues and analyze potential RAN2 impacts introduced by these issues. 
[bookmark: _Ref178064866]2	Discussion
2.1	Issues on Adaptation layer 
In RAN2#111-e, L2 relay mechanism has been discussed. Companies have expressed their views regarding adaptation layer. Discussions have been summarized in R2-2008266. In the summary, it has been agreed to support adaptation layer on the second hop (i.e., between relay UE and gNB on the Uu link for UE to network relay and between relay UE and receiving remote UE on the PC5 link for UE to UE relay). However, whether or not adaptation layer is configured on the first hop is going to be further studied. 
In addition, the information content carried in adaptation layer header has been also discussed in RAN2#111-e.  At least the below information has been proposed for UE to network relay
(1) Identity of the Remote UE known by gNB and Relay UE (e.g. Remote UE ID or a local ID)
(2) Identity of End-to-End Remote UE RB
At least the below information has been proposed for UE to UE relay
(1) Identity of the Remote UE known by peer Remote UE and Relay UE (e.g. Remote UE ID or a local ID)
(2) Identity of End-to-End Remote UE SL RB
In the above information, remote UE ID and/or RB ID are the key information. 
[bookmark: _Toc54276582]It is agreed by most companies that adaptation layer header contains at least remote UE ID and RB ID.

Issue 1: Risk of UE ID disclosure

Although the eventual information content of adaptation layer header needs further study, it is expected that some sort of UE ID and/or RB ID information will be included in the header. Since adaptation layer is below PDCP layer of the remote UE, based on the existing security mechanism at the PDCP layer, there will be no security protection for the adaptation layer header, which means that the UE and/or RB ID of remote UE would be disclosed during transmission between remote UE and gNB. 
In this case, a malicious UE may e.g., initiate an attack against a gNB by initiating a fake RRC connection setup or re-establishment (or basically initiating a fake random access procedure). This would cause unnecessary radio resources to be wasted so that another valid UE may be therefore blocked by the gNB since there is no available resource left. 
In another case, a malicious UE may transmit some fake data to the relay UE or remote UE by knowing the UE ID, which causes the SL channel to be congested. This would cause the remote UE to be not able to transmit data in time. Unnecessary latency would be introduced to the data transfer.
[bookmark: _Toc54276583]There is a security risk of UE ID disclosure since there is no security protection mechanism in adaptation layer.
It is therefore necessary for RAN2 to investigate this security issue. Since security handling is in the SA3 scope, it is suggested that RAN2 should send a LS to SA3 for confirmation of this security issue. 
[bookmark: _Toc54276555]RAN2 sends a LS to SA3 informing SA3 of the security risk on UE ID disclosure.
If the issue is confirmed by SA3, RAN2 together with SA3 can further develop mechanisms to address the issue.
 
[bookmark: _Toc54276556]When SA3 confirms the issue, RAN2 together SA2 should study mechanisms to address the security issue.

Issue 2: other information fields in adaptation layer header

Besides the minimum information fields including remote UE ID and RB ID, other information field such as Destination ID may be also necessary to be included in adaptation layer header. For L2 relay, a relay UE may serve as both a U2N relay for a remote UE, and a U2U relay for another remote UE. In this case, a Destination field would be useful to identify the destination of a packet. In addition, in the SID [1], it is captured that forward compatibility for multi-hop relay in a future release needs to be taken into account. Adding Destination field in the adaptation layer header would serve this purpose.
NOTE 3: Forward compatibility for multi-hop relay support in a future release needs to be taken into account
[bookmark: _Toc54276584]For forward compatibility for multi-hop relay in a future release, it is beneficial to include Destination field in adaptation layer header.
Therefore, we make the below proposal
[bookmark: _Toc54276557]RAN2 studies if Destination field needs to be added into adaptation layer header.

Issue 3: needs to introduce control PDUs
Since adaptation layer is responsible for bearer mapping and packet routing, adaptation layer may therefore also responsible for maintaining the link. The link comprises at least two hops. Some control PDUs may be designed for such purposes. One main benefit using a control PDU to distribute status message of the link is latency reduction. Another choice is to use RRC signaling (e.g., PC5-RRC signaling) to distribute status message along the link. However, that would require PC5 RRC entity to be always present even after the end to end link has been successfully established between remote UE and a destination node. In addition, this may also increase the RRC signaling overhead. 
Therefore, RAN2 is suggested to further study whether control PDUs are needed for adaptation layer.

[bookmark: _Toc347823621][bookmark: _Toc347824073][bookmark: _Toc347824246][bookmark: _Toc54276558]RAN2 studies if some control PDUs need to be designed for adaptation layer.
2.2	Issues on resource allocation 
For a remote UE connecting to RAN via a UE to network relay, the remote UE first transmits its data to the relay UE via sidelink, after that, the relay UE relays the data to the gNB via Uu.
In case the remote UE is in coverage, the remote UE has direct connection to the gNB, the gNB can configure the remote UE with either SL resource allocation Mode 1 or SL resource allocation Mode 2. While if the remote UE is out of coverage, the remote UE has no direct connection to the gNB, the remote UE can obtain SL grants with SL resource allocation Mode 2, which is sufficient for Rel-17.
[bookmark: _Toc54276559]Remote UE in coverage can be configured with SL resource allocation Mode 1 or Mode 2.
[bookmark: _Toc54276560]It is sufficient for Remote UE out of coverage to obtain SL grants with SL resource allocation Mode 2.
In addition, for the SL transmission, a relay UE can be configured with either SL resource allocation Mode 1 or SL resource allocation Mode 2. 
[bookmark: _Toc54276585]For SL transmissions, Relay UE can be configured with either SL resource allocation Mode 1 or SL resource allocation Mode 2.
For the Uu link to the gNB, the relay UE can use either a dynamic grant or a configured grant. The Buffer Size field of a BSR identifies the total amount of data available according to the data volume determined at the RLC and the PDCP layer across all logical channels of a logical channel group after the MAC PDU has been built. 
However, remote UE’s  PDCP layer and  lower layers including RLC and MAC are configured at different places, therefore, its data volume of the PDCP layer cannot  be informed  to the MAC layer directly, which would lead to a case that a BSR generated at the MAC layer cannot contain the data volume of the PDCP layer in time. In other words, the data volume of the PDCP layer will be only reported to the gNB by the relay UE in case the PDCP PDUs are received by the relay UE via the sidelink. In this case, an issue is observed.
Issue 1: how does a remote UE report its Uu PDCP data volume to the relay UE in time? 
So that the relay UE may formulate a Uu BSR indicating both volume of the pending data (at RLC) and coming data from the remote UE (at Uu PDCP).  In this way, the relay UE can trigger a pre-emptive BSR to request grants ahead of the data arrival from the remote UE.
[bookmark: _Toc54276586]A Uu BSR created by Relay UE may not be able to contain data volume of Remote UE’s Uu PDCP layer in time, which may cause additional scheduling latency for remote UE.
[bookmark: _Toc54276561]RAN2 studies solutions on how to trigger early Uu BSR for remote UE.
2.3	Paging
In RAN2#111-e, RAN2 has made agreements
The Option 2 as studied in TR36.746 for FeD2D paging is selected as the baseline paging relaying solution for L2 based UE-to-Network relaying case (i.e. Relay UE monitors the Remote UE's PO in addition to its own PO.)
An issue has not been discussed is that whether or not Option 2 is applicable to RAN-initiated paging. 
In our views, for battery saving purpose, inactive state needs to be supported for both remote UE and relay UE. RAN paging makes it possible for UEs in the inactive state to move around in an area without notifying the network. This can reduce latency to reach UE and speed up data transfer. Therefore, it is natural to also support RAN paging for SL relay.
[bookmark: _Toc54276587]Inactive state is beneficial for UE battery saving. 
[bookmark: _Toc54276588]RAN paging is beneficial to reduce UP latency.

[bookmark: _Toc54276562]Support RAN paging for both remote UE and relay UE.
The POs of a UE for CN-initiated and RAN-initiated paging are based on the same UE ID, resulting in overlapping POs for both. In this case, there is no need to distinguish paging option between CN paging and RAN paging. Therefore, we make the below proposal.
[bookmark: _Toc54276563]Option 2 as studied in TR36.746 for FeD2D paging is applicable for remote UE regardless if it is CN paging or RAN paging.
For Uu paging, a UE need not monitor paging channels continuously though; Paging DRX is defined where the UE in RRC_IDLE or RRC_INACTIVE is only required to monitor paging channels during one Paging Occasion (PO) per DRX cycle. 
Therefore, in order to determine remote UE’s PO, relay UE needs to check remote UE’s paging DRX configuration.
[bookmark: _Toc54276564]For a remote UE in RRC_IDLE or RRC_INACTIVE, relay UE determines the remote UE’s PO according to this remote UE’s Paging DRX configuration.
For a remote UE in RRC_CONNECTED, POs are signalled in system information for SI change indication and PWS notification. 
[bookmark: _Toc54276565]For a remote UE in RRC_CONNECTED, Relay UE determines the remote UE’s PO according to signalling in system information for SI change indication and PWS notification.
Regardless if it is CN paging or RAN paging, whenever relay UE has received a paging message for a remote UE, the relay UE forwards the paging message to intended remote UE via PC5 link. The relay UE knows who is paged via paging occasions. Therefore, relay UE doesn’t need to decode a page message which is not intended to itself. 
[bookmark: _Toc54276589]Based on option 2, relay UE knows which remote UE is paged via paging occasions, therefore, relay UE doesn’t need to decode a paging message which is not intended to itself.
Relay UE relays a paging message to the intended remote UE via PC5-RRC. 
[bookmark: _Toc54276566]Relay UE relays a paging message to the intended remote UE via PC5-RRC.
For RAN paging, the next question is whether to support short message. In order to support short message, a new SCI format need to be designed, which will cause unnecessary design complexity in RAN1. Short message is an optional feature in Rel-15. It is reasonable to not support it for remote UE. 
[bookmark: _Toc54276567]Short paging message shall not be configured for remote UE.
For RAN paging, when the UE leaves the RNA, it performs a RNA Update. For remote UE, it is unnecessary to support RNA Update, this will also induce unnecessary design complexity. It is sufficient to assume a remote UE shares the same RNA information as relay UE. Whenever a relay UE performs a RNA update, the RNA update can be also performed for all connected remote UEs. Since serving gNB is aware of the relationship between remote UEs and relay UE, UE contexts can be fetched together.  Therefore, we make the below proposal.

[bookmark: _Toc54276568]If remote UE is out of coverage, remote UE doesn’t perform RNA update, instead Relay UE shares the same RNA information with all connected remote UEs. 
[bookmark: _Toc54276569]In case relay UE needs to perform RNA update, the target gNB fetches relay UE’s context and remote UE’s contexts from the last serving gNB together.
2.4	System information
According to post email discussion 627, it has been suggested that a Relay UE can support relaying of the system information to remote UEs. 
One remaining issue is that what system information should be relayed by the relay UE. During the SI phase, it is sufficient for RAN2 to focus on high level aspects. Detailed SIB information what can be relayed can be left to normative WI phase.
[bookmark: _Toc54276570]What exact system information e.g., a full SIB or selected SIB information can be relayed is left to normative WI phase.
It has been suggested in the post email discussion 627 that a relay UE can relay the system information to remote UEs via broadcast, groupcast or unicast. It is worth noting that they are only appliable to remote UEs out of coverage. 
[bookmark: _Toc54276571]A relay UE may choose broadcast, groupcast or unicast to relay system information to remote UEs out of coverage.
In addition, system information may be relayed to a remote UE using dedicated PC5-RRC.  The signalling details can be left to WI phase.
[bookmark: _Toc54276572]Details of dedicated PC5-RRC for system information forwarding can be left to WI phase.
On-demand system information has been introduced in NR Rel-16. As discussed in the post email discussion 627, it is agreed to also support on-demand system information for remote UE. For Relay UE (in RRC Idle/Inactive/Connected state), which is in coverage, the legacy on-demand SI delivery mechanism is used. 
[bookmark: _Toc54276590]For Relay UE (in RRC Idle/Inactive/Connected state), which is in coverage, the legacy on-demand SI delivery mechanism is used.
For remote UE out of coverage, it has been suggested by rapporteur that, 
· Case 1: for idle/Inactive Remote UE, the Msg3-based on-demand SI request (i.e. RRCSystemInfoRequest) can be sent as normal Uu SRB0 message from Remote UE to gNB via Relay UE. 
· Case 2: for connected Remote UE, the Msg3-based on-demand SI request (i.e. dedicatedSIBRequest) can be sent as normal Uu SRB1 message from Remote UE to gNB via Relay UE. 

From our understanding, case 1 makes sense. However, case 2 is not technically accurate. For UE in RRC connected, dedicatedSIBRequest is not a Msg3 based request. Also, the request granularity of dedicatedSIBRequest signalling is in terms of SIB types, which is different from RRCSystemInfoRequest.

[bookmark: _Toc54276573]For connected mode Remote UE, the dedicatedSIBRequest can be sent as normal Uu SRB1 message from Remote UE to gNB via Relay UE.
2.5	Connection establishment
In the post email discussion 627, high level steps regarding connection establishments have been discussed. A high-level summary of the process has been discussed and corresponding proposals on high level description of the procedure are being proposed.
In addition, there are two remaining issues need to be further discussed.
Issue 1: what default configuration on PC5 is used for the first message?
According to our understanding, the referred default configuration should be “SL SRB0 default configuration”, which configures default L2 configurations for SL SRB0. This needs to be captured in the TR, while the detailed configuration elements in this default configuration can be left to WI stage.

[bookmark: _Toc54276574]It is to clarify in the TR that the first message in the connection establishment of a remote UE uses SL SRB0 default configuration on PC5.
Issue 2: What SL SRBs are used to carry the Uu RRC signaling? whether or not a new SL SRB is needed?
For this issue, RAN2 can further study what SL SRBs used to carry the Uu RRC signaling. whether or not a new SL SRB needs to be defined can be left to WI phase. A FFS can be captured in the TR accordingly.

[bookmark: _Toc54276575]What SL SRBs are used to carry the Uu RRC connection establishment signalling are FFS, and captured in the TR.

2.6	QoS aspect
For a remote UE connecting to a UE to network relay, one question is whether the remote UE keeps both PC5 RRC entity and Uu RRC entity after the Uu RRC connection has been established between the remote UE and the gNB.
It is necessary to clarify that the remote UE needs to maintain both PC5 RRC entity and Uu RRC entity even after the its Uu RRC connection has been established. The Uu RRC is responsible for maintenance of the Uu RRC connection between the remote UE and the gNB, while the PC5 RRC is responsible for maintenance of the PC5 RRC connection between the remote UE and the relay UE. Both RRC entities can operate in parallel. One benefit to keep PC5 RRC entity while Uu RRC entity is existing is that the remote UE can perform SL RLM and RLF triggering. 
[bookmark: _Toc54276576]It is to clarify in the TR that the remote UE can keep both PC5 RRC entity and Uu RRC entity to operate in parallel after its Uu RRC connection has been established towards the gNB. 
By maintaining two RRC entities in parallel, it is also beneficial for the remote UE to handle a new QoS flow. If it is not feasible to map the new flow to an existing SL RB and Uu RB, the remote UE can establish a new SL RB and Uu RB to carry the new flow. 

2.7	RRC state
For L2 UE to network relay, RAN2 has made agreement regarding RRC states for remote UE and relay UE.
Proposal 18: For L2 UE to NW relay, both relay UE and remote UE must be in RRC CONNECTED to perform active relaying of data.
Revised Proposal 19: For L2 UE to NW relay, the relay UE can be either in RRC_IDLE or RRC_CONNECTED as long as the PC5-connected remote UE is in RRC_IDLE.  

From the above agreements, it is observed that whether or not RRC INACTIVE state can be configured for either remote UE or relay UE is not decided yet. 
For our understanding, it is beneficial to support RRC INACTIVE for either remote UE or relay UE, since UE with RRC INACTIVE can improve power efficiency which is one of the objectives of the SI.

[bookmark: _Toc54276577]For power efficiency improvement perspective, RRC INACTIVE state needs to be supported for both remote UE and relay UE. 
However, in our mind, while a remote UE is in RRC connected, relay UE needs to be also in RRC connected. Otherwise, relaying of the data from remote UE to gNB is not possible.

[bookmark: _Toc54276578]Relay UE shall be in RRC connected as long as remote UE is in RRC connected. 

As a summary, all the possible RRC state combination between remote UE and relay UE are highlighted in the below table.
	RL UE state
	RM UE state
	Validity

	CONNECTED
	CONNECTED
	Valid

	CONNECTED
	INACTIVE
	Valid

	CONNECTED
	IDLE
	Valid

	RRC Inactive
	CONNECTED
	Invalid

	RRC Inactive
	RRC Inactive
	Valid

	RRC Inactive
	IDLE
	Valid

	IDLE
	CONNECTED
	Invalid

	IDLE
	INACTIVE
	Valid

	IDLE
	IDLE
	Valid 



















Therefore, it is suggested to capture the above table on RRC state combination in the TR.
[bookmark: _Toc54276579]Capture the above table on RRC state in the TR. 
2.8 RLM/RLF handling
RLF may occur in either SL or Uu. This would further affect the relay path. Therefore, it may be necessary for the remote UE to trigger relay UE reselection otherwise, the data transmission on the relay path would be interrupted. In addition, the remote UE should be able to select either a target gNB or a target relay UE. 

[bookmark: _Toc54276580] RAN2 studies RLM/RLF handling for remote UE.
2.9 RAN2 impacts analyses
	Issues
	Potential RAN2 impact

	Adaptation layer
	big

	resource allocation
	medium

	Paging
	big

	System information
	big

	Connection establishment
	medium

	QoS aspect
	small

	RRC state
	big

	RLM/RLF handling
	big



Based on the above table, the listed RAN2 aspects are important to be studied to some extent in SI phase, since they are the most fundamental aspects for remote UE to perform transmission/reception when connecting to relay UE. 
[bookmark: _Toc54276581]The aspects including adaptation layer, resource allocation, paging, system information, connection establishment, QoS, RRC state and RLM/RLF handling should be studied in the SI phase. 
[bookmark: _Ref189046994]3 Conclusion
In the previous sections we made the following observations: 
Observation 1	It is agreed by most companies that adaptation layer header contains at least remote UE ID and RB ID.
Observation 2	There is a security risk of UE ID disclosure since there is no security protection mechanism in adaptation layer.
Observation 3	For forward compatibility for multi-hop relay in a future release, it is beneficial to include Destination field in adaptation layer header.
Observation 4	For SL transmissions, Relay UE can be configured with either SL resource allocation Mode 1 or SL resource allocation Mode 2.
Observation 5	A Uu BSR created by Relay UE may not be able to contain data volume of Remote UE’s Uu PDCP layer in time, which may cause additional scheduling latency for remote UE.
Observation 6	Inactive state is beneficial for UE battery saving.
Observation 7	RAN paging is beneficial to reduce UP latency.
Observation 8	Based on option 2, relay UE knows which remote UE is paged via paging occasions, therefore, relay UE doesn’t need to decode a paging message which is not intended to itself.
Observation 9	For Relay UE (in RRC Idle/Inactive/Connected state), which is in coverage, the legacy on-demand SI delivery mechanism is used.

Based on the discussion in the previous sections we propose the following:
Proposal 1	RAN2 sends a LS to SA3 informing SA3 of the security risk on UE ID disclosure.
Proposal 2	When SA3 confirms the issue, RAN2 together SA2 should study mechanisms to address the security issue.
[bookmark: _GoBack]Proposal 3	RAN2 studies if Destination field needs to be added into adaptation layer header.
Proposal 4	RAN2 studies if some control PDUs need to be designed for adaptation layer.
Proposal 5	Remote UE in coverage can be configured with SL resource allocation Mode 1 or Mode 2.
Proposal 6	It is sufficient for Remote UE out of coverage to obtain SL grants with SL resource allocation Mode 2.
Proposal 7	RAN2 studies solutions on how to trigger early Uu BSR for remote UE.
Proposal 8	Support RAN paging for both remote UE and relay UE.
Proposal 9	Option 2 as studied in TR36.746 for FeD2D paging is applicable for remote UE regardless if it is CN paging or RAN paging.
Proposal 10	For a remote UE in RRC_IDLE or RRC_INACTIVE, relay UE determines the remote UE’s PO according to this remote UE’s Paging DRX configuration.
Proposal 11	For a remote UE in RRC_CONNECTED, Relay UE determines the remote UE’s PO according to signalling in system information for SI change indication and PWS notification.
Proposal 12	Relay UE relays a paging message to the intended remote UE via PC5-RRC.
Proposal 13	Short paging message shall not be configured for remote UE.
Proposal 14	If remote UE is out of coverage, remote UE doesn’t perform RNA update, instead Relay UE shares the same RNA information with all connected remote UEs.
Proposal 15	In case relay UE needs to perform RNA update, the target gNB fetches relay UE’s context and remote UE’s contexts from the last serving gNB together.
Proposal 16	What exact system information e.g., a full SIB or selected SIB information can be relayed is left to normative WI phase.
Proposal 17	A relay UE may choose broadcast, groupcast or unicast to relay system information to remote UEs out of coverage.
Proposal 18	Details of dedicated PC5-RRC for system information forwarding can be left to WI phase.
Proposal 19	For connected mode Remote UE, the dedicatedSIBRequest can be sent as normal Uu SRB1 message from Remote UE to gNB via Relay UE.
Proposal 20	It is to clarify in the TR that the first message in the connection establishment of a remote UE uses SL SRB0 default configuration on PC5.
Proposal 21	What SL SRBs are used to carry the Uu RRC connection establishment signalling are FFS, and captured in the TR.
Proposal 22	It is to clarify in the TR that the remote UE can keep both PC5 RRC entity and Uu RRC entity to operate in parallel after its Uu RRC connection has been established towards the gNB.
Proposal 23	For power efficiency improvement perspective, RRC INACTIVE state needs to be supported for both remote UE and relay UE.
Proposal 24	Relay UE shall be in RRC connected as long as remote UE is in RRC connected.
Proposal 25	Capture the above table on RRC state in the TR.
Proposal 26	RAN2 studies RLM/RLF handling for remote UE.
Proposal 27	The aspects including adaptation layer, resource allocation, paging, system information, connection establishment, QoS, RRC state and RLM/RLF handling should be studied in the SI phase.
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