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1 Introduction
The Rel-17 SID on NR Positioning Enhancements has the following objective [1] :
2. Study solutions necessary to support integrity and reliability of assistance data and position information: [RAN2]

a. Identify positioning integrity KPIs and relevant use cases.
b. Identify the error sources, threat models, occurrence rates and failure modes requiring positioning integrity validation and reporting. 

c. Study methodologies for network-assisted and UE-assisted integrity.
NOTE 4:
Objective 2 is applicable to GNSS positioning methods.
In RAN2#112e, the following agreements related integrity were made [2]:


In this contribution, we discuss the potential methodologies, including the general concept of positioning failure, that can be applied for supporting network-assisted and UE-assisted integrity for positioning targeted for Rel-17.
2 Discussion
From the Rel-17 SID on NR positioning enhancements, Integrity is defined as the measure of trust that can be placed in the correctness of information supplied by a navigation system. Integrity includes the ability of a system to provide timely warnings to user receivers in case of failure. 
From the definition, it can be inferred that integrity is related to the confidence level that can be placed on the positioning measuremnet and the amount of deviation/error from the actual position tolerated when determining the positioning information. 
In use cases such as guided vehicles and industrial robots, the positioning information (e.g. coordinates) of the devices are used for navigation and machinery control related tasks. In these use cases, correctness of the positioning information within the tolerance level allowed by the application or LoCation Service (LCS) is highly critical to ensure safe operation. In other commercial use cases such as fleet management and asset tracking, it is also important to ensure that the reported positioning information is not tampered or contain misleading data, which may possibly adversely impact the service.      

2.1 Modelling of integrity for positioning

From the Rel-17 targets, positioning requirements consists of components in both spatial dimension (e.g. horizontal accuracy, vertical accuracy) and temporal dimension (latency for determining positioning). In this regard, the positioning error can be interpreted as the inability to perform positioning measurement within a given accuracy and within a time constraint. 

Based on the integrity definitions provided in [1][2], a similar interpretation can be used for modeling integrity as a function of location accuracy and timeliness for determining the UE position. As an example, considering an actual position of a UE given by P and the position determined when using a positioning method i given by Pi, the positioning error can be calculated as R = |Pi  – P|. For a positioning service provided to an LCS client, the positioning error can be determined as R’ = |PAL – P|, where PAL is the positioning information tolerated by the application and is within the alert limit (AL). For further bounding the positioning error, the statistical upper bound of the UE position represented by the protection level (PL), can be included when determining the positioning error as R’’ = |PPL – P|. 
For ensuring integrity, it is necessary for the positioning error incurred when using a positioning method is within the error tolerated by the application, R < R’’ < R’. Typically, this condition can be considered as the expected/nominal operation for positioning. In the event of a failure where the determined positioning information exceeds the error tolerated by the application (i.e. R > R’ when Pi  > PAL  or R’’ > R’ when PPL  > PAL), as per the requirement for integrity, it is necessary for the application or LCS client to be provided with alert/warning messages. In addition, even in the case when the determined positioning information is within the error tolerated by the application but exceeds PL (i.e. R’’ < R < R’), an alert message should be triggered to the application for indicating that the positioning information is misleading or the PL is no longer valid.

Observation 1: Positioning failure can be defined as the event where the determined position information exceeds the error tolerated by the application/service requesting the position information
The design objective of positioning service, which may be to minimize the probability of positioning failure when using a positioning method i, is given by min[ Fi ] = min[ Pr(R > R’) ]. The probability of positioning failure can be modelled as a function or error sources and time as Fi = f(Ec, Etx , Eex , Eue ,T), where Ec is the faults/errors in the correction data, Etx is the faults in transmitting data to UE, Eex represents the external feared events, Eue represents the faults in UE and T is the time duration for determining the UE position. 

Observation 2: The probability of positioning failure can be modelled as a function of error sources and time duration for determining position information
In the case when different positioning methods are used, the overall probability of positioning failure can be approximated as (Fi)n where n is the number of different positioning methods applied. From the model, it can be inferred that to minimize the positioning failure and consequently, to ensure integrity, either the probability of failure of a given positioning method should be minimized or multiple positioning methods should be applied.  

Observation 3: For ensuring integrity, either the probability of failure of a given positioning method should be minimized or multiple positioning methods should be applied

In general, the tolerated error may vary depending on the application/use case, where it can be assumed that safety related use cases may have more stringent integrity requirements. In real deployments, it is possible for the performance of a positioning method to degrade and impact the positioning accuracy due to the activation of faults within the error sources. In these cases, a mechanism to detect and report the activation of faults in different error sources in the end-to-end positioning system, including the RAN and UE, should be studied. The impact of positioning failure on the reporting or requesting procedure for positioning information should also be investigated. For identifying the presence of positioning error a technique to validate the determined positioning information on a timely basis with respect to an alternative/reference positioning information may be considered. 

Observation 4: For ensuring integrity, a mechanism for detecting presence of error and validating the correctness of the positioning information should be considered
Proposal 1: 
RAN2 should study the mechanisms that can be supported at UE and RAN for ensuring/enforcing integrity of positioning information and satisfying the integrity KPIs
2.2 Mechanism for ensuring integrity of positioning 

GNSS based RAT-independent positioning methods can be supported via both UE-assisted and UE-based positioning modes. In these methods/modes, the network provides assistance data to the UE for assisting with the GNSS signals measurements (e.g. reference time, visible satellite list), performing position calculation (e.g. satellite ephemeris, clock corrections) and increasing positioning accuracy (e.g. satellite orbit corrections, satellite clock corrections). In the case of UE-assisted mode, the UE makes measurements of the received GNSS signals and sends to network the measurement reports for calculating the UE location. For UE-based mode, the UE calculates its own location based on the measurements of GNSS signals and the assistance data received from the network. 
For minimizing positioning failure conditions, a mechanism where the UE or RAN can detect the presence of positioning related errors, prior to the calculation of positioning information, may be considered. In the case of UE-assisted integrity, the UE may be configured (e.g. in assistance information) to detect conditions that can results in loss in positioning accuracy when performing measurements. Upon detecting the positioning errors, the UE or RAN may send alert/warning message to LMF or higher layers in UE to indicate the potential positioning failure conditions. 
For ensuring integrity, a mechanism for integrating different positioning methods can be considered. As an example, in UE-based positioning, the network can provide with an alternative positioning information to the UE, including information determined using RAT-dependent positioning methods. For example, the RAN may provide the alternative positioning information of the UE determined based on the measurement of SRSp transmitted by UE. In the case of UE-assisted integrity, the UE may use the positioning information determined both via GNSS and RAT-dependent positioning methods for validation and improving the confidence level/accuracy of the positioning information. When the UE or RAN provides the positioning information to the LMF or higher layers, different identifiers/tags may be used to identify the different positioning methods applied for determining the positioning information.    
Observation 5: The potential areas for further study for ensuring integrity of positioning are the following: 

· Signalling for configuring in UE and RAN the conditions for detecting positioning related errors and procedure for triggering alert/warning messages in failure conditions

· Signalling for configuring the support of alternative positioning methods and procedure for triggering the use of alternative positioning methods 
Proposal 2:    The support for detecting positioning related errors at UE and RAN should be studied
Proposal 3: 
The support for simultaneous use of alternative positioning methods at UE and RAN for improving positioning accuracy and integrity should be studied
2.3 Mechanism for recovering from potential positioning failure condition 

Another important aspect that can be considered for integrity is the ability to recover to the expected positioning operation upon detecting a potential failure condition. This aspect may be beneficial in safety related use cases (e.g. guided vehicles), where it is vital to ensure the determined positioning information is always within the tolerable level during operation. 
For enabling recovery from a positioning error, a recovery time duration may be provided by the higher layers (e.g. in assistance information) to UE or RAN. The recovery time duration, in this case, can be considered as requirement associated with the integrity. The recovery time duration may be application dependent. For example, for automatic guided vehicles delivering assets in a factory, recovery time and associated actions (e.g., pause until accurate position is acquired) may require a strict requirement for recover time. When a positioning error is detected at RAN or UE, a procedure to correct the positioning error within the recovery time duration may be triggered. 
In the case of network assisted integrity, a recovery mechanism where the RAN may indicate to UE the detection of positioning error and trigger the use of different correction information (i.e. for RAT-independent) may be considered. Likewise, in the case of the UE assisted integrity, a mechanism to allow the UE to indicate to RAN the detection of the positioning error and request the use of a different positioning method or a different assistance information may be considered. 

When recovery to the expected positioning operation is not possible within the recovery time duration, alert/warning messages may be generated and sent by the UE or RAN to the LMF/higher layer function in UE for indicating the positioning failure condition.
Observation 6: The potential areas for further study for recovering from potential positioning failure condition are as follows: 

· Signalling for configuring in UE and RAN the recovery time duration associated with integrity

· Procedure for recovering from positioning errors within the recovery time duration
Proposal 4: 
RAN2 should study mechanisms that can be supported at UE and RAN for recovering from positioning failure conditions/errors
Conclusion
In this contribution, the following observation were made on: 

Observation 1: Positioning failure can be defined as the event where the determined position information exceeds the error tolerated by the application/service requesting the position information
Observation 2: The probability of positioning failure can be modelled as a function of error sources and time duration for determining position information
Observation 3: For ensuring integrity, either the probability of failure of a given positioning method should be minimized or multiple positioning methods should be applied
Observation 4: For ensuring integrity, a mechanism for detecting presence of error and validating the correctness of the positioning information should be considered
Observation 5: The potential areas for further study for ensuring integrity of positioning are the following: 

· Signalling for configuring in UE and RAN the conditions for detecting positioning related errors and procedure for triggering alert/warning messages in failure conditions

· Signalling for configuring the support of alternative positioning methods and procedure for triggering the use of alternative positioning methods 
Observation 6: The potential areas for further study for recovering from potential positioning failure condition are as follows: 

· Signalling for configuring in UE and RAN the recovery time duration associated with integrity

· Procedure for recovering from positioning errors within the recovery time duration
Based on these observations, the following conclusions were made:

Proposal 1: 
RAN2 should study the mechanisms that can be supported at UE and RAN for ensuring/enforcing integrity of positioning information and satisfying the integrity KPIs
Proposal 2: 
The support for detecting positioning related errors at UE and RAN should be studied
Proposal 3: 
The support for simultaneous use of alternative positioning methods at UE and RAN for improving positioning accuracy and integrity should be studied
Proposal 4: 
RAN2 should study mechanisms that can be supported at UE and RAN for recovering from positioning failure conditions/errors
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Agreements:


1.	Agree to adopt the Target Integrity Risk (TIR), Alert Limit (AL) and Time-to-Alert TTA) as the Integrity KPIs.


2.	Agree to the following definitions of the KPIs:


…..


Alert Limit (AL)


The maximum allowable positioning error such that the positioning system is available for the intended application. If the positioning error is beyond the AL, operations are hazardous and the positioning system should be declared unavailable for the intended application to prevent loss of integrity.


NOTE: When the AL bounds the positioning error in the horizontal plane or on the vertical axis then it is called Horizontal Alert Limit (HAL) or Vertical Alert Limit (VAL) respectively.


….


3.	Agree to include the PL integrity definition with the following baseline; FFS if updates are needed.


Protection Level: 


The PL is a statistical upper-bound of the positioning error that ensures that, the probability per unit of time of the true error being greater than the AL and the PL being less than or equal to the AL, for longer than the TTA, is less than the required TIR.


NOTE: When the PL bounds the positioning error in the horizontal plane or on the vertical axis then it is called Horizontal Protection Level (HPL) or Vertical Protection Level (VPL) respectively.
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