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Introduction
The NR positioning study item for Rel-17 in [1] was agreed in RANP#86. The objective of the SI for RAN2 on the integrity and reliability issue includes the following:
2. Study solutions necessary to support integrity and reliability of assistance data and position information: [RAN2]
a. Identify positioning integrity KPIs and relevant use cases.
b. Identify the error sources, threat models, occurrence rates and failure modes requiring positioning integrity validation and reporting. 
c. Study methodologies for network-assisted and UE-assisted integrity.
NOTE 4: Objective 2 is applicable to both, RAT-dependent and RAT-independent positioning methods.

In this contribution, we first introduce the backgrounds of positioning integrity, including the definition, the difference between integrity and accuracy, related KPIs, and integrity failure. Then we present some potential use cases that may benefit from integrity. 

Introduction to positioning Integrity
Definition
Integrity has been firstly introduced in the aviation system for Safety-of-Life (SoL) applications in the last decades in order to measure the influence of the navigation performance on the safety. It is defined as the measure of trust that can be placed in the correctness of the information supplied by the total system [2][3]:

In 3GPP, TS 22.872 [4] also provides the definition of integrity, which is explained as follows:
Integrity: measure of the trust in the accuracy of the position-related data provided by the positioning system and the ability to provide timely and valid warnings to the UE and/or the user when the positioning system does not fulfil the condition for intended operation.

Therefore, integrity can be interpreted from two aspects: 
1) From the user’s perspective, integrity is a general performance feature referring to the trust a user can have in the delivered performance indicators, e.g., UE position, velocity quantity; 
2) From the positioning system’s perspective, integrity also includes the ability of the positioning system to provide timely warnings to users when some system anomaly results in unacceptable accuracy of the delivered performance indicators.

Integrity vs. Accuracy
In the earlier releases (R16 and before), positioning accuracy is always considered as a key performance indicator to evaluate the positioning performance. As it may be easily confused with integrity, it is worth trying to clarify the difference between accuracy and integrity. The comparison between positioning integrity and accuracy is shown below in Table 2.2- 1.
[bookmark: _Ref46216846]Table 2.2- 1 Comparison between positioning integrity and accuracy
	Difference
	Accuracy
	Integrity

	From a mathematical performance
	· Accuracy is always measured at a lower percentile with a certain error bound, e.g. 3m@80% requires 80% of the errors shall be below 3m.
· Accuracy describes the closeness of the measured position of the UE to its true position value.
	· Integrity is always measured at a higher percentile with a certain error bound, e.g. 10m@99.99% demands 99.99% of the errors should not exceed 10m. 
· The intention behind this is to keep the probability of hazardous situations (that would possibly put at risk human lives) extremely low.

	From a system performance perspective
	Accuracy is a global system characteristic refers to a correctly working system only.
	Integrity can be intended as a real time decision criterion for using or not using the system in the next period of time.

	From the alarm perspective
	No alarm required. Accuracy now refers only to the nominal system performance.
	Integrity requirements involve alarms being raised when system’s performance is bad enough to become risky.



According to the comparison between integrity and accuracy, we can have the following observation:
The differences between positioning integrity and accuracy include:
1) Integrity is a real time decision criterion for using or not using the system in the next period of time while accuracy is a global system characteristic for a nominal system.
2) Integrity requirements involve alarms being raised in the case of unacceptable accuracy of the delivered performance indicators while accuracy refers only to a correctly working system with no alarms required.

Positioning Integrity KPIs
According to the description above, integrity can be considered as an indicator of veracity and trustworthiness that can be placed in the information supplied by the positioning system. This concept can be quantified and achieved by four main KPIs: Alert Limit (AL), Time to Alert (TTA), Integrity Risk (IR) and Protection Level (PL) [5][6].
· Alert Limit (AL)
AL for a certain measurement is the error tolerance not to be exceeded without issuing an alert, which represents the largest position error allowable for safe operation. More precisely, AL can be further categorized as Horizontal Alert Limit (HAL) and Vertical Alert Limit (VAL), to capture the maximum allowable horizontal and vertical position error, respectively.

· Time to Alert (TTA)
TTA is the maximum allowable elapsed time from the onset of a positioning failure until the equipment announces the alert. When an integrity event (explained in Section 2.4) occurs, an alarm should be raised within this prescribed time lapse (i.e., TTA) after the event. This KPI is aligned with the “ability to provide timely warnings” mentioned in the definition of integrity.

· Integrity Risk (IR)
Integrity risk is the probability of providing a signal that is out of tolerance without warning the user in a given period of time. It defines the maximum probability with which a receiver is allowed to provide position failures not detected by the integrity monitoring system.

· Protection Level (PL)
PL is a statistical error bound computed or derived so as to guarantee that the probability of the absolute position error exceeding the said number is smaller than or equal to the target IR. Similar to AL, PL is also typically defined separately for the horizontal plane (Horizontal Protection Level, HPL) and the vertical direction (Vertical Protection Level, VPL) in the positioning system. The method to derive the PL varies according to different assumptions/applications, e.g., can be calculated by finding the error bound given known position error distribution, derived with other error metrics like GDOP or directly through a test statistic [5].

To conclude, while AL, TTA and IR can be pre-specified by applications, the positioning system only has real-time access to the PL. Depending on different applications, the PL can be obtained by calculation, derivation, statistic, etc. 

If positioning integrity is to be introduced and studied for RAT-dependent and RAT-independent positioning methods in 3GPP standards, the corresponding KPIs should be specified to guarantee the integrity performance. So we have the following observation:
Alert Limit, Time to Alert, Integrity Risk can be pre-described by applications or service, while Protection Level should be obtained in real time.

Integrity Failure
An integrity failure is an integrity event that lasts for longer than the TTA and with no alarm raised within the TTA. There are two typical integrity events, namely, misleading information (MI) events and hazardously misleading information (HMI) events: 
· MI events: Misleading information events occurs when being the system declared available, the position error (PE) exceeds the protection level but not the alert limit, i.e. PL < PE < AL.
· HMI events: Hazardously misleading information  events occurs when, being the system declared available, the position error exceeds the alert limit, i.e. PL < AL < PE. 
To explain most of these concepts and their relations, the Stanford diagram is widely considered as a good illustrative tool, which is presented in Figure 2.4-1.
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[bookmark: _Ref46218377]Figure 2.4-1 The Stanford diagram

As shown in Figure 2.4-1, we can have several observations: 
1) The diagonal axis separates those samples in which the PE is covered by the PL (i.e. PE < PL), above the diagonal, from those, below the diagonal, in which the PL fails to cover the PE (i.e. PE > PL). The proximity of the cloud of sample points to the diagonal gives an idea of the achieved level of safety, as any point above the diagonal but very close to it indicates that an integrity event (MI/HMI events) was close to occur. 
2) System Availability: Taking the maximum allowable error bounding (i.e. AL) into account, all the sample points can be categorized into two operation modes: system unavailable (i.e. PL > AL, the top half ) and system available (i.e. PL < AL, the bottom half ). 
3) System Operations under available system: Considering the numerical relationship between PE and PL/AL, the “system available” mode can be subdivided into nominal, misleading and hazardously misleading operations. This also applies to the “system unavailable” mode.

For better understanding, Figure 2.4-2 further illustrates different statistical bounds of position error for “system available” mode. So we have the following cases in total:
· System unavailable mode: PL > AL 
· Seen in the top half of Figure 2.4-1;
· System available mode: PL < AL or PL = AL
· Nominal operations: PE < PL < AL 
· Seen in the bottom half of Figure 2.4-1 and Case 1, 2 in Figure 2.4-2;
· Misleading operations: PL < PE < AL
· Seen in the bottom half of Figure 2.4-1 and Case 3 in Figure 2.4-2;
· Hazardously misleading: PL < AL < PE
· Seen in the bottom half of Figure 2.4-1 and Case 4 in Figure 2.4-2.
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[bookmark: _Ref46220050]Figure 2.4-2 An illustration of different statistical bounds for position error when system available

Discussion
Although imported from the aerial domain, integrity for general positioning systems should still maintain two basic factors: (a) a measure of the trust on the provided position information; (b) a timely warning of any malfunction. For (a), it can be described by the IR, also referred to as the probability of misleading information, is defined as the probability that the positioning error exceeds the AL and that the event is not detected. For (b), the positioning system is required to deliver a warning (an alert) of any malfunction (as a result of a set AL being exceeded) to users within a given period of time (TTA).

More importantly, since the position error is not observable, the positioning system only has real-time access to the PL, so the decision of alert is done by comparing the prescribed AL and the PL (can be obtained by calculation, derivation, statistic, etc.), more precisely:
· If PL > AL, the alert is triggered
· If PL < AL or PL = AL, the alert is not triggered.

When applied to general positioning systems (including RAT-dependent and RAT-independent ones), the positioning integrity should adhere to its basic and essential meaning, which can be achieved and guaranteed by these four key KPIs: AL, TTA, IR and PL. We think the same rationale also applies to 3GPP positioning system and these KPIs also applies for the discussion on integrity here.

Positioning integrity KPIs are Alert Limit, Time to Alert, Integrity Risk, Protection Level.

Relevant Use Cases
As described in [4], “integrity” and “time to alert” are specified for safety-critical or liability-critical applications, in terms of insurance of the quality of service. The following use cases that require high-accuracy positioning, reliability, and confidence level may considered as a starting point for the study of positioning integrity:
· Emergency & Mission Critical
· Road user charging (RUC)
· V2X
· eHealth
· Location based service
· Rail & Maritime
· Aerial (e.g. UAVs)

Based on the discussion of positioning integrity KPIs in Section 2.3, AL, TTA and IR are pre-specified by applications and vary from use case to use case. Therefore, the corresponding requirements for the integrity KPIs need further discussion. So we have the following observation and proposals:
For safety-critical or liability-critical applications, the positioning integrity should be guaranteed to bound the positioning errors and to ensure that the probability of positioning errors not properly bounded is below a certain limit level. 
[bookmark: OLE_LINK34]Relevant use cases that require the guarantee of positioning integrity includes:
· Emergency & Mission Critical
· Road user charging (RUC)
· V2X
· eHealth
· Location based service
· Rail & Maritime
· Aerial (e.g. UAVs)
Study the corresponding integrity requirements for the relevant use cases.
· The use case synthesis provided by TR 22.872 may be considered as a starting point.
Table 3- 1 Use cases synthesis with integrity requirements
	Use cases
	Potential requirements per use cases

	
	Environment of Use
	Position Accuracy
	Velocity
	Avail.
	Update rate or interval
	TTFF
	Latency
	Integrity 

	
	
	
	
	
	
	
	
	AL
	TTA
	IR

	5.2.1
	Bike sharing
	5G positioning service area - Outdoor
	2m Horizontal
	
	90 %
	
	10s
	1s
	

	
	
	Enhanced positioning area - Outdoor
	0.2m Horizontal
	
	99 %
	
	10s
	1s
	

	5.2.2
	Augmented Reality
	Outdoor - 5G positioning service area
	1-3m Horizontal
0.1-3m Vertical
	2 m/s
 10deg.
	80 %
	1 - 10 Hz
	10s
	1s
	Required with corresponding KPIs (TBD)

	5.2.3
	Wearables
	5G positioning service area - -Outdoor/Indoor
	2m Horizontal
1-3m Vertical
	
	90 %
	30s - 300s
	10s
	
	

	
	
	5G positioning service area - -Outdoor/Indoor
	2m Horizontal
1-3m Vertical
	
	99 %
	1s - 30s
	10s
	1s
	

	5.2.4
	Advertisement push
	5G positioning service area - -Outdoor/Indoor
	3m Horizontal
3m Vertical
	
	90 %
	
	
	60s
	

	5.2.5
	Flow management
	Enhanced positioning- Outdoor/Indoor
	10m Horizontal
	
	80 %
	10s
	10s
	
	

	5.3.1
	Person and medical equipment location in Hospital
	Enhanced positioning- Outdoor/Indoor
	3m Horizontal
2m Vertical
	
	99 %
	
	
	60s
	

	5.3.2
	Patient location
(outside Hospital)
	5G positioning service area 
Outdoor/Indoor
	10m Horizontal
3m Vertical (floor)
	
	99 %
	
	
	
	

	5.3.3
	Trolley
	Enhanced positioning- Outdoor/Indoor
	0.5m Horizontal
1-3m Vertical
	
	99 %
	
	
	20ms
	

	5.3.4
	Waste management
	5G positioning service area - Outdoor
	3m Horizontal
	
	99 %
	2h - 1 day
	
	60s
	

	5.4.1
	Emergency call
	5G positioning service area 
Outdoor/Indoor
	50m Horizontal
3m Vertical
	
	95 %
	
	30s
	60s
	Required with corresponding KPIs (TBD)

	5.4.2
	Accurate Positioning for First Responders
	Outdoor
	1m Horizontal, 
0.3 m Vertical
	
	98 %
	
	10s
	5s
	Required with
corresponding KPIs (TBD)

	
	
	Indoor
	1m Horizontal, 
2 m Vertical
	
	95 %
	
	10s
	1s
	

	5.4.3
	Alerting nearby emergency responders
	5G positioning service area Outdoor/Indoor
	50m Horizontal
3m Vertical (floor)
	
	99%
	
	10s
	
	Required with corresponding KPIs (TBD)

	5.4.4
	Emergency equipment loc. outside hospitals
	5G positioning service area Outdoor/Indoor
	10m Horizontal
3m Vertical (floor)
	
	95%
	
	10s
	
	Required with corresponding KPIs (TBD)

	5.5.1
	Traffic Monitoring & Control
	5G positioning service area - Outdoor
	1-3m Horizontal
2.5m Vertical
	
	95 %
	10 Hz
	10s
	30ms
	

	5.5.2
	Road User Charging
	5G positioning service area - Outdoor
Enhanced positioning-Tunnels
	<1m (across track)
3m (along track)
	2 m/s
	99 %
	1 Hz
	10s
	
	Required with corresponding KPIs (TBD)

	5.6.1
	Asset tracking and management
	5G positioning service area - Outdoor
	10-30m Horizontal
	5 m/s
	99 %
	300s-1day
	
	
	

	
	
	Enhanced positioning - Outdoor
	1m Horizontal
	
	99 %
	1s
	1s in enhanced positioning area
	
	

	5.7.1
	UAV
(Data analysis)
	5G positioning service area - Outdoor
	0.1m Horizontal
0.1m Vertical
	0.5 m/s
2 deg.
	99 %
	
	10s
	
	Required with corresponding KPIs (TBD)

	5.7.2
	UAV (Remote control)
	5G positioning service area - Outdoor
	0.5m Horizontal
0.3m Vertical
	
	99 %
	
	
	150ms
	Required with corresponding KPIs (TBD)

	
	
	Enhanced positioning area - Outdoor
	0.5m Horizontal
0.1m Vertical
	
	99.9 %
	
	
	150ms
	Required with corresponding KPIs (TBD)

	5.8.1
	Support multiple different location service
	5G positioning service area - Outdoor
	2m Horizontal
	
	90 %
	
	10s
	1s
	

	
	
	Enhanced positioning area - Indoor
	0.1m Horizontal
	
	99 %
	
	10s
	1s
	

	5.8.2
	Support location method negotiation
	5G positioning service area Outdoor/Indoor
	
	
	
	
	
	
	

	Note: most use cases also feature potential requirements on modes of operation, intended for the UE, the Network or for the 5G system.



Conclusion
In this contribution, we provide an introduction of positioning integrity, including the definition, the difference between integrity and accuracy, related KPIs, and integrity failure. Also, we present some potential use cases that may benefit from integrity. Based on our discussion, we have the following observations and proposals.

1. The differences between positioning integrity and accuracy includes:
1) Integrity is a real time decision criterion for using or not using the system in the next period of time while accuracy is a global system characteristic for a nominal system.
2) Integrity requirements involve alarms being raised in the case of unacceptable accuracy of the delivered performance indicators while accuracy refers only to a correctly working system with no alarms required.
Alert Limit, Time to Alert, Integrity Risk can be pre-described by applications or service, while Protection Level should be obtained in real time.
For safety-critical or liability-critical applications, the positioning integrity should be guaranteed to bound the positioning errors and to ensure that the probability of positioning errors not properly bounded is below a certain limit level.
1. Positioning integrity KPIs are Alert Limit, Time to Alert, Integrity Risk, Protection Level.
Relevant use cases that require the guarantee of positioning integrity includes:
· Emergency & Mission Critical
· Road user charging (RUC)
· V2X
· eHealth
· Location based service
· Rail & Maritime
· Aerial (e.g. UAVs)
Study the corresponding integrity requirements for the relevant use cases.
· The use case synthesis provided by TR 22.872 may be considered as a starting point.
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