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1 [bookmark: OLE_LINK20][bookmark: OLE_LINK21][bookmark: OLE_LINK175][bookmark: OLE_LINK176]Introduction
In RANP#86, a Rel.17 SI on NR Sidelink relay has been approved [1]. In the following key aspects to be studied in this SID, there are some aspects which are common for L2 and L3 UE-to-Network relay: relay (re-)selection, authorization, and discovery mechanism. In this paper, we discuss these common aspects for L2 and L3 UE-to-Network relay and give our views.
	1. Study mechanism(s) with minimum specification impact to support the SA requirements for sidelink-based UE-to-network and UE-to-UE relay, focusing on the following aspects (if applicable)  for layer-3 relay and layer-2 relay [RAN2];
A. Relay (re-)selection criterion and procedure;
B. Relay/Remote UE authorization;
C. QoS for relaying functionality;
D. Service continuity;
E. Security of relayed connection after SA3 has provided its conclusions;
F. Impact on user plane protocol stack and control plane procedure, e.g., connection management of relayed connection;
2. Study mechanism(s) to support upper layer operations of discovery model/procedure for sidelink relaying, assuming no new physical layer channel / signal [RAN2];


2 Discussion
Discovery message
How to transmit the discovery message and its PDU format
Like LTE D2D, in NR R17, SA2 has also defined a PC5-S discovery message for remote UE finding the relay UE [2], and they have agreed to support both models (i.e. Model A and Model B) as described in TR23.752.
Model B
Model A




Figure 1: Discovery message modelling
On the other hand, as described in NR SL relay SID, RAN has decided not to support new physical channel for discovery, which is quite different with LTE D2D. Then the next issue is how to transmit the PC5-S discovery message in RAN2 (e.g. whether to import discovery dedicate RP, considering no dedicated PHY discovery channel is to be supported? 
Before starting the discussion, we would like to discuss the functionality of discovery mechanism. To our understanding, the discovery is used for the following purposes in RAN:
· Purpose-1: Relay UE filtering based on the discovery information, e.g. selecting relay UEs with same PLMN id.
To our understanding, the system can work well no matter if  we define the discovery dedicated RP or not, as the discovery message is decoded in PC5-S layer, and PC5-S layer provides the related information to RRC layer for further relay UE filtering.
· Purpose-2: SD-RSRP measured on discovery message, e.g. SD-RSRP can be used for relay UE selection (e.g. selecting a relay UE which has the highest SD-RSRP).
To our understanding, the following two options can work for the purpose-2:
Option1: dedicated RP 
In LTE D2D, a discovery dedicated PHY channel was defined in PHY layer, and a discovery dedicated transport logical channel (i.e. SL-DCH in TS 36.321) and discovery dedicated Resource Pool (i.e. SL-DiscResourcePool in TS 36.331) have been supported correspondingly. If the MAC layer decodes and finds a discovery message (e.g. via SL-DCH) it can ask PHY layer to provide the corresponding SD-RSRP to MAC, then MAC tell RRC to use these information for relay UE (re-)selection (e.g. MAC provides the Tx-UE L2 Id and corresponding SD-RSRP value to RRC layer directly). 
Option2: dedicated L2 ID 
For NR SL relay, if we do not support discovery RP, in this case we can transmit the PC5 discovery message (i.e. a PC5-S message) like the first PC5-S message for the unicast connection setup purpose (e.g. Direct Communication Request message, defined in PC5-S) using a broadcast mechanism on SL SRB0, and the PHY/MAC layer of receiving UE can receive and decode this message like a normal broadcast message/data and sent it to the PC5-S layer internally without identifying whether it is a discovery message or not at all, and if PC5-S layer decodes and finds out it is a discovery message, it then tell its MAC/PHY layer to provide the corresponding RSRP as SD-RSRP to RRC for relay UE (re-)selection. 
To our understanding, this mechanism is not new. A similar mechanism has been adopted for SL RSRP measurement in R16 V2X, e.g. the PHY/MAC layer of a Rx-UE shall always monitor and measure to get the SL RSRP, and after the MAC layer decodes the L2 Id and RRC decides if this Tx-UE has requested the SL RSRP measurement previously, then the RRC needs to report the measurements to the request Tx-UE.
This means the dedicated L2 ID is needed to identify the discovery message transmission.
[bookmark: _GoBack]Comparing with Option1 and Option2, we think both of them have advantages and disadvantages. Option1 is more efficient with a dedicated RP, whereas Option2 can be based on a shared RP (e.g. like we defining a shared RP for all cast-types in R16), but the drawback is that it is not good for UE power saving (e.g. UE shall always monitor all time slots as the discovery message may appear at any time). Thus we prefer to go for option1 for power saving purpose.
Proposal 1: Using dedicated resource pool to identify the discovery message can be considered as baseline solution in SI phase. More detailed design can be left into WI phase.
Relay UE (re)selection
The condition/criterion to be a relay UE and a remote UE
In LTE R13, a L3 based relay solution was standardized and a similar issue was discussed, the criteria to be a relay/remote UE has been agreed as follows:
· A  UE can be a remote UE only when it is a cell edge UE, e.g. its Uu RSRP is lower than a pre-defined threshold (e.g. threshold_low_RSRP)
· Considering only a CEU (Cell Edge UE) can be a remote UE, the relay UE should be adjacent to the remote UE and has better coverage than remote UE, then two thresholds were defined for the relay UE, e.g. the relay UE’s RSRP should meet the criteria of threshold_min_RSRP < relay’s RSRP < threshold_max_RSRP
[image: ]
Figure 2: relay UE/remote UE criteria
Observation 1: In LTE R13, several thresholds were defined for relay/remote UE:
· A UE can be a remote UE only when remote UE’s Uu RSRP is lower  than threshold_low_RSRP
· A UE can be a relay UE only when threshold_min_RSRP < relay UE’s Uu RSRP < threshold_max_RSRP
For NR UE-to-Network relay, we think the mechanism defined in LTE can be adopted as a baseline, and any possible enhancements can be further analyzed and discussed in the WI.
The baseline used in LTE FeD2D can be:
A) A UE can be a remote UE only when satisfying the criteria of remote UE’s Uu RSRP is lower  than threshold_low_RSRP
B) A UE can be a relay UE only when satisfying the criteria of threshold_min_RSRP < relay UE’s Uu RSRP < threshold_max_RSRP
Proposal 2: On the condition to be a relay UE or a remote UE, the LTE R13 mechanism can be considered as the baseline, any further details can be discussed in the WI:
· A UE can be a remote UE only when satisfying the criteria that remote UE’s Uu RSRP is lower than threshold_low_RSRP
· A UE can be a relay UE only when satisfying the criteria of threshold_min_RSRP < relay UE’s Uu RSRP < threshold_max_RSRP

The triggering condition to perform relay UE (re-)selection
For UE-to-Network relay, a remote UE can move away from the relay UE, and SL link between relay UE and remote UE can become quite weak. Thus it is not suitable anymore for this relay UE to be a relay for this remote UE. In this situation, it is better for this remote UE to find another relay UE which has better SL RSRP. To support this, a relay (re-)selection triggering condition needs to be defined to enable the remote UE triggering the relay selection and performing relay UE measurements, and then selecting a better relay UE.
In LTE R13, this mechanism is supported and a special criteria is defined to trigger the relay reselection, e.g. when the measured SD-RSRP (i.e. Sidelink Discovery RSRP as we get SL RSRP measurements via SL discovery message) at the remote UE is lower than a pre-defined threshold (e.g. SD_RSRP_threshold).
To our understanding, the LTE solution can be adopted as the baseline and any further enhancements (if needed) can be left into the WI.
Proposal 3: For remote UE in IDLE mode, on the triggering condition to perform relay UE reselection, the LTE R13 mechanism can be used as the baseline (i.e. remote UE triggers the relay UE reselection when PC5 link RSRP is lower than a threshold). Further details can be discussed in the WI.
The radio link condition/criterion to select a relay UE at remote UE
After the remote UE triggers the relay reselection procedure, and assuming more than one relay UEs are founded by the remote UE, then which relay UE is selected should be studied. In LTE R13, this was also discussed and finally agreed to select the relay UE which has the highest SD-RSRP. To our understanding, this mechanism can be reused in NR without enhancements discussed in the SI.
Proposal 4: On how to select a suitable relay UE, the LTE R13 mechanism can be considered as a baseline in RAN2 aspect (i.e. remote UE selects the relay UE with highest PC5 link RSRP). Further details can be discussed in the WI.
Remote UE/Relay UE authorization
What should be discussed in RAN2 for UE authorization in SI phase
In SA2 R17 [2], they also identified this key issue and have potential solutions in TR23.752, both separate authorization and mutual authorization were discussed and captured in solution-30 and solution-35, based on their solutions we will provide more details on RAN2 impacts as follows:
A) Solution-30 (separate authorization): this solution is mainly used to enable CN to verify whether the UE is a legal relay UE or remote UE, which only requires an authorization-capability transmitted from CN to gNB, to also enable the gNB performing double checking for relay/remote authorization, and no standards impacts on RAN part on Uu interface.
B) Solution-35 (mutual authorization): this solution is mainly used to enable CN to verify whether the specified remote UE can be accessed from the specified relay UE(s), which requires CN maintaining a relationship of relay UE and accessible remote UEs, e.g. {relay UE Id, remote UE Id list}, and this functionality is performed only in CN and no standards impacts foreseen in RAN2&3.
Proposal 5: For remote/relay authorization, there is no RAN key issue to be solved in SI.
Security of relayed connection
A protocol stack for layer 3 UE-to-Network relay is shown as below, where there is no E2E PDCP layer between RAN and remote UE. That means the downlink data for remote UE is initially integrity protected and ciphered by RAN, and then is integrity checked and decrypted by relay UE. If the security verification between RAN and the relay UE is finished, the relay UE will perform integrity protection and ciphering again before sending the downlink data to the remote UE. It means that the relay UE is enabled to understand the communication data of remote UE, which obviously can’t satisfy the security requirements for commercial services.


Observation 2: There is no E2E PDCP layer in Layer 3 Relay to support E2E security for commercial services.
A protocol stack for layer 2 UE-to-Network relay is shown as below, where an adaption layer is used in relay UE to identify the source and destination of the data. With this protocol stake, the AS security for remote UE can be activated by the legacy method from Uu. 
1) RAN transmits an integrity protected SecurityModeCommand message with indications of security algorithms.
2) The relay UE forwards the message to the target remote UE without decrypting the content.
3) The remote UE performs the integrity check and derive the security keys.
4) The AS security is activated, and the SecurityModeComplete message is replied to RAN.
5) The subsequent messages received and sent by the remote UE are integrity protected and ciphered by the indicated security algorithm and derived keys.
With the listed procedures above, the relay UE is not able to obtain the security algorithms and keys of remote UE. Therefore, an E2E security can be guaranteed for commercial services.


Figure 3: Protocol stack for L2 relay
Proposal 6: R15 Uu like security mechanism (i.e. PDCP layer security) in Layer 2 Relay can already guarantee the E2E security for commercial services.
Proposal 7: R2 send LS to SA3 ask if Layer 3 relay can guarantee the E2E security.
1. Conclusion
In this contribution, we discussed the common aspects for layer-2 and layer-3 UE-to-NW relay and have the following observations and proposals:
Observation 1: In LTE R13, several thresholds were defined for relay/remote UE:
· A UE can be a remote UE only when remote UE’s Uu RSRP is lower  than threshold_low_RSRP
· A UE can be a relay UE only when threshold_min_RSRP < relay UE’s Uu RSRP < threshold_max_RSRP
Observation 2: There is no E2E PDCP layer in Layer 3 Relay to support E2E security for commercial services.
Proposal 1: Using dedicated resource pool to identify the discovery message can be considered as baseline solution in SI phase. More detailed design can be left into WI phase.
Proposal 2: On the condition to be a relay UE or a remote UE, the LTE R13 mechanism can be considered as the baseline, any further details can be discussed in the WI:
· A UE can be a remote UE only when satisfying the criteria that remote UE’s Uu RSRP is lower than threshold_low_RSRP
· A UE can be a relay UE only when satisfying the criteria of threshold_min_RSRP < relay UE’s Uu RSRP < threshold_max_RSRP

Proposal 3: For remote UE in IDLE mode, on the triggering condition to perform relay UE reselection, the LTE R13 mechanism can be used as the baseline (i.e. remote UE triggers the relay UE reselection when PC5 link RSRP is lower than a threshold). Further details can be discussed in the WI.
Proposal 4: On how to select a suitable relay UE, the LTE R13 mechanism can be considered as a baseline in RAN2 aspect (i.e. remote UE selects the relay UE with highest PC5 link RSRP). Further details can be discussed in the WI.
Proposal 5: For remote/relay authorization, there is no RAN key issue to be solved in SI.
Proposal 6: R15 Uu like security mechanism (i.e. PDCP layer security) in Layer 2 Relay can already guarantee the E2E security for commercial services.
Proposal 7: R2 send LS to SA3 ask if Layer 3 relay can guarantee the E2E security.
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