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Attachments:	

1	Overall description
In Rel-16 WIs LTE_feMob-Core and NR_Mob_enh-Core, RAN2 has specified Dual Active Protocol Stack (DAPS) handover to achieve 0ms handover interruption time, i.e., the UE maintains the source eNB/gNB connection until releasing the source cell after successful random access to the target eNB/gNB. When the UE receives DAPS handover command, the UE suspends an SRBs for the source PCell and establishes an SRBs for the target, and processes DRBs based on the DRB is DAPS bearer or not. If security key change is required for the DAPS handover, a new derived keys are applied for the target configuration while old (current) keys are kept for the source configuration. Upon DAPS handover failure, if the source link is still valid, the UE falls back to the source configuration and uses the source link instead of initiating RRC re-establishment procedure. When the UE falls back to the source configuration, the UE continues to use the security keys kept for the source configuration.
For this DAPS handover failure handling, RAN2 has some questions on security handling.
Question 1: Assume that the UE is triggered DAPS handover to a target cell (Cell_b) which requires horizontal key derivation, but the DAPS handover fails and the UE falls back to the source cell (Cell_a). Then, at the Cell_a, if the UE is triggered DAPS or normal handover to the same target cell (Cell_b) which requires horizontal key derivation, will the same security keys be derived?
Question 2: In Question 1, in case random access to the target cell is contention based random access, an RRC message to the target may be transmitted before DAPS handover failure. If the answer of Question 1 is yes, if the UE is triggered DAPS or normal handover to the same target cell (Cell_b) which requires horizontal key derivation, will the same key stream be reused for transmitting an RRC message?
Question 3: If Question1 and/or Question 2 is an issue, how the issue should be avoided?
Question 4: If vertical key derivation is required at DAPS handover, but the DAPS handover fails and the UE falls back to the source, will the {NH, NCC} pair be treated as used?

2	Actions
To SA WG3
[bookmark: _GoBack]ACTION: 	RAN2 respectfully asks SA3 to consider the above questions and provide answers.

3	Dates of next TSG RAN WG2 meetings
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