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1
Introduction
This document discusses potential security issue on DAPS handover and proposes to send LS to SA3 to share the information.
2
Discussion
In Rel-16, RAN2 has agreed that upon DAPS handover failure, the UE would continue to use the source link without changing security key at the source, if RLF for the source would not be detected [1]. However this mechanism may have potential security issue that the same key stream is to be used.
This issue may happen, for example with the following case.
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Fig 1
(1) An UE at a PCell_a transmits/receives signalling and data by using security keys (KRRCint, KRRCenc, KUPint KUPenc) based on KgNB_a.
(2) DAPS handover to a PCell_b with masterKeyUpdate is triggered for the UE.
(3) The UE derives a new KgNB (KgNB_b) and apply security keys based on the KgNB_b (KRRCint, KRRCenc) for SRBs for the target PCell. If horizontal key derivation is applied, the KgNB_b is derived by the KgNB_a, and PCI and DL frequency of the PCell_b as specified in [2].
(4) RA to the target is fallback to CBRA, and RRCReconfigurationComplete is transmitted by using the keys based on the KgNB_b (KRRCint, KRRCenc) with PDCP COUNT value zero.
(5) Reconfiguration with sync failure occurs and RLF of the source link is not detected. The UE falls back to the source PCell_a, and the UE transmits/receives signalling and data by using keys based on the KgNB_a.
(6) Then, DAPS or normal handover to the PCell_b with masterKeyUpdate is triggered for the UE again. If horizontal key derivation is applied, the UE derive a new KgNB based on the KgNB_a, and PCI and DL frequency of the PCell_b, i.e. the same KgNB with the procedure (3) (the KgNB_b) is derived again. Therefore the same KRRCint, KRRCenc with the procedure (3) are also derived.
(7) As PDCP COUNT value is also initialized, when the UE transmits RRCReconfigurationComplete, the same key stream used in the procedure (4) is used.
Observation 1: At DAPS handover may have security issue to reuse the same keystream when:
- CBRA DAPS handover with masterKeyUpdate (e.g., for horizontal key derivation) fails and the UE falls back to the source PCell, and
- DAPS or normal handover with masterKeyUpdate (e.g., for horizontal key derivation) is triggered to the same target PCell again.

The issue may be able to be avoided up to network implementation. However we propose to share the issue with SA3 and ask the best ways to avoid the issue.
Also it is unclear when vertical key derivation with {NH_a, NCC_a} is applied in the procedure (3) in above case and UE falls back to the source PCell, whether the {NH_a, NCC_a} pair is treated as used or unused. We also propose to ask SA3 to confirm on this case.
Observation 2: it is unclear when vertical key derivation with {NH_a, NCC_a} pair is applied for DAPS handover, but the DAPS handover fails and the UE falls back to the source, the {NH_a, NCC_a} pair is treated as used or not.

We propose to ask SA3 about the vertical key derivation case.
Proposal: Send LS to SA3 to:
- share the potential security issue for DAPS handover,
- ask the ways to avoid the issue, and
- ask if vertical key derivation is applied for DAPS handover but the UE falls back to the source due to the DAPS HOF, the {NH, NCC} pair is treated as used or not.
3
Conclusion
We have the following observations and proposal:
Observation 1: At DAPS handover may have security issue to reuse the same keystream when:
- CBRA DAPS handover with masterKeyUpdate fails and the UE falls back to the source PCell, and
- DAPS or normal handover with masterKeyUpdate is triggered to the same target PCell again.
Observation 2: it is unclear when vertical key derivation with {NH_a, NCC_a} pair is applied for DAPS handover, but the DAPS handover fails and the UE falls back to the source, the {NH_a, NCC_a} pair is treated as used or not.

Proposal: Send LS to SA3 to:
- share the potential security issue for DAPS handover,
- ask the ways to avoid the issue, and
- ask if vertical key derivation is applied for DAPS handover but the UE falls back to the source due to the DAPS HOF, the {NH, NCC} pair is treated as used or not.
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