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	Reason for change:
	At RLF/HO failure/CHO failure, the UE performs cell selection and if the selected cell is a CHO candidate then the UE attempts CHO execution, otherwise re-establishment is performed. However, it’s possible that the UE selects the same cell failed in the first CHO execution, to attempt a second CHO execution. There is a risk of security problem due to COUNT re-use for the data transmission in the same target cell. 

	
	

	Summary of change:
	Specify that the UE precludes the cell failed in the previous CHO execution during cell selection in 5.3.7.3.

Impact analysis
Impacted architecture options: 
LTE, NG(EN)-DC

Impacted functionality: 
CHO

Inter-operability: 
1. If the network is implemented according to the CR and the UE is not, in case of CHO failure, the UE might select the same cell failed in the first CHO execution, to attempt a second CHO execution, which shall cause a risk of security problem due to COUNT re-use.
2. If the UE is implemented according to the CR and the network is not, there is no inter-operability problem.

	
	

	Consequences if not approved:
	The UE can select the same cell failed in the first CHO execution, to attempt a second CHO execution, which may introduce a risk of security problem due to COUNT re-use.
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Upon selecting a suitable E-UTRA cell, the UE shall:
1>	if T309 is running:
2>	stop timer T309 for all access categories;
2>	perform the actions as specified in 5.3.16.4.
1>	if the UE is connected to 5GC and the selected cell is only connected to EPC; or
1>	if the UE is connected to EPC and the selected cell is only connected to 5GC:
2>	perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure';
1>	else:
2>	stop timer T311;
2>	if the cell selection is triggered by detecting radio link failure of the MCG or handover failure; and
2>	if attemptCondReconf is configured; and
2>	if the selected cell is one of the target candidate cells in VarConditionalReconfiguration except for the same candidate cell failed in the previous CHO execution:
3>	apply the stored condReconfigurationToApply of the selected cell and perform the actions as specified in 5.3.5.4;
2> else:
3>	if the UE is configured with conditionalReconfiguration:
4>	release uplinkDataCompression, if configured;4>	suspend all RBs, including RBs configured with NR PDCP, except SRB0;
4>	reset MAC;
4>	release the MCG SCell(s), if configured, in accordance with 5.3.10.3a;
4>	release the SCell group(s), if configured, in accordance with 5.3.10.3d;
4>	apply the default physical channel configuration as specified in 9.2.4;
4>	except for NB-IoT, for the MCG, apply the default semi-persistent scheduling configuration as specified in 9.2.3;
4>	for NB-IoT, release schedulingRequestConfig, if configured;
4>	for the MCG, apply the default MAC main configuration as specified in 9.2.2;
4>	release powerPrefIndicationConfig, if configured and stop timer T340, if running;
4>	release reportProximityConfig, if configured and clear any associated proximity status reporting timer;
4>	release obtainLocationConfig, if configured;
4>	release idc-Config, if configured;
4>	release sps-AssistanceInfoReport, if configured;
4>	release measSubframePatternPCell, if configured;
4>	release the entire SCG configuration, if configured, except for the DRB configuration (as configured by drb-ToAddModListSCG);
4>	if (NG)EN-DC is configured:
5>	perform MR-DC release, as specified in TS 38.331[82], clause 5.3.5.10;
5>	release p-MaxEUTRA, if configured;
5>	release p-MaxUE-FR1, if configured;
5>	release tdm-PatternConfig, if configured;
4>	release naics-Info for the PCell, if configured;
4>	if connected as an RN and configured with an RN subframe configuration:
5>	release the RN subframe configuration;
4>	release the LWA configuration, if configured, as described in 5.6.14.3;
4>	release the LWIP configuration, if configured, as described in 5.6.17.3;
4>	release delayBudgetReportingConfig, if configured and stop timer T342, if running;
4>	perform cell selection in accordance with the cell selection process as specified in TS 36.304 [4];
4>	release bw-PreferenceIndicationTimer, if configured and stop timer T341, if running;
4>	release overheatingAssistanceConfig, if configured and stop timer T345, if running;
4>	release ailc-BitConfig, if configured;
3>	remove all the entries within VarConditionalReconfiguration, if any;
3>	for each measId, that is part of the current UE configuration in VarMeasConfig, if the associated reportConfig has condReconfigurationTriggerEUTRA configured:
4>	remove the entry with the matching reportConfigId from the reportConfigList within the VarMeasConfig;
4>	if the associated measObjectId is only associated with condReconfigurationTriggerEUTRA:
5>	remove the entry with the matching measObjectId from the measObjectList within the VarMeasConfig;
4>	remove the entry with the matching measId from the measIdList within the VarMeasConfig;
3>	start timer T301;
3>	apply the timeAlignmentTimerCommon included in SystemInformationBlockType2;
3>	if the UE is a NB-IoT UE and AS security has not been activated:
4>	if the UE is connected to EPC, the UE supports RRC connection re-establishment for the Control Plane CIoT EPS optimisation and cp-reestablishment is included in SystemInformationBlockType2-NB; or
4>	if the UE is connected to 5GC and the UE supports RRC connection re-establishment for the Control Plane CIoT 5GS optimisation:
5>	initiate transmission of the RRCConnectionReestablishmentRequest message in accordance with 5.3.7.4;
4>	else:
5>	perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure';
NOTE:	This procedure applies also if the UE returns to the source PCell.
Upon selecting an inter-RAT cell, the UE shall:
1>	if the selected cell is a UTRA cell, and if the UE supports Radio Link Failure Report for Inter-RAT MRO, include selectedUTRA-CellId in the VarRLF-Report and set it to the physical cell identity and carrier frequency of the selected UTRA cell;
1>	perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure';
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