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1. [bookmark: _Toc18404533][bookmark: _Toc18403966][bookmark: _Toc18413600]Introduction
The work item for Inactive small-Data Transmission (IDT) in UL [1] requires specification of solutions using RACH based and CG based resources. The RACH based scheme reuses the 2-step and 4-step RACH framework whilst the CG based solution reuses the configured grant type 1 resources in INACTIVE state. 
Both RACH based and CG based schemes should include certain information in the first UL message carrying data to enable the gNB to identify the UE, to process data and to decide on the next steps. In Rel-14, during the NR study two separate solutions were developed for this: 
1. Solution with RRC signalling
2. Solution without RRC signalling
In this contribution the general aspects of the above solutions are considered and a proposal to down-select between these options is made.  
2. General scheme for IDT
During the NR study item, RAN2 extensively discussed enabling small-data transmission in INACTIVE state and designed a solution involving RRC message to be included in the first message from UE (option B) and a solution which does not include an RRC message (option A). These are referred to as the RRC-based and RRC-less solutions for IDT respectively. The main characteristics of these solutions are captured in the Annex. 
The Rel-16 baseline will have to be updated to support IDT and in the following we take a look at the changes required to some of the existing specifications when the UE the initiates Resume for IDT: 

	Rel-16 UE procedure
	For RRC-Based solution
	For RRC-Less solution
	Comments

	1. UE moving to RRC INACTIVE (i.e. upon receiving RRCRelease with suspendConfig)

	1.1. Reset MAC and Release the default MAC cell group configuration

	This can be kept as it is

	This can be kept as it is
	When IDT is configured, MAC is reset upon moving to INACTIVE state (same as Rel-16). 

Note: For CG based solution, TAT may need to continue in INACTIVE (it is FFS whether the existing TAT will be reused or if a new timer will be defined). Also, some lower layer configuration specific to the CG resource needs to be stored in INACTIVE state context – details FFS.

	1.2. Re-establish RLC entities for SRB1
	This can be kept as it is
	This can be kept as it is

	When IDT is configured, the RLC entities for SRB1 can be re-established upon moving to INACTIVE (same as Rel-16)

	1.3. Suspend all SRBs and DRBs, except SRB0
	This can be kept as it is

	Changes are needed. 
· The UE shall maintain the PDCP context for the bearers subject to IDT. 
· The RLC status also needs to be maintained for these bearers
The same applies to the network (i.e. in the CU the PDCP entity needs to be retained and in DU the RLC and MAC status needs to be saved)
	For RRC-based solution all SRBs and DRBs except SRB0 can be suspended

For RRC-less solution, changes are needed. 

	2. UE resuming the connection

	2.1. Obtain an access category and resume cause based on the interaction with upper layers (NAS)
	This can be kept as it is
	This can be kept as it is

	

	2.2. Perform unified access control procedure to determine whether the current access attempt is allowed or not
	This can be kept as it is
	This can be kept as it is
	

	2.3. Release the DC related configuration and release SCells (unless the CADC Rel-16 enhancements are supported)
	This can be kept as it is
 
	This can be kept as it is
	· Note, even if SCG/SCell configuration are kept, we need to discuss whether these are used for IDT
· IDT could be confined to PCell. 

	2.4. Apply default L1 parameters and default configuration for SRB1, CCCH and for the MAC 
	This can be kept as it is for RACH. 
For CG, the MAC/PHY configuration specific to the CG resource needs to be restored.
	This can be kept as it is for RACH. 
For CG, the MAC/PHY configuration specific to the CG resource needs to be restored.
	

	2.5. Compile the ResumeRequest message using the stored security context
	This can be kept as it is. 

	Changes are needed
No ResumeRequest is included, however, since no new RRC state is defined, same NAS/AS interaction applies and NAS will provide the resumeCause anyway and this resumeCause may need to be provided to the network. 
Also, the information necessary to authenticate the UE (i.e. something similar to resumeMAC-I) will be needed. 
This information may need to be included in a MAC CE etc and this will also require some changes on the network side (e.g. for the DU to provide the information to CU etc). 
	

	2.6. Derive the new security context (i.e. new keys) by using the NCC value received in the Release message
	This can be kept as it is. 

	Security context need not be refreshed. i.e. the scheme only works in case of no cell change. 
However, discussion is needed regarding how the network can move the UE to full connected state and how security context is handleld in this case in general etc. 
	

	2.7. Re-establish PDCP entities for SRB1 and resume SRB1
	This can be kept as it is.
	This can be kept as it is.
	

	2.8. resume SRB2, and all DRBs
	Unlike normal resume, the DRBs subject to IDT should be resumed once RRC resume message is generated. The same can be applied to SRB2 too. 
	This is TBD:
· It is likely that the RBs that are subject to IDT are not suspended in the first place (see above). 
	



Based on the above analysis, the main difference between RRC-based and RRC-less solutions is in the handling of security context. In case of RRC-based approach, it can be seen that most of the INACTIVE state related aspects for suspend and resume can be reused. In case of RRC-less approach, some changes will be needed to ensure the PDCP, RLC and some the MAC related configuration is stored and restored. Furthermore, since RRC layer is not involved in the RRC-less solution, the key update is not possible. Thus, the security context needs to be reused across the multiple resumes. It should however be noted that this is only possible if there is no cell change, as clarified by SA3 in [3]. However, SA3, in the same LS also recommended that even in the same cell case, it is recommended to enable integrity protection and UE verification.
Based on the above, the following observation is made: 
Observation 1: 
RRC-Less approach: 
· Has limited applicability (i.e. it is only applicable when there is no cell change)
· Requires the UE to include most of the information that the UE includes in RRCResumeRequest anyway and this information may need to be encapsulated in MAC level IEs (e.g. MAC CEs)
· Integrity protection needs to be ensured by including something similar to resumeMAC-I as recommended by SA3 [3] 
· Even in the same cell case SA3 have said “Data integrity protection using stored PDCP security context recommended, UE and network verification needed using stored PDCP security context. Not using any security protection is not acceptable from security point of view.”
· Since UE is in INACTIVE state, the NAS will provide resumeCause and this may have to be included in UL 
· Requires more changes to the existing baseline to handle the INACTIVE state as noted above

Based on the above, we propose the following: 
Proposal 1: For IDT, RRC-based approach is adopted for both RACH-based and CG-based solutions

Once the above baseline is agreed, we can proceed to agree the more detailed aspects of the IDT. The general procedure is as depicted in Figure 1 below. 
[image: ]
[bookmark: _Ref45890582]Figure 1: RRC-based procedure for IDT
Based on this, the following proposals are made: 
Proposal 2: When IDT is configured, for both RACH-based and CG-based solutions, the following framework applies (the issues in Red require changes to the existing handling of INACTIVE state): 
· Upon moving to INACTIVE state (i.e. upon receiving RRCRelease with suspendConfig): 
· The MAC is reset and the default MAC cell group configuration is released
· For CG, some lower layer configuration should be retained (this could be treated as part of the CG configuration – details FFS)
· RLC entities for SRB1 are re-established
· All SRBs and DRBs, except SRB0 are suspended
· UE stores the INACTIVE AS context
· For CG, the INACTIVE AS context will include the CG resource
· Upon initiating Resume procedure (for the purpose of IDT):
· Access category and resume cause are determined and UAC procedure is performed
· UE performs selection between RACH-based and CG-based IDT
· e.g. If CG resource is configured and valid, then UE shall select CG resource otherwise RACH based solution is adopted
· Release the DC related configuration and the SCells unless UE supports retaining this configuration upon Resume. 
· Apply default L1 parameters and default configuration for the MAC and for SRB1 and CCCH
· For CG, the MAC and PHY configuration specific to the CG resource will be restored
· Compile the ResumeRequest using stored security context and submit to the lower layers
· Derive the new security context (new keys)
· Re-establish PDCP entities for SRB1 and resume SRB1
· Re-establish PDCP entities for the DRBs (which are subject to IDT) and resume these DRBs
· Obtain the MAC PDU for the DRBs with pending data and include the MAC PDU in the UL resource
· Transmit the first UL message containing the ResumeRequest along with the MAC PDU containing DRB data and any MAC CEs (either in MSG3 or MSGA or in the configured CG type 1 resource) 
3. Conclusion and proposals
This contribution discusses the pros and cons of the RRC-based and RRC-less solution for IDT and the following observations and proposals are made: 
Observation 1: 
RRC-Less approach: 
· Has limited applicability (i.e. it is only applicable when there is no cell change)
· Requires the UE to include most of the information that the UE includes in RRCResumeRequest anyway and this information may need to be encapsulated in MAC level IEs (e.g. MAC CEs)
· Integrity protection needs to be ensured by including something similar to resumeMAC-I as recommended by SA3 [3] 
· Even in the same cell case SA3 have said “Data integrity protection using stored PDCP security context recommended, UE and network verification needed using stored PDCP security context. Not using any security protection is not acceptable from security point of view.”
· Since UE is in INACTIVE state, the NAS will provide resumeCause and this may have to be included in UL 
· Requires more changes to the existing baseline to handle the INACTIVE state as noted above

Based on the above, the following proposals are made: 

Proposal 1: For IDT, RRC-based approach is adopted for both RACH-based and CG-based solutions

Proposal 2: When IDT is configured, for both RACH-based and CG-based solutions, the following framework applies (the issues in Red require changes to the existing handling of INACTIVE state): 
· Upon moving to INACTIVE state (i.e. upon receiving RRCRelease with suspendConfig): 
· The MAC is reset and the default MAC cell group configuration is released
· For CG, some lower layer configuration should be retained (this could be treated as part of the CG configuration – details FFS)
· RLC entities for SRB1 are re-established
· All SRBs and DRBs, except SRB0 are suspended
· UE stores the INACTIVE AS context
· For CG, the INACTIVE AS context will include the CG resource
· Upon initiating Resume procedure (for the purpose of IDT):
· Access category and resume cause are determined and UAC procedure is performed
· UE performs selection between RACH-based and CG-based IDT
· e.g. If CG resource is configured and valid, then UE shall select CG resource otherwise RACH based solution is adopted
· Release the DC related configuration and the SCells unless UE supports retaining this configuration upon Resume. 
· Apply default L1 parameters and default configuration for the MAC and for SRB1 and CCCH
· For CG, the MAC and PHY configuration specific to the CG resource will be restored
· Compile the ResumeRequest using stored security context and submit to the lower layers
· Derive the new security context (new keys)
· Re-establish PDCP entities for SRB1 and resume SRB1
· Re-establish PDCP entities for the DRBs (which are subject to IDT) and resume these DRBs
· Obtain the MAC PDU for the DRBs with pending data and include the MAC PDU in the UL resource
· Transmit the first UL message containing the ResumeRequest along with the MAC PDU containing DRB data and any MAC CEs (either in MSG3 or MSGA or in the configured CG type 1 resource) 
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5. Annex (summary of past discussions on small data)
Agreements captured in [2]
RRC-Less solution: 
Agreements related to option A for the purposes of further discussion of the options:
1: Agree to the context description as a baseline, with additional enhancements FFS, and with the RLC information as FFS:
The UE context in RRC_INACTIVE includes the configuration of radio bearers, logical channels and security.  The UE maintains the same PDCP entity like in RRC_CONNECTED and maintains PDCP COUNT and SN of PDCP.  The possibility to maintain the RLC entity and SN is FFS.  Additional information can be considered for the context if a need is identified.
2: Agree to the message contents as follows:
1) UE -> Network: data+UE ID
2) Network -> UE: UE ID (used for identifying the target UE for the response)
FFS whether BSR or other information to be included in message 1 (security information is addressed separately)
FFS whether other information to be included in message 2 (security information is addressed separately)
FFS which layer handles the acknowledgement function for the second message.  It is FFS if subsequent transmissions are allowed without a transition to RRC_CONNECTED.  .
3	The network should be able to send the UE into RRC_CONNECTED in response to UL data transmission if necessary
4	UE ID should be able to uniquely identify the UE context in the RAN.
FFS The need of ARQ.
5	Receiving an application response is handled by whatever mechanism is used for delivering DL data that arrives in RAN while the UE is in RRC_INACTIVE.  Possible enhancements are FFS.
FFS How the UL grant size is determined
6 	The UE context is maintained in an anchor gNB.
7:	The UE decides whether to use small data transmission based on a threshold taking into account at least the amount of data in the UE’s buffer. If amount of data is above  the threshold then UE initiates RRC procedure to move to connected. Additional criteria that could be considered (e.g. latency) are FFS.
8: 	Multiple DRBs can be maintained in RRC_INACTIVE, and data transmission takes place on the DRB associated to the concerned service.  It is FFS which bearers are maintained (e.g. some bearers could be treated as suspended such that the UL data cannot be sent on this DRB in inactive.).
9:	If bearers with configured QoS are allowed to be used for UL small data transmission, the QoS is still required to be met. 
RRC-based solution
Agreement
1	The solution for UL small data transmission in RRC_INACTIVE should be service-agnostic, catering different service requirements (more focus should be given to eMBB and URLLC)


Agreements related to option B for the purposes of further discussion of the options:
1	Transition from RRC_INACTIVE to RRC_CONNECTED based on 3-step RRC procedure should be baseline and 2-step RRC procedure (resume request, resume) should be further studied. FFS whether 3 step or 2 step would eventually be specified if option B is selected. FFS study the impact of removing the “complete” message (e.g. in terms of security)
2	Msg. 3 (“RRC Connection Resume Request”) should contain at least the required information for the network to perform contention resolution, identify the UE AS context and verify that this is the right UE
3	UE should be able to encrypt the small UL data transmission transmitted in RRC_INACTIVE. FFS whether it is acceptable to use the old security keys used when the UE was in RRC_CONNECTED
4	Upon receiving the Msg. 4 response from the network (e.g. “RRC Connection Resume”) the UE should be able identify this is the right network, perform contention resolution and receive DL data and either remain in RRC_INACTIVE or resume its previously suspended connection i.e. moving to RRC_CONNECTED
5	DL transmissions/responses and subsequent UL transmissions after message 3 should be supported without the UE having to move to RRC_CONNECTED. FFS any optimizations for the reception of DL transmissions/responses (e.g. additional paging occasions).
6: HARQ ACK/NACK transmission can be supported in the same way as it is supported in LTE when MSG3 is transmitted (i.e. UE is expected to continuously monitor the DL PDCCH-like channel once it sends first UL packet, DL RLC ACK/NACK messages can be scheduled normally when a UE still listens to the DL channels)
FFS Whether the UE should be able to indicate that at least it wants to transmit small UL data transmission in RRC_INACTIVE in Msg. 1 (if network configures). Additional info is also FFS
7	UE provides information to enable the network to decide whether to leave the UE in RRC_INACTIVE or move to RRC_CONNECTED. FFS what is indicated e.g. MAC buffer related information
FFS Whether the UE should be able to provide some cause in Msg. 3, which can be used to reject the connection attempt
8	For small data transmission in RRC_INACTIVE the UE should use a currently configured DRB.
9	The solution for small data transmission in RRC_INACTIVE should be applicable to either a 2-step or 4-step RACH design (depending in RAN1 and RAN2 decision to support 2 step RACH)
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