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1. Introduction
A new SID [1] had been agreed in RAN#86 for study on NR sidelink relay, which has the following objectives: 
	1. Study mechanism(s) with minimum specification impact to support the SA requirements for sidelink-based UE-to-network and UE-to-UE relay, focusing on the following aspects (if applicable)  for layer-3 relay and layer-2 relay [RAN2];

A. Relay (re-)selection criterion and procedure;

B. Relay/Remote UE authorization;

C. QoS for relaying functionality;
D. Service continuity;

E. Security of relayed connection after SA3 has provided its conclusions;

F. Impact on user plane protocol stack and control plane procedure, e.g., connection management of relayed connection;
2. Study mechanism(s) to support upper layer operations of discovery model/procedure for sidelink relaying, assuming no new physical layer channel / signal [RAN2];


In this contribution, we aim at analysis and comparisons on the above aspect A, B and E for L2 and L3 relay architectures.

2. Discussion
2.1 Selection and reselection 
2.1.1 Discussion scope

In the design of Rel-13 LTE UE-to-Network relay, the relay selection and reselection are specified with mainly considering the following three parts in AS layer:

· The criteria for a UE capable of sidelink relay UE operation to act as a relay UE;
· The criteria for a UE capable of sidelink remote UE operation to act as a remote UE;

· The quality of PC5 link between the relay UE and the remote UE to perform relay selection/reselection by the remote UE.

In general, a UE can serve as a relay UE or remote UE only if the Uu link quality satisfies the AS-criteria configured by eNB. Via the ProSe Direct Discovery procedure, the remote UE and the relay UE can discover each other and the relay would be considered suitable in terms of radio criteria if the PC5 link quality exceeds configured threshold. The remote UE performs radio measurements at PC5 interface and uses them for UE-to-Network Relay selection and reselection along with higher layer rules (e.g. upon receiving indication in PC5-S messages), and if there are more than one suitable ProSe UE-to-Network Relays, the remote UE would select the one with best PC5 link quality. For UE-to-Network relay reselection, the PC5 signal strength is also considered as one of the criteria, along with other upper layer rules. 
Observation 1: For Rel-13 LTE UE-to-Network relay, the basic RAN principle for a UE to be able to serve as a relay UE or remote UE is to consider the UE’s Uu link quality and eNB enabling configuration, e.g. resource configuration, indication to allow relay operation, etc.
Observation 2: For Rel-13 LTE UE-to-Network relay, the remote UE performs relay selection and reselection also based on PC5 link quality.
In the design of Rel-15 LTE UE-to-Network relay for IoT and wearables, the relay selection and reselection were not discussed specially but scenarios for path switch were introduced and analysed in the technical report [2]as following where the Scenario 1a and 2a can be regarded as a form of relay selection.
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Scenario 1b
Figure 5.1.2.5.1-1: Path switch scenario 1
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Scenario 2b
Figure 5.1.2.5.1-2: Path switch scenario 2


Observation 3: For Rel-15 LTE UE-to-Network relay for IoT and wearables, scenarios and corresponding solutions for path switch were introduced when in scenario 1a and 2a  the criterion to switch to Relay link may be similar as the criterion in the procedure of relay selection.

For Rel-17 NR sidelink relay design, it would be necessary to firstly clarify the discussion scope and principle for relay selection and reselection. For L3-based and L2-based relay, one of the main differences would be the remote UE’s visibility to the network. For the L3-based relay, the remote UE could be invisible to the network and for L2-based relay, the remote UE is visible. However, no matter for the L3 or L2-based relay, the relay selection could be performed by the remote UE no matter it is initially OOC (out of coverage) or IC (in coverage). With relay selection procedure, the remote UE may finally select a suitable relay and be able to access to network. For relay UE on the other hand, it should be IC (in coverage), which may be in RRC_CONNECTED, RRC_INACTIVE or RRC_IDLE. Therefore, the scenario where the remote UE is IC or OOC should be studies for both L3-based and L2-based relay. Note that the OOC here means the remote UE cannot read SIB or receive paging by itself, if we allow mechanism like paging/SIB forwarding from relay to remote, whether the remote is still called ‘OOC’ can be further discussed.
Proposal 1: Consider the following scenarios for Rel-17 relay selection/reselection for both L3 and L2-based Relay:
· Remote UE is out of coverage;

· Remote UE is in coverage (RRC_CONNECTED/INACTIVE/IDLE);

· Relay UE is in coverage (RRC_CONNECTED/INACTIVE/IDLE).

For UE-to-Network relay and UE-to-UE relay, in the WID there is a note saying:

· NOTE 2: It is assumed that UE-to-network relay and UE-to-UE relay use the same relaying solution.

In relay selection/reselection, the mechanism may be similar in UE-to-network relay case and UE-to-UE relay case in some aspects, e.g. the Uu link in the former case can be comparable to the direct link between the remote UEs in the latter case, which means in UE-to-UE relay, the remote UE may only trigger relay selection when it cannot access the peer UE or the direct link between these two remote UEs is deteriorated. On the other hand, the difference could be that in UE-to-UE relay, there is no need to consider any Uu link quality. Anyway, it would be good to start with UE-to-network relay in relay selection/reselection design and focus on the common part between the two architecture.

Observation 4: The remote UE’s Uu link in UE-to-network relay case can be comparable to the direct link between the two remote UEs in the UE-to-UE relay case, which means in UE-to-UE relay, the remote UE may only trigger relay selection when it cannot access the peer UE or the direct link between these two remote UEs is deteriorated.
Proposal 2: UE-to-network relay case is the starting point in Rel-17 relay selection/reselection design and focus on the common part for UE-to-network and UE-to-UE relay.
Then, for the concrete aspects to be considered in relay selection/reselection, at first, it would be straightforward and reasonable to consider the condition for a UE capable of sidelink relay UE operation to act as a relay UE or remote UE. Then, the remote UE moves between Cellular and Relay link should be discussed which could be seen as relay selection and non-selection. Note that the cases for UE being IC/OOC and in different RRC state could all be considered here. The remote UE moves between one Relay link and another Relay link case should also be discussed obviously, which is seen as relay reselection. On aspect that should be highlighted is that when we consider relay selection/reselection in the inter-gNB case, for RRC_CONNECTED remote UE (e.g. in L2-based relay architecture) moving between Cellular and Relay link, or between two Relay links could involve the handover procedures between two base stations, which is not purely relay reselection and controlled by gNBs, and may be evaluated and discussed in the part of service continuity (sub-bullet D in the WID). 
Therefore, we propose:

Proposal 3: For UE-to-Network relay, the following parts should be considered and discussed on relay selection/reselection:

· The criterion on Uu link for a UE capable of sidelink relay UE operation to serve as a relay UE;
· The criterion on Uu link for a UE capable of sidelink relay UE operation to serve as a remote UE;
· The criterion on PC5 link for remote UE to select/reselect suitable relay UE.
2.1.2 Conditions to serve as relay/remote UE
In the design of LTE UE-to-Network relay, the AS conditions for becoming the relay UE are distinct with relaying sidelink communication transmission and relaying PS related sidelink discovery transmission. One difference is relay UE’s RRC state, where in relaying PS related sidelink discovery transmission the relay UE can be in RRC_IDLE.  For remote UE operation, the conditions for sidelink communication transmission and PS related sidelink discovery transmission are more or less similar with considering the gNB configuration/pre-configuration and RRC state of remote UE.
In Rel-17 NR sidelink relay, the use cases can vary from public safety networks to personal IoT, and discovery procedure would also be discussed assuming no new physical layer channel / signal. The conditions to serve as relay/remote UE can take legacy LTE mechanism as the baseline, which considers the UE’s IC/OOC, RRC state and gNB configuration/pre-configuration.
Proposal 4: For UE-to-Network relay, take legacy LTE mechanism as the baseline for AS-conditions for a relay UE, which involves:

· When relay UE is RRC_IDLE/INACTIVE, based on threshold condition and gNB common configuration;

· When relay UE is RRC_CONNECTED, based on gNB dedicated configuration.

Proposal 5: For UE-to-Network relay, take legacy LTE mechanism as the baseline for AS-conditions for a remote UE, which involves:

· When remote UE is OOC, based on pre-configuration;

· When remote UE is RRC_IDLE/INACTIVE, based on threshold condition and gNB common configuration;

· When remote UE is RRC_CONNECTED, based on gNB dedicated configuration.

Part 3: Relay selection and reselection
In this part we would like to discuss the Relay selection and reselection criterion. As analysed in part 1, in LTE UE-to-Network relay, the relay selection and reselection is performed by remote UE, and the remote UE will consider the PC5 link quality in relay selection/reselection with the prerequisite that it satisfies the conditions to serve as a remote UE (consider Uu link quality). The principle seems inheritable to Rel-17 sidelink relay for both L2 and L3-based Relay architecture. 

Proposal 6: Take legacy LTE mechanism as the baseline for relay selection/reselection criteria in following aspects:

· Relay selection/reselection is performed by remote UE;

· Consider the Uu link quality of remote/relay UE and the PC5 link quality between remote and relay UE in relay selection/reselection;

On the other hand, for RRC_CONNECTED remote UE (e.g. in L2-based relay architecture), the relay reselection should be controlled by the network which means the timing for reselection is less likely to have impacts on service continuity. But for RRC_IDLE remote UE, e.g. in L3-based relay, the situation can be different that some optimization may be needed in relay reselection in order to guarantee the service continuity. 
Moreover, as discussed in [3], the Rel-17 relay scenario may include both public relay and private relay. Private SL relay may be in a familiar environment where the relay and remotes UEs are pre-bundled to each other, e.g. for scenarios where a smart phone needs to serve as relay just to user’s smart watch and smart glasses. In this case, the relay UE’s identity also matters in the relay selection/reselection procedure.
Therefore, we have the following proposals:

Proposal 7: When remote UE is in RRC_CONNECTED, whether the relay should be is controlled by the network.

Proposal 8: Consider the relay UE’s identity in the ‘pre-bundled’ case for relay selection/reselection.

2.2 Authorization 
2.2.1 Background
Firstly, the Rel-13 LTE UE-to-Network relay authorization and Rel-16 NR V2X sidelink authorization mechanisms are investigated. The motivation is to see whether the legacy mechanisms can be reused and then give our initial thinking on how the relay/remote UE authorization mechanism would work in Rel-17.
Rel-13 LTE UE-to-Network relay authorization
The Rel-13 LTE UE-to-Network relay is L3 based relay introduced for ProSe (Proximity Service), a.k.a. public safety. From RAN perspective, it is beneficial for the eNB to know which ProSe service(s) the UE is authorized for so as to allow the UE to use radio resources for relaying. Therefore, the authorized information which indicates whether the UE is authorized to act as a ProSe UE-to-Network Relay has been specified, shown as below in yellow [4]

 REF _Ref47276056 \r \h 
[5].

ProSe Authorized

This IE provides information on the authorization status of the UE for ProSe services.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	ProSe Direct Discovery
	O
	
	ENUMERATED (authorized, not authorized, ...)
	Indicates whether the UE is authorized for ProSe Direct Discovery
	-
	-

	ProSe Direct Communication
	O
	
	ENUMERATED (authorized, not authorized, ...)
	Indicates whether the UE is authorized for ProSe Direct Communication
	-
	-

	ProSe UE-to-Network Relaying
	O
	
	ENUMERATED (authorized, not authorized, ...)
	Indicates whether the UE is authorized to act as ProSe UE-to-Network Relay
	YES
	ignore


Moreover, the above ProSe UE-to-Network Relaying authorization IE can be signaled over S1 and X2 interfaces, which are summarized in below Table 1.
Table 1 Signaling procedures involving ProSe UE-to-Network Relaying authorization 
	Singalling procedure
	Signaling Direction
	Authorization information

	Initial context setup procedure
	MME->eNB
	ProSe UE-to-Network Relaying IE

	UE context modification procedure
	MME->eNB
	ProSe UE-to-Network Relaying IE

	Handover resource allocation procedure (S1-handover)
	MME->target eNB
	ProSe UE-to-Network Relaying IE

	Path switch procedure
	MME->eNB
	ProSe UE-to-Network Relaying IE

	Handover Preparation procedure

(X2-handover)
	Source eNB-> 

Target eNB
	ProSe UE-to-Network Relaying IE

	Retrieve UE Context procedure
	old eNB -> new eNB
	ProSe UE-to-Network Relaying IE


Based on the investigation of Rel-13 LTE UE-to-Network relay, it is noted that there is no authorization information defined for a UE acting as remote UE. In other words, the remote UE is transparent to RAN and the eNB can only achieve the authorization information whether the UE is allowed to act as a UE-to-Netowrk relay from a trusted node (i.e., MME or another eNB).
Observation 5: For Rel-13 LTE UE-to-Network relay, the eNB can know whether the UE is authorized to act as a UE-to-Network relay UE while the role of remote UE is transparent to RAN.
· Rel-16 NR V2X authorization
Since the study involves NR sidelink between remote UE and relay UE, it is worthwhile doing some research on how Rel-16 NR V2X authorization is specified before designing the relay/remote UE authorization mechanism in Rel-17. According to latest RAN3 and SA2 specifications [4]

 REF _Ref47276056 \r \h 
[5]

 REF _Ref47628842 \r \h 
[6]

 REF _Ref47279309 \r \h 
[7], the authorized information which indicates whether the UE is authorized to use the NR sidelink for V2X services has been specified as below.

NR V2X Services Authorized

This IE provides information on the authorization status of the UE to use the NR sidelink for V2X services.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Vehicle UE
	O
	
	ENUMERATED (authorized, not authorized, ...)
	Indicates whether the UE is authorized as Vehicle UE

	Pedestrian UE
	O
	
	ENUMERATED (authorized, not authorized, ...)
	Indicates whether the UE is authorized as Pedestrian UE


The above Vehicle UE/Pedestrian UE authorization IEs can be signaled over NG and Xn as well as S1 and X2 interfaces (the latter is for the cross-RAT control scenario), which are summarized in below Table 2.
Table 2 Signaling procedures involving NR V2X sidelink authorization 
	Singalling procedure
	Signaling Direction
	Authorization information

	Initial context setup procedure
	MME->eNB,

AMF-> NG-RAN node
	Vehicle UE IE, Pedestrian UE IE

	UE context modification procedure
	MME->eNB,
AMF-> NG-RAN node
	Vehicle UE IE, Pedestrian UE IE

	Handover resource allocation procedure (S1/NG-handover)
	MME->target eNB,

AMF->target NG-RAN node
	Vehicle UE IE, Pedestrian UE IE

	Path switch procedure
	MME->eNB,
AMF-> NG-RAN node
	Vehicle UE IE, Pedestrian UE IE

	Handover Preparation procedure (X2/Xn-handover)
	Source NG-RAN node-> 

Target NG-RAN node
	Vehicle UE IE, Pedestrian UE IE

	Retrieve UE Context procedure
	old NG-RAN node -> new NG-RAN node
	Vehicle UE IE, Pedestrian UE IE


Based on the investigation of Rel-16 NR V2X sidelink, we observe that there is separate authorization information defined for a UE acting as Vehicle UE or Pedestrian UE, which means the NG-RAN can control the UE’s accessing to the network based on different roles of the UE.

Observation 6: For Rel-16 NR V2X sidelink, the NG-RAN can know whether the UE is authorized to act as a Vehicle UE or Pedestrian UE.
2.2.2 Consideration in Rel-17
When it comes to Rel-17 UE-to-Network relay, basically how the L2 and L3 based UE-to-Network relay authorization mechanism need to be studied in SI phase. For L3 based UE-to-Network relay, we believe the authorization information defined from Rel-13 LTE UE-to-Network relay which is also L3-based relay can be reused. However, the signaling procedure to transfer such authorization information should refer to Rel-16 NR V2X sidelink. 
Proposal 9: For L3 based UE-to-Network relay, similar as Rel-13 ProSe relay, the authorization information stored in gNB is only introduced for a UE acting as UE-to-NW relay and transparent to remote UE.

Proposal 10: For L3 based UE-to-Network relay, the signaling procedure to transfer the authorization information will reuse the Rel-16 NR V2X sidelink authorization as baseline, e.g. in NG interface and Xn interface.

For L2 based UE-to-Network relay, the main difference from the L3 based UE-to-Network relay is that the NG-RAN can be aware of the existence of remote UE regardless of OOC (Out-Of-Coverage) or IC (In-Coverage). For example, the service data forwarded by the relay UE and relay UE’s own service data can be differentiated by NG-RAN. The NG-RAN may also control the remote UE from radio resource allocation perspective. So in addition to the authorization information for a UE acting as relay UE, it is natural to consider introducing authorization information for a UE acting as a remote UE separately. However, the details on how the authorization information for relay UE as well as remote UE are defined and transferred need further study and are in the scope of SA2 and RAN3. 
Proposal 11: For L2 based UE-to-Network relay, the authorization information stored in gNB is introduced for a UE acting as UE-to-NW relay or remote UE separately.

Proposal 12: For L2 based UE-to-Network relay, the signaling details on how to transfer the authorization information is up to SA2 and RAN3 discussion and decision.

Considering there is also an on-going study in SA2 [8], it is suggested that RAN2 send a LS to SA2 confirm the above understanding on the L2 and L3 based UE-to-Network relay authorization mechanisms.
Proposal 13: Send a LS to SA2 (cc RAN3) to confirm above RAN2 understanding on the L2 and L3 based UE-to-Network relay authorization mechanisms.
2.3 Security 
In LTE and NR Uu interface, PDCP layer is responsible for SRB/DRB ciphering and integrity protection between base station and UE. There is also NAS layer security procedure and protection between UE and CN nodes.
In L2 relay architecture, PDCP layer is end-to-end, i.e. located in gNB and remote UE. Hence current PDCP security mechanism can be reused for ciphering and integrity protection between gNB and remote UE. The PDCP PDU of remote UE is invisible to its relay UE. Security requirement of remote UE is guaranteed.
Observation 7: In L2 relay architecture, current security mechanism can be reused completely because of end-to-end PDCP entities.

However, in L3 relay architecture, PDCP layer is hop-by-hop, i.e. one peer PDCP entities located in remote UE and relay UE, the other located in relay UE and gNB. Hence current PDCP security mechanism can only be used by each hop separately, which means that the data of remote UE may be visible to its relay UE if there are no other higher layer security mechanisms, e.g. IPsec. 
Observation 8: In L3 relay architecture, hop-by-hop security can be achieved by hop-by-hop PDCP entities and end-to-end security may be relied on higher layer, e.g. IPsec.
In order to provide end-to-end security protection, SA2 had studied and agreed to introduce a new L3 relay architecture using N3IWF in solution #23 of [8]. The N3IWF provides NAS connectivity to the 5GC and end-to-end security for Remote UEs.
Observation 9: In N3IWF L3 relay architecture, IPsec mechanism can provide end-to-end security for remote UEs.
And the following figure 1 gives a summary of L2 relay architecture and L3 relay architecture from the perspective of security.
[image: image2.png]1) L2 relay

2) L3 relay

Remote UE Relay UE 2NB
PDCP(_ Eac: PDCP
Remote UE Relay UE &NB

PDCP ( H by H sccurit{) PDCP ( H-by H sccurit{) PDCP

Remote UE

Relay UE

eNB

End-to-end security with Psec

O

T

[T T





Figure 1 Summary of L2 and L3 security
From the above analysis, we find that it seems that both L2 and L3 architecture can provide required security for sidelink relay. Of course, details need to be decided and confirmed by SA3.
Proposal 14: RAN2 to send a LS to SA3 for feasibility and performance of IPsec mechanism in N3IWF L3 relay architecture. 
Proposal 15: if SA3 confirms, both L2 and L3 architecture can provide required security for sidelink relay. 

3. Conclusion

In this contribution, we give analysis and comparisons on relay (re)selection, authorization and security for L2 and L3 relay. Based on the discussion, we have the following observations and proposals:
For relay selection/reselection:

Observation 1: For Rel-13 LTE UE-to-Network relay, the basic RAN principle for a UE to be able to serve as a relay UE or remote UE is to consider the UE’s Uu link quality and eNB enabling configuration, e.g. resource configuration, indication to allow relay operation, etc.
Observation 2: For Rel-13 LTE UE-to-Network relay, the remote UE performs relay selection and reselection also based on PC5 link quality.
Observation 3: For Rel-15 LTE UE-to-Network relay for IoT and wearables, scenarios and corresponding solutions for path switch were introduced when in scenario 1a and 2a  the criterion to switch to Relay link may be similar as the criterion in the procedure of relay selection.
Observation 4: The remote UE’s Uu link in UE-to-network relay case can be comparable to the direct link between the two remote UEs in the UE-to-UE relay case, which means in UE-to-UE relay, the remote UE may only trigger relay selection when it cannot access the peer UE or the direct link between these two remote UEs is deteriorated.
Proposal 1: Consider the following scenarios for Rel-17 relay selection/reselection for both L3 and L2-based Relay:
· Remote UE is out of coverage;

· Remote UE is in coverage (RRC_CONNECTED/INACTIVE/IDLE);

· Relay UE is in coverage (RRC_CONNECTED/INACTIVE/IDLE).

Proposal 2: UE-to-network relay case is the starting point in Rel-17 relay selection/reselection design and focus on the common part for UE-to-network and UE-to-UE relay.
Proposal 3: For UE-to-Network relay, the following parts should be considered and discussed on relay selection/reselection:
· The criterion on Uu link for a UE capable of sidelink relay UE operation to serve as a relay UE;

· The criterion on Uu link for a UE capable of sidelink relay UE operation to serve as a remote UE;
· The criterion on PC5 link for remote UE to select/reselect suitable relay UE.

Proposal 4: For UE-to-Network relay, take legacy LTE mechanism as the baseline for AS-conditions for a relay UE, which involves:
· When relay UE is RRC_IDLE/INACTIVE, based on threshold condition and gNB common configuration;

· When relay UE is RRC_CONNECTED, based on gNB dedicated configuration.

Proposal 5: For UE-to-Network relay, take legacy LTE mechanism as the baseline for AS-conditions for a remote UE, which involves:
· When remote UE is OOC, based on pre-configuration;

· When remote UE is RRC_IDLE/INACTIVE, based on threshold condition and gNB common configuration;

· When remote UE is RRC_CONNECTED, based on gNB dedicated configuration.

Proposal 6: Take legacy LTE mechanism as the baseline for relay selection/reselection criteria in following aspects:
· Relay selection/reselection is performed by remote UE;

· Consider the Uu link quality of remote/relay UE and the PC5 link quality between remote and relay UE in relay selection/reselection;

Proposal 7: When remote UE is in RRC_CONNECTED, whether the relay should be is controlled by the network.
Proposal 8: Consider the relay UE’s identity in the ‘pre-bundled’ case for relay selection/reselection.
For authorization:

Observation 5: For Rel-13 LTE UE-to-Network relay, the eNB can know whether the UE is authorized to act as a UE-to-Network relay UE while the role of remote UE is transparent to RAN.
Observation 6: For Rel-16 NR V2X sidelink, the NG-RAN can know whether the UE is authorized to act as a Vehicle UE or Pedestrian UE.
Proposal 9: For L3 based UE-to-Network relay, similar as Rel-13 ProSe relay, the authorization information stored in gNB is only introduced for a UE acting as UE-to-NW relay and transparent to remote UE.
Proposal 10: For L3 based UE-to-Network relay, the signaling procedure to transfer the authorization information will reuse the Rel-16 NR V2X sidelink authorization as baseline, e.g. in NG interface and Xn interface.
Proposal 11: For L2 based UE-to-Network relay, the authorization information stored in gNB is introduced for a UE acting as UE-to-NW relay or remote UE separately.
Proposal 12: For L2 based UE-to-Network relay, the signaling details on how to transfer the authorization information is up to SA2 and RAN3 discussion and decision.
Proposal 13: Send a LS to SA2 (cc RAN3) to confirm above RAN2 understanding on the L2 and L3 based UE-to-Network relay authorization mechanisms.
For security:

Observation 7: In L2 relay architecture, current security mechanism can be reused completely because of end-to-end PDCP entities.
Observation 8: In L3 relay architecture, hop-by-hop security can be achieved by hop-by-hop PDCP entities and end-to-end security may be relied on higher layer, e.g. IPsec.
Observation 9: In N3IWF L3 relay architecture, IPsec mechanism can provide end-to-end security for remote UEs. 

Proposal 14: RAN2 to send a LS to SA3 for feasibility and performance of IPsec mechanism in N3IWF L3 relay architecture.
Proposal 15: if SA3 confirms, both L2 and L3 architecture can provide required security for sidelink relay.
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