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1. Introduction
In RAN#88e meeting, work item on NR small data transmissions in INACTIVE state was agreed. Some of the objectives focus on [1]:
	· UL small data transmissions for RACH-based schemes (i.e. 2-step and 4-step RACH):

· General procedure to enable UP data transmission for small data packets from INACTIVE state (e.g. using MSGA or MSG3) [RAN2]

· Enable flexible payload sizes larger than the Rel-16 CCCH message size that is possible currently for INACTIVE state for MSGA and MSG3 to support UP data transmission in UL (actual payload size can be up to network configuration) [RAN2] 

· Context fetch and data forwarding (with and without anchor relocation) in INACTIVE state for RACH-based solutions [RAN2, RAN3]

Note 1: The security aspects of the above solutions should be checked with SA3

· Transmission of UL data on pre-configured PUSCH resources (i.e. reusing the configured grant type 1) – when TA is valid

· General procedure for small data transmission over configured grant type 1 resources from INACTIVE state [RAN2]

· Configuration of the configured grant type1 resources for small data transmission in UL for INACTIVE state [RAN2]


In this document, we discuss the basic procedures for small data transmissions in RRC inactive state, including RACH-based scheme and pre-configured PUSCH resources scheme.
2. Discussion
According to current specification, when uplink traffic arrives during RRC inactive state, the UE will initiate RRC resume procedure, which is shown in Annex A. Generally, the whole procedure consists of the following sub-procedures [3]:
· RRCResumeRequest ( RRCResume
· Data Transmission with possible RRCreconfiguration ( RRCReconfigurationComplete;
· RRCRelease

It can be seen that there are a number of  signalling procedures involved if data for transmission is small. This brings a burden on signaling overhead, latency as well as power consumption. The WID is aimed to reduce the signaling overhead by retaining the UE in RRC inactive state and reducing unnecessary signaling interactions.
Besides, small data transmission can be classified as procedures with RRC and w/o RRC signaling depending on whether RRC message is multiplexed or not. In the following, we provide analysis on procedures with and w/o RRC signaling separately based on the above steps.
2.1. Small data transmission procedure with RRC signaling
In LTE, EDT/PUR procedures were discussed and adopted. The whole procedure can be summarized as[2]:
· UE has been provided NCC in the previous RRC connection;
· Uplink user data are transmitted on DTCH together with RRCConnectionResumeRequest on CCCH. And the uplink data is ciphered using the keys derived from NCC in previous connection. The short resume MAC_I is calculated based on the integrity key from the previous connection and reused for RRCConnectionResumeRequest;
· Optional downlink data are transmitted on DTCH together with RRCConnectionRelease. And the downlink data is ciphered using the keys derived from NCC in previous connection. The RRCConnectionRelease message is integrity protected and ciphered using the newly derived keys.
For simplicity, one candidate solution similar to that of LTE can be considered. In this solution, RRC signaling is multiplexed into small data transmission. Security as well as UE related information can be carried in RRC message. Since we focus on the UEs in RRC inactive state in this WID, RRC resume procedure is studied. One example is shown in Figure 1.
Step 0: The UE decides to perform small data transmission by RACH/CG with RRC signaling.
Step 1: UE sends RRCResumeRequest to the gNB. The uplink user data is transmitted on DTCH multiplexed with UL RRCResumeRequest message on CCCH, which includes I-RNTI, resume MAC-I, and resumeCause..
Step 2: gNB sends UL data of the UE to UPF;

Step 3: If there is downlink data, UPF sends DL data to gNB;
Step 4: gNB sends RRCRelease to the UE including I-RNTI, NCC. And  optional DL data can be multiplexed with RRCRelease message on DCCH.
In RACH-based procedure, the UE can initiate the small data transmission even it moves out of the original serving cell, and there is no restriction on having a valid TA. In CG based procedure ,there is no preamble transmission which is beneficial to the transmission latency. But valid TA is a requirement for CG-based solution. Consequently, the UE needs to stay in the same serving cell to make sure the validation of TA in CG-based approach. 
The security handling defined in resume procedure of Rel-16 NR can be reused. The security key from previous connection is used for the RRCResumeRequest message, and new security is used for UL and downlink data (if available) once transmission of  the RRCResumeRequest message is initiated.
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Figure 1: RACH/CG-based small data transmission with RRC
The above procedures are similar as LTE EDT/PUR procedures. And legacy NR RRC resume procedure is reused as much as possible. From the above analysis, it is proposed that:
Proposal 1: LTE-based procedure, i.e. small data transmission with RRC can be adopted as baseline for small data transmission with RRC signalling in NR.
2.2. Small data transmission procedure w/o RRC signaling
When RRC signalling is not included during the small data transmission, it facilitates signalling reduction. According to the LS from SA [4], if the UE stays in the same cell or PDCP entity is not changed:

Data integrity protection using stored PDCP security context recommended, UE and network verification needed using stored PDCP security context. Not using any security protection is not acceptable from security point of view. 
When the UE is assumed to be stationary or stay in the same serving cell, normal PDCP MAC-I of the small data can be used for verification. No additional security related information is required to be transmitted to the network. But the uplink data and downlink data (if available) are ciphered with the key from the previous connection and can’t be updated during the small data transmission procedure, since no RRC signalling can be used for security information update.
It can be concluded that:
Observation 1: When the inactive UE stays in the same serving cell and uplink data are transmitted without RRC signalling, the uplink data can be ciphered and integrated with the key from the previous connection and normal PDCP MAC-I over the UL small data can be used for verification.
In the following, shared and dedicated resources for RACH/CG based procedures are discussed separately.
Shared Resources without RRC
When the RACH/CG resources for small data transmission are shared by UEs, the network can’t recognize the UE by resources alone, e.g. preamble or PUSCH. Hence, the information for the network to distinguish the UE should be attached in small data transmission. One straightforward solution is to multiplex I-RNTI into the MAC PDU. And if we assume the UE stays in the same serving cell, the uplink data can be ciphered and integrity protected by the key in previous connection. One example is shown in Figure 2.
Step 0: The UE performs small data transmission without RRC signaling.

Step 1: UE sends uplink data to the gNB. And I-RNTI which is used to identify the UE is sent as one MAC PDU. Apparently, specification work is needed. The uplink data is ciphered and integrity protected by the key from the previous connection
Step 2: gNB performs deciphering and verification of the uplink data using the key from the previous connection of the UE and sends UL data of the UE to UPF;

Step 3: If there is downlink data, UPF sends DL data to gNB;

Step 4: gNB sends feedback. Since there is no RRC signaling sent for the uplink, for simplicity, no RRC signalling will be sent to the UE. Instead, MAC CE or L1 ACK can be used as feedback. 
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Figure 2. Small data transmission with shared RACH/CG resources without RRC
According to the analysis above, it can be seen that:

Observation 2: When shared resource is used for small data transmission without RRC:

· In order to let the gNB recognize the UE with shared resource, UE information should be sent to the gNB.

· the UE information can be sent by MAC CE, which requires specification work.
· security information can’t be updated for the UE since no downlink RRC signaling is sent to the UE.
Dedicated Resources without RRC
If dedicated CG resources are assigned to the UE, no UE identify information is required to be sent to the network. Like shared resources without RRC, no additional security related information is sent to the gNB.
Step 0: The UE decides to perform small data transmission without RRC signaling.

Step 1: UE sends UL data to the gNB .

Step 2: gNB sends UL data of the UE to UPF;

Step 3: If there is downlink data, UPF sends DL data to gNB;

Step 4: gNB sends feedback. Since there is no RRC signaling sent for the uplink, for simplicity, no RRC signalling will be sent to the UE. Instead, MAC CE or L1 ACK can be used as feedback.
Compared with shared resources of small data transmission without RRC, there is no need to send UE ID related information to the network. But considering the limited preamble resource as well as RACH Occasion, RACH-based solution of dedicated resources will aggravate the PRACH resource consumption. Some of the scenarios for small data is periodic traffic and UE with no mobility, e.g. smart meters and smart meter networks sending periodic meter readings. In these scenarios, the traffic pattern is regular and the TA is not changed rapidly or even unchangeable. Therefore, the approach of dedicated CG resources may be attractive in these specific scenarios.
Observation 3: When compared to shared resources, use of dedicated CG-based small data transmission does not require the UE identification for the small data transmission without RRC. 
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Figure 3: CG-based small data transmission without RRC
From the above analysis, it can be seen that if the UE stays in the same serving cell, no additional security related information is sent to the network, which helps to reduce the signalling overhead compared with small data transmission with RRC. Furthermore, if dedicated resources are used, UE ID information will not be sent to the network which reduces signalling consumption further. 
2.3. Comparison between solutions of small data transmission
According to the analysis above, we summarize the benefits and drawbacks of solutions in small data transmission, which are illustrated in Table 1.
Table 1 Comparison among solutions of small data transmission
	
	RACH-based w/t RRC
	CG-based w/t RRC
	RACH-based w/o RRC Note 1
	CG-based w/o RRC Note 1

	Signalling overhead
	Additional security Information attachment
	(
	(
	(
	(

	
	UE ID information attachment
	(
	(
	(
	( 

	Latency Reduction
	Preamble transmission
	(
	(
	(
	(

	Specification Impacts
	UE ID transmission in MAC CE
	(
	(
	(
	( 

	Same serving cell requirement
	TA validation requirement
	(
	(
	(
	(

	Security Restriction
	Security information update
	(
	(
	(
	(

	
	Security maintenance in the same serving cell
	(
	(
	(
	(


Note 1: Small data transmission with shared resources is considered in this procedure.
As shown by the comparison in Table 1, small data transmission with RRC can be used in any scenario while the solution without RRC has some limitations, e.g.
· UE has to stay in the same serving cell;

· the security information can’t be updated during transmission;

· Significant specification impacts are introduced, e.g. new defined MAC CE.
But it is advantageous for signaling reduction. Especially for CG-based solution without RRC, in which the CG pattern can be tailored to the specific traffic, it is suitable for deterministic services.
Hence, we propose that:

Proposal 2: If small data transmission without RRC signalling is supported, some restrictions should be enforced, e.g. UE stays in the same serving cell or dedicated resources are used.

Proposal 3: If small data transmission without RRC signalling is supported, the key from previous connection is used to perform ciphering as well as integrity protection for the uplink data.
3. Conclusion

In this document, we analyze the general procedure of small data transmission. And we find the observations:

Observation 1: When the inactive UE stays in the same serving cell and uplink data are transmitted without RRC signalling, the uplink data can be ciphered and integrated with the key from the previous connection and normal PDCP MAC-I over the UL small data can be used for verification.
Observation 2: When shared resource is used for small data transmission without RRC,
· In order to let the gNB recognize the UE with shared resource, UE information should be sent to the gNB.

· the UE information can be sent by MAC CE, which requires specification work.
· security information can’t be updated for the UE since no downlink RRC signaling is sent to the UE.
Observation 3: When compared to shared resources, use of dedicated CG-based small data transmission does not require the UE identification for the small data transmission without RRC.

And we propose that:
Proposal 1: LTE-based procedure, i.e. small data transmission with RRC can be adopted as baseline for small data transmission with RRC signalling in NR.
Proposal 2: If small data transmission without RRC signalling is supported, some restrictions should be enforced, e.g. UE stays in the same serving cell or dedicated resources are used.
Proposal 3: If small data transmission without RRC signalling is supported, the key from previous connection is used to perform ciphering as well as integrity protection for the uplink data.
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Annex A
In the following, a general RRC resume procedure in Rel-16 is provided.
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Figure 4: RRC Resume Procedure
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