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Discussion and decision
1 Introduction

In RAN2#110, based on [1] RAN2 discussed how to handle ROHC for DAPS HO without security key change to avoid keystream reuse, and concluded:

Agreements

1
Do not specify any special handling for RoHC when security key is not updated in DAPS handover in Rel-16. (This means that changing security key ensures no problems occur, but it’s up to network implementation.) Add a NOTE to RRC/PDCP specification on this. 

Based on the agreement, a NOTE is added in [2] as “NOTE 3:
No special handling for the header compression protocol is defined to avoid potential security issue (e.g. keystream reuse) for DAPS handover with no security key change.”
It is not critical clear whether DAPS handover with no security key change is supported or not although we spent lots of efforts to enable it. 

In this contribution, we expressed our view on this issue.
2 Discussion

To enable DAPS handover without key change, RAN2 specified:

MAC specification:

· Before the successful completion of the Random Access procedure initiated for DAPS handover, the target MAC entity shall not select the logical channel(s) corresponding to non-DAPS DRB(s) for the uplink grant received in a Random Access Response or the uplink grant for the transmission of the MSGA payload. (Based on agreements Forbid data transmission of non-DAPS DRBs in MSG3 for CBRA. (otherwise, different handling for key change and without key change, i.e. keep the states as in target if key is not changed, or as in source if key is changed.))
RRC specification:

· SRBs (non fallback):

· If the security key is changed (state variables (e.g. counter) are start from the beginning);
· If the security key is not changed (state variables (e.g. counter) are maintained based on source);
· SRBs (fallback):

· If the security key is not changed upon DAPS HO (state variables (e.g. counter) are maintained based on target);
· If the security key is changed upon DAPS HO  (state variables (e.g. counter) are maintained based on source)
However, based on the agreements in last meeting, “Do not specify any special handling for RoHC when security key is not updated in DAPS handover in Rel-16. (This means that changing security key ensures no problems occur, but it’s up to network implementation.)”, it is unclear whether DAPS handover without key change is supported or not, and then whether the corresponding changes in MAC and RRC are still valid.
If not, we should remove the restriction in MAC specification, and remove the changes on SRBs in RRC specification;

To our understanding, the network may not configure ROHC for any bearer of the UE, and therefore DAPS handover without key change can be used (if PDCP anchor is not changed) since there is no security problem. Therefore the existing changes in MAC/RRC are still needed.

Proposal: To confirm, the changes on DAPS handover without key change in MAC and RRC specifications are still valid considering the network may configure DAPS handover without key change when for example ROHC is not used for any bearer of the UE.

3 Conclusion
Based on the discussion, we have following proposals:
Proposal: To confirm, the changes on DAPS handover without key change in MAC and RRC specifications are still valid considering the network may configure DAPS handover without key change when for example ROHC is not used for any bearer of the UE.
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