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1. Introduction
[bookmark: _Hlk46842767][bookmark: Proposal_Pattern_Length]This contribution discusses the RAN impacts foreseen to enable the small data transmissions (SDT) feature with RACH schemes (SDT-RACH) taking into consideration the related objective [1]:
For the RRC_INACTIVE state:
· UL small data transmissions for RACH-based schemes (i.e. 2-step and 4-step RACH):
· [bookmark: _Hlk26863976]General procedure to enable UP data transmission for small data packets from INACTIVE state (e.g. using MSGA or MSG3) [RAN2]
· Enable flexible payload sizes larger than the Rel-16 CCCH message size that is possible currently for INACTIVE state for MSGA and MSG3 to support UP data transmission in UL (actual payload size can be up to network configuration) [RAN2] 
Note 1: The security aspects of the above solutions should be checked with SA3
No new RRC state should be introduced in this WID. Transmission of small data in UL, subsequent transmission of small data in UL and DL and the state transition decisions should be under network control.
Focus of the WID should be on licensed carriers and the solutions can be reused for NR-U if applicable.
Note 2: Any associated specification work in RAN1 that is needed to support the above set of objectives should be initiated by RAN2 via an LS. 
This work also accounts for the related discussions taken place during NR SI phase that evaluated SDT solution details with and without RRC signaling (highlighting email discussions [2][3][4] and overview captured in Annex G of TR 38.804 [5]), as well as, Early Data Transmission (EDT) feature defined for Rel-15 LTE eMTC and NB-IoT. 
[bookmark: _Hlk47091892]While LTE design can be largely used as the baseline for NR SDT design, differences and optimisations have to be considered for NR, motivated by the different application areas and network architectural split.  The handling of Radio Bearers in NR SDT that considers these is discussed in [6].
1. Discussion
Criteria on when to use SDT feature
For a UE to consider using SDT, there are certain conditions that UE requires to at least meet similarly as it was also defined for LTE EDT.  One main difference is for NR is that this will also depend on whether SDT mechanism allow multiple transmissions (as discussed in section 2.6) or how network indicates the allowed size to be sent in  Msg.3/Msg.A. In addition, the DRB handling for SDT is discussed separately [6], however the network may limit the usage of SDT feature to specific DRBs.
Therefore, these aspects may require further discussion after the basic SDT mechanism is further developed. 
[bookmark: _Toc47092830][bookmark: _Toc47350865][bookmark: _Toc47092831][bookmark: _Toc47350866][bookmark: _Toc47475334][bookmark: _Toc47475395][bookmark: _Toc47610057][bookmark: _Toc47615097][bookmark: _Toc47615857][bookmark: _Toc47620668][bookmark: _Toc47622248][bookmark: _Toc47622614][bookmark: _Toc47622676][bookmark: _Toc47622728][bookmark: _Toc47622965]After further developing NR SDT mechanism, RAN2 will need to discuss the criteria on when to use SDT feature. This may be similar to LTE EDT ones with some potential differences e.g. related to the multiple data transmission, how network indicates the allowed traffic size to be exchange with SDT, and the DRB handling.

Overview on SDT mechanism
The SDT feature aims to allow a UE in RRC_INACTIVE to exchange UL and optionally DL data without transitioning into RRC_CONNECTED with any gNB. An RRC-based approach and a non-RRC based approach are both discussed in more detail in sub-section 2.3. As explained, the radio bearer handling implication of the CU-DU split architecture and the handling when the UE Context is not relocated are discussed in a separate contribution [6].   
Basing on LTE EDT design, Figure 1 depicts some of possible key NR specification updates required to enable SDT-RACH mechanism assuming 4-step RACH scheme. These changes are equally applicable to 2-step RACH.  Further RACH details for msg 1 and 2 are discussed in sub-section 2.6.
Msg.1 The UE indicates the gNB when it desires to exchange SDT, e.g. by using specific RACH preambles and/or RACH resources (in time and/or frequency). 
Msg.2 The gNB indicates to the UE whether the SDT is accepted or not, with the corresponding TBS size granted for the following Msg.3. 
Msg.3 The UE sends UL SDT including at least the required UE ID to identify its UE Context and the UL data (ciphered and optionally integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message). 
Msg.4 Figure 1 describes the case when UL SDT is successfully decoded and the RRC connection is not resumed (i.e. UE remains in RRC_INACTIVE). The gNB indicates the end of the SDT and optionally includes the last DL data (which would also be ciphered, and optionally integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message).  Alternatively, the gNB should be allowed to trigger the fallback into RRC_CONNECTED (by sending RRCResume or RRCSetup messages similarly as it is done for LTE EDT) in Msg4 (corresponding alternative not shown in the Figure 1).


[bookmark: _Ref46753336]Figure 1. Key NR specification updates required to enable NR SDT-RACH mechanism
The following proposal provides general requirements for SDT-RACH mechanism considering above discussion.
Proposal 1. [bookmark: _Toc463058201][bookmark: _Toc463058245][bookmark: _Toc463058202][bookmark: _Toc463058246][bookmark: _Toc463058203][bookmark: _Toc463058247][bookmark: _Toc465992504][bookmark: _Toc465993063][bookmark: _Toc465993086][bookmark: _Ref46772732][bookmark: _Toc46786327][bookmark: _Toc46842386][bookmark: _Toc47092797][bookmark: _Toc47350828][bookmark: _Toc47376682][bookmark: _Toc47475397][bookmark: _Toc47475508][bookmark: _Toc47475551][bookmark: _Toc47475816][bookmark: _Toc47610065][bookmark: _Toc47615863][bookmark: _Toc47620675][bookmark: _Toc47622253][bookmark: _Toc47622619][bookmark: _Toc47622657][bookmark: _Toc47622733][bookmark: _Toc47622946]The new SDT-RACH mechanism is characterized by the following requirements:
Proposal 1.1. [bookmark: _Toc46786328][bookmark: _Toc46842387][bookmark: _Toc47092798][bookmark: _Toc47350829][bookmark: _Toc47376683][bookmark: _Toc47475398][bookmark: _Toc47475509][bookmark: _Toc47475552][bookmark: _Toc47475817][bookmark: _Toc47610066][bookmark: _Toc47615864][bookmark: _Toc47620676][bookmark: _Toc47622254][bookmark: _Toc47622620][bookmark: _Toc47622658][bookmark: _Toc47622734][bookmark: _Toc47622947]The new SDT-RACH mechanism aims to be equally applicable to 4-step RACH and 2-step RACH (unless there are parts identified as not feasible).
Proposal 1.2. [bookmark: _Toc46786329][bookmark: _Ref46841335][bookmark: _Toc46842388][bookmark: _Toc47092799][bookmark: _Toc47350830][bookmark: _Toc47376684][bookmark: _Toc47475399][bookmark: _Toc47475510][bookmark: _Toc47475553][bookmark: _Toc47475818][bookmark: _Toc47610067][bookmark: _Toc47615865][bookmark: _Toc47620677][bookmark: _Toc47622255][bookmark: _Toc47622621][bookmark: _Toc47622659][bookmark: _Toc47622735][bookmark: _Toc47622948]The UE in RRC_INACTIVE exchanges at least one small data packet (SDT) in UL and optionally another one in DL when using SDT-RACH mechanism (i.e. without transitioning into RRC_CONNECTED). 
Proposal 1.3. [bookmark: _Toc46786330][bookmark: _Toc46842389][bookmark: _Toc47092800][bookmark: _Toc47350831][bookmark: _Toc47376685][bookmark: _Toc47475400][bookmark: _Toc47475511][bookmark: _Toc47475554][bookmark: _Toc47475819][bookmark: _Toc47610068][bookmark: _Toc47615866][bookmark: _Toc47620678][bookmark: _Toc47622256][bookmark: _Toc47622622][bookmark: _Toc47622660][bookmark: _Toc47622736][bookmark: _Toc47622949]The gNB is always allowed to trigger a fallback to resume the RRC connection or establish a new RRC connection to get the UE into RRC_CONNECTED when UE in RRC_INACTIVE uses SDT-RACH mechanism.  When fallback is used to establish a new connection, UE ensures that there is no data loss by re-transmitting the data sent in Msg.3 of SDT-RACH mechanism.

[bookmark: _Toc465993084][bookmark: _Ref46757605]RRC vs non-RRC approach for SDT mechanism
[bookmark: _Hlk47014034][bookmark: _Hlk46864267]This section explains the key characteristics of the SDT mechanism enable via an RRC or non-RRC approach. 
[bookmark: _Toc47610052][bookmark: _Toc47615092][bookmark: _Toc47615858][bookmark: _Toc47620669]
[bookmark: _Toc47092801]RRC based principles for SDT mechanism (RACH)
Figure 2 depicts a possible message flow to enable SDT-RACH mechanism when using the RRC based approach (while assuming 4-step RACH scheme):
Msg.1 Same as it is explained in Figure 1 applies. 
Msg.2 Same as it is explained in Figure 1 applies.
Msg.3 The UE sends RRCResumeRequest message (over SRB0 with short MAC-I but without being ciphered or integrity protection) multiplexed with UL data (over DRB being ciphered and integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message). Optionally the UE may also indicate that it has more data in the buffer that could be sent, and network may handle this either by transition the UE into RRC_CONNECTED or by continue with SDT while UE is in RRC_INACTIVE as explained in section 2.4.
Msg.4 When UL SDT is successfully decoded and the RRC connection is not resumed (i.e. UE remains in RRC_INACTIVE), the gNB sends the RRCRelease message (with suspendConfig, a new NCC) that could also be multiplexed with DL data. The information sent as part of this Msg.4 would also be ciphered and integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message. Therefore, this Msg.4 is sent by the gNB when conveying its last DL SDT or when there is no further data to exchange.


[bookmark: _Ref46785616]Figure 2. Message flow to enable SDT-RACH mechanism using the RRC based approach showing the required changes to existing messages in red
On summary, for SDT-RACH mechanism, an RRC based approach might be desirable understanding that UE can initiate SDT in a different gNB that requires the relocation of the UE Context. This would require security handling that could be enabled following legacy CP operation (instead than enabling similar security functionality within UP).
[bookmark: _Toc47620672][bookmark: _Toc47622249][bookmark: _Toc47622615][bookmark: _Toc47622677][bookmark: _Toc47622729][bookmark: _Toc47622966]An RRC based approach is beneficial when initiating SDT feature in a different gNB that requires the relocation of the UE Context.
The following proposals provide the details for discussion on the key characteristics of the SDT mechanism using RRC based approach (for RACH).
Proposal 2. [bookmark: _Toc47620679][bookmark: _Toc47622257][bookmark: _Toc47622623][bookmark: _Toc47622661][bookmark: _Toc47622737][bookmark: _Toc47622950]RRC-based approach is used at least to define SDT-RACH mechanism when a UE in RRC_INACTIVE moves across different cells. This new RRC based SDT mechanism is characterized by:
Proposal 2.1. [bookmark: _Toc47620680][bookmark: _Toc47622258][bookmark: _Toc47622624][bookmark: _Toc47622662][bookmark: _Toc47622738][bookmark: _Toc47622951]Msg.1: The UE should be able to indicate the network when it desires to exchange SDT, for example, by using different RACH preambles and/or RACH resources (in time and/or frequency).
Proposal 2.2. [bookmark: _Toc47620681][bookmark: _Toc47622259][bookmark: _Toc47622625][bookmark: _Toc47622663][bookmark: _Toc47622739][bookmark: _Toc47622952]Msg.2: The UE is indicated if the SDT access is accepted with the corresponding TBS size granted for its following Msg.3.
Proposal 2.3. [bookmark: _Toc47620682][bookmark: _Toc47622260][bookmark: _Toc47622626][bookmark: _Toc47622664][bookmark: _Toc47622740][bookmark: _Toc47622953]Msg.3: The UE sends RRCResumeRequest message (over SRB0) multiplexed with data (sent over DRB, ciphered and integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message). 
Proposal 2.4. [bookmark: _Toc47620683][bookmark: _Toc47622261][bookmark: _Toc47622627][bookmark: _Toc47622665][bookmark: _Toc47622741][bookmark: _Toc47622954]Msg.4: When UL SDT is successful and the gNB wants to end the SDT (because gNB is sending its last DL SDT or there is no further data to exchange), the gNB sends RRCRelease message (including updated suspendConfig) optionally multiplexed with data. Both being ciphered and integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message. 

Non-RRC based principles for SDT mechanism (PUR)
Figure 3 depicts a possible message flow to enable SDT pre-configured UL configuration (PUR) mechanism when using the non-RRC based approach:
Msg.1 UL data (over DRB being ciphered and integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message). It should be possible for network to identify the UE context – this could be by means of PUR resource used by the UE or in MAC header.  Optionally the UE may also indicate that there is more data in the buffer to be sent either by transitioning into RRC_CONNECTED or by continuing with SDT as explained in section 2.4.
Msg.2 When UL SDT is successfully decoded and the RRC connection is not resumed (i.e. UE remains in RRC_INACTIVE), this Msg.2 may be sent by the gNB when conveying its last DL SDT or even when there is no further data to exchange.


[bookmark: _Ref46835601]Figure 3. Message flow to enable SDT mechanism using the non-RRC based approach showing the required changes to existing messages in red 
As seen from the message flow above, a non-RRC based approach is also beneficial when UE initiates the SDT in the same cell/gNB where the UE Context is stored, via SDT-PUR or even SDT-RACH. The main advantages are of using non-RRC based approach for the same cell are reduced signaling overhead and latency reduction, especially for PUR case, considering the CU/DU split implications discussed in [6] as:
· there would be no need for the network to establish a new UE context in DU or the tunnels between the DU and CU-UP (as they could be maintained while UE is in RRC_INACTIVE), 
· the data can be sent directly to CU-UP immediately upon receipt in DU, 
· there is minimal CU-CP involvement or signalling when doing SDT (except for short MAC-I handling, if required), and
· the UP protocol stack (including both configurations and instances) can be re-used. 
The non-RRC based approach may be designed as a common solution to be used for both SDT-RACH and SDT-PUR. 
If there is a requirement to send a new NCC for each SDT transfer, even in the same cell, this has to be provided to the UE.  A mixed approach can be used where UE initiates SDT via a non-RRC based approach, but networks can respond at any time using RRC signalling e.g. to update information of SuspendConfig (which would include a new NCC) or to trigger a fallback to resume or establish an RRC connection.
[bookmark: _Toc47620673][bookmark: _Toc47622250][bookmark: _Toc47622616][bookmark: _Toc47622678][bookmark: _Toc47622730][bookmark: _Toc47622967]An non-RRC based approach is beneficial when initiating SDT feature in the gNB where the UE Context is stored as this could provide reduction of signaling and latency considering the CU/DU split implications (for example, assuming that DU keeps the UE context or the tunnel with CU-UP, the data can be sent directly to CU-UP immediately upon receipt in DU, UP protocol can be reused and CU-CP involvement or signalling could be minimized.
The following proposals provide the details for discussion on the key characteristics of the SDT mechanism using non-RRC based approach (especially for PUR).
Proposal 3. [bookmark: _Toc47350832][bookmark: _Toc47350833][bookmark: _Toc47350834][bookmark: _Toc47350835][bookmark: _Toc47350836][bookmark: _Toc47350837][bookmark: _Toc47475401][bookmark: _Toc47475512][bookmark: _Toc47475555][bookmark: _Toc47475820][bookmark: _Toc47610069][bookmark: _Toc47615867][bookmark: _Toc47620684][bookmark: _Toc47620685][bookmark: _Toc47620686][bookmark: _Toc47620687][bookmark: _Toc47620688][bookmark: _Toc47475826][bookmark: _Toc47610075][bookmark: _Toc47615873][bookmark: _Toc47620689][bookmark: _Toc47622262][bookmark: _Toc47622628][bookmark: _Toc47622666][bookmark: _Toc47622742][bookmark: _Toc47622955]Non-RRC-based approach is used at least to define SDT-PUR mechanism to optimize signaling and latency of the scenarios that a UE in RRC_INACTIVE stays in the same cell. This new non-RRC based SDT mechanism is characterized by:
Proposal 3.1. [bookmark: _Toc47610076][bookmark: _Toc47615874][bookmark: _Toc47350848][bookmark: _Toc47376696][bookmark: _Toc47475411][bookmark: _Toc47475522][bookmark: _Toc47475565][bookmark: _Toc47475829][bookmark: _Toc47610078][bookmark: _Toc47615876][bookmark: _Toc47620690][bookmark: _Toc47622263][bookmark: _Toc47622629][bookmark: _Toc47622667][bookmark: _Toc47622743][bookmark: _Toc47622956]Msg.1: UL data (sent over DRB, ciphered and integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message).  Additionally, a UE ID could be included in MAC header for non-PUR scenario.
Proposal 3.2. [bookmark: _Toc47350849][bookmark: _Toc47376697][bookmark: _Toc47475412][bookmark: _Toc47475523][bookmark: _Toc47475566][bookmark: _Toc47475830][bookmark: _Toc47610079][bookmark: _Toc47615877][bookmark: _Toc47620691][bookmark: _Toc47622264][bookmark: _Toc47622630][bookmark: _Toc47622668][bookmark: _Toc47622744][bookmark: _Toc47622957]Msg.2: When UL SDT is successful and the gNB wants to end the SDT (because gNB is sending its last DL SDT or there is no further data to exchange), the gNB can optionally send RRCRelease message (including updated suspendConfig) optionally also multiplexed with data. Both being ciphered and integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message. If RRCRelease message is not included, gNB can indicate the UE when ongoing SDT is completed by other means (e.g. MAC indication or relying on a timer).

[bookmark: _Ref46772217]Multiple data exchanges via SDT mechanism
It is quite possible that there may be more data to send in the UL and DL than is possible with one SDT transfer in each direction.  The main advantage of allowing multiple data transmissions of a UE in RRC_INACTIVE using the SDT-RACH mechanism is that data can be segmented and TBS of Msg.3/Msg.A would not limit the size of the packet that can be exchanged, and UE would not need to transition into RRC_CONNECTED for a single UL data packet that does not fit on the allocated/configured grant of Msg.3/Msg.A. In addition, a UE that may have small number of data packets to convey could also benefit from this new feature. Moreover, as this feature targets any NR UE, network may not know the optimum TBS sizes required for each UE or each kind of NR traffics/scenarios (which are less predictable than for MTC/NB-IoT).
Similarly, for the DL, there may be multiple packets to send, such as RLC ACK, or segments of the packet.
Proposal 4. [bookmark: _Toc47475416][bookmark: _Toc47475527][bookmark: _Toc47475570][bookmark: _Toc47475834][bookmark: _Toc47610083][bookmark: _Toc47615881][bookmark: _Toc47620692][bookmark: _Toc47622265][bookmark: _Toc47622631][bookmark: _Toc47622669][bookmark: _Toc47622745][bookmark: _Toc47622958]When UE is in RRC_INACTIVE, it should be possible to send multiple UL and DL packets as part of the same SDT mechanism and without transitioning to RRC_CONNECTED.  
Figure 4 shows the message flow to enable SDT mechanism assuming 4-step RACH scheme where multiple UL/DL data are exchanged. For this scenario, the UE would indicate when additional data needs to be exchanged (e.g. via BSR or other form of indication) and it would be up to network decision whether to allow the UE of continuing with SDT mechanism while UE is in RRC_INACTIVE or transitioning into RRC_CONNECTED. 


[bookmark: _Ref47046832]Figure 4. Example message flow with key NR specification updates required to enable SDT mechanism (e.g. with RACH) where multiple UL/DL data exchanges are allowed while UE is in RRC_INACTIVE
[bookmark: _Toc47092793][bookmark: _Toc47350822][bookmark: _Toc47092794][bookmark: _Toc47350823][bookmark: _Toc462853490][bookmark: _Toc462930826][bookmark: _Toc462938408][bookmark: _Toc462938714][bookmark: _Toc462938967][bookmark: _Toc463057435][bookmark: _Toc463058225][bookmark: _Toc463066583][bookmark: _Toc465993149][bookmark: _Toc477888237][bookmark: _Toc478139319][bookmark: _Toc478166233][bookmark: _Toc478166344][bookmark: _Toc528244345][bookmark: _Toc22282240][bookmark: _Toc22282242][bookmark: _Toc22282353][bookmark: _Toc46786323][bookmark: _Toc46842414][bookmark: _Toc47376680][bookmark: _Toc47475333][bookmark: _Toc47475394][bookmark: _Toc47610056][bookmark: _Toc47615096][bookmark: _Toc47615862][bookmark: _Toc47620674][bookmark: _Toc47622251][bookmark: _Toc47622617][bookmark: _Toc47622679][bookmark: _Toc47622731][bookmark: _Toc47622968]If SDT mechanism allows the exchange of multiple data transmissions while UE is in RRC_INACTIVE, this decision would be up to network implementation being beneficial for scenarios where UE only needs to send small amount of data, or when a given data to send does not fit in size allocated for Msg.3/Msg.A (in which case the data could be segmented).
Proposal 5. [bookmark: _Toc47475835][bookmark: _Toc47610084][bookmark: _Toc47615882][bookmark: _Toc47092820][bookmark: _Toc47350855][bookmark: _Toc47092821][bookmark: _Toc47350856][bookmark: _Toc47092822][bookmark: _Toc47350857][bookmark: _Toc47475585][bookmark: _Toc47475850][bookmark: _Toc47610099][bookmark: _Toc47615897][bookmark: _Toc47620693][bookmark: _Toc47622266][bookmark: _Toc47622632][bookmark: _Toc47622670][bookmark: _Toc47622746][bookmark: _Toc47475528][bookmark: _Toc47622959]When UE is in RRC_INACTIVE using the SDT mechanism, UE can indicate in Msg.3/Msg.A when additional data requires to be exchanged and it would be up to network implementation whether to (a) allow the UE convey it while in RRC_INACTIVE vs (b) trigger the transition into RRC_CONNECTED. This additional data may be because a single data packet is segmented in more than one transmission (when it does not fit in the allocated resources of Msg.3/Msg.A) or few data packets need to only be exchanged.
Proposal 6. [bookmark: _Toc47475586][bookmark: _Toc47475851][bookmark: _Toc47610100][bookmark: _Toc47615898][bookmark: _Toc47620694][bookmark: _Toc47622267][bookmark: _Toc47622633][bookmark: _Toc47622671][bookmark: _Toc47622747][bookmark: _Toc47622960]A UE in RRC_INACTIVE using SDT mechanism to exchange multiple sub-sequent UL(/DL) data transmission is characterized by re-using the RLC entities (i.e. no NCC is updated between the sub-sequent SDT PDUs) and by allowing segmentation and retransmissions.
When UE in RRC_INACTIVE is using SDT feature, a timer would be used to assure that UE is not left in an infinitive loop and guarantee that in case of failure scenario, the UE moves back into RRC_INACTIVE or transitions into RRC_IDLE. In legacy resume operation, T319 is used and upon its expiry, UE performs the actions upon going to RRC_IDLE as specified in 5.3.11 with release cause 'RRC Resume failure'. For SDT feature, we understand that it is preferable that UE is moved back into RRC_INACTIVE due to a ‘SDT failure‘ (where the SDT is considered not successful) and it is left up to UE implementation how to handle this e.g. whether to trigger or not another SDT or even a legacy resume.
Proposal 7. [bookmark: _Toc47092829][bookmark: _Toc47350864][bookmark: _Toc47376709][bookmark: _Toc47475432][bookmark: _Toc47475529][bookmark: _Toc47475587][bookmark: _Toc47475852][bookmark: _Toc47610101][bookmark: _Toc47615899][bookmark: _Toc47620695][bookmark: _Toc47622268][bookmark: _Toc47622634][bookmark: _Toc47622672][bookmark: _Toc47622748][bookmark: _Toc47622961]A UE in RRC_INACTIVE using SDT mechanism uses a timer T3xx to control its success or failure. This timer T3xx starts upon sending the 1st SDT message (e.g. RRCResumeRequest for RRC based approach) and stops upon reception of the last SDT message (e.g. RRCRelease for RRC based approach). Upon expiry of this timer T3xx, UE moves back into RRC_INACTIVE due to ‘SDT failure’.

Security requirements for SDT mechanism
On the security, SA3 provided related inputs during Rel-14 NR SI phase in LS [7] for a UE in RRC_INACTIVE using solution A or B to exchange SDT [2]-[5], which is summarized in  below:
Table 1. Summary of SA3 security input in [7] for a UE in RRC_INACTIVE using SDT mechanism
	Characteristics
	(1) Same cell (where UE context is stored)
	(2) Same PDCP entity (e.g. PDCP entity is not relocated)
	(3) Different cell (than where the UE context is stored) and the cell is “covered” by a different PDCP entity (e.g. PDCP entity is relocated)

	(a) Data integrity protection 
	Recommended using stored PDCP security context
	Recommended using stored PDCP security context
	Recommended

	(b) UE verification
	Needed 
	Needed 
	Needed 

	(c) Network verification
	Needed
	Needed 
	Needed 

	(e) New key
	Not needed
	Not needed
	Needed

	(f) Removing Msg5
	OK
	OK
	OK

	(g) Msg3 integrity protection 
	Recommended
	Recommended
	Recommended with new key

	(h) Integrity protection of command to send UE into RRC_INACTIVE (change of state/configuration)
	Needed
	Needed
	Needed



Therefore, it will be desirable to check with SA3 on the security requirements for Rel-17 NR SDT new feature.
[bookmark: _Toc47622252][bookmark: _Toc47622618][bookmark: _Toc47622680][bookmark: _Toc47622732][bookmark: _Toc47622969]For Rel-17 NR SDT feature, SA3 engagement may be desirable to better understand the security requirements considering both RRC and non-RRC based approaches.

[bookmark: _Ref46753699]RACH requirements for SDT mechanism
NR use cases target very diverse kind of applications with different requirements, e.g. in terms of payload size, traffic latency tolerance, or traffic frequency. The data volume and size to be sent in SDT may hence be varied.  The gNB and UE need to differentiate whether the access is for SDT-RACH vs legacy RACH and the corresponding TBS/MCS allowed for Msg.3/Msg.A. For example, for 4-step RACH, gNB should differentiate UE’s SDT-RACH access upon reception of Msg.1 vs for 2-step RACH, that it would be upon reception of Msg.A. Moreover, for 4-step RACH, UE should know before sending Msg.3 which TBS/MCS it is allowed to use. Different ways could be considered to enable the operations just described (where some of them may be used together), e.g.: 
Option 1) Network can configure up to two different TBSs re-using legacy group A/B PRACH resource partition.
Option 2) Network can indicate the TBS allowed via a maximum value, as well as, optionally allowing the usage of intermediate/smaller values (similarly as it is done for LTE EDT feature).
Option 3) UE can use the UCI piggybacked with the Msg.3/Msg.A payload to indicate the MCS/TBS in use.
Option 4) UE can be configured with more than one DMRS resource for transmission of Msg.3/Msg.A (which would be used by UE to transmit the DMRS in one of the DMRS resources in accordance with the TBS/MCS for Msg.3/Msg.A.
All the options are feasible with different PROS/CONS, however its evaluation should better be done by the main WG responsible for this part, RAN1. Therefore, we suggest triggering this discussion in RAN1.
If data is larger than available msg3/A size, data could be segmented, although network may want to control when this is allowed while using SDT-RACH feature. 
Therefore, it might be good to discuss whether more than one RACH configuration/resources is allowed for network to configure.
Proposal 8. [bookmark: _Toc47620696][bookmark: _Toc47622269][bookmark: _Toc47622635][bookmark: _Toc47622673][bookmark: _Toc47622749][bookmark: _Toc47622962]For SDT-RACH mechanism (including both 4-step RACH and 2-step RACH), RAN2 requests RAN1 input on which/how multiple TBS(s) and MCS(s) are allowed and indicated to/by the UE/gNB (considering for example the options described in this contribution). 
Proposal 9. [bookmark: _Toc47620697][bookmark: _Toc47622270][bookmark: _Toc47622636][bookmark: _Toc47622674][bookmark: _Toc47622750][bookmark: _Toc47622963]RAN2 should also discuss whether RACH could provide more than one RACH configuration/resources to better adjust for the different NR use cases (instead of a single one as it is done for LTE EDT). Inform RAN1 on RAN2’s preference and/or corresponding question for their input. 
If UE were to start access for SDT-RACH via 2-step RACH, the fallback scenario to 4-step RACH should be further discussed (i.e. when gNB can decode preamble but cannot decode the associated PUSCH included in Msg.A). Two fallback scenarios to 4-step RACH are possible:
Scenario 1) 2-step RACH using SDT fallbacks to 4-step RACH using SDT.
Scenario 2) 2-step RACH using SDT fallbacks to 4-step RACH not using SDT.
Both scenarios could easily be enabled, however RAN2 should first discuss whether there is a need/desire to also allow scenario 2. Scenario 2 is similar to the fall back to Resume/SETUP using RAR in LTE EDT.   If only scenario 1 was enabled, and a simultaneous fall back to 4 step and SETUP is required, it has to be done over two steps – first a fallback from 2 step RACH using SDT to 4 step RACH using SDT and a subsequent fall back to SETUP.  The other advantage of scenario 2 is avoiding sending the 1st UL data multiple times. Assuming that gNB will trigger a fallback to establish a new RRC connection: in scenario 1) UE sends the  1st time via Msg.A (including RRCResumeRequest and the data, but the data decoding fails as gNB triggers fallback to 4-step RACH), 2nd time via Msg.3 (including RRCResumeRequest and the data, but gNB responds with RRCSetup and discards user data) and 3rd time (where the data is sent after establishing the new RRC connection); however in scenario 2) the UE only sends the 1st UL data twice (as Msg.3 would not include data because the fallback is to 4-step RACH not using SDT). Note that this advantage is not applicable when falling back to resume the RRC connection, as the data sent multiplexed in Msg.3 can be considered successful even when a UE is moved into RRC_CONNECTED (i.e. 1st UL data included in Msg.3 does not need to be retransmitted again).
Proposal 10. [bookmark: _Toc47620698][bookmark: _Toc47622271][bookmark: _Toc47622637][bookmark: _Toc47622675][bookmark: _Toc47622751][bookmark: _Toc47622964]Fallback from 2-step RACH using SDT to 4-step RACH using SDT (scenario (1)) is supported, and to discuss whether to also allow the fallback from 2-step RACH using SDT to 4-step RACH not using SDT (scenario (2)).


1. [bookmark: _Toc465993148]Conclusion
The observations captured are the following:
[bookmark: _GoBack]Observation 1.	After further developing NR SDT mechanism, RAN2 will need to discuss the criteria on when to use SDT feature. This may be similar to LTE EDT ones with some potential differences e.g. related to the multiple data transmission, how network indicates the allowed traffic size to be exchange with SDT, and the DRB handling.
Observation 2.	An RRC based approach is beneficial when initiating SDT feature in a different gNB that requires the relocation of the UE Context.
Observation 3.	An non-RRC based approach is beneficial when initiating SDT feature in the gNB where the UE Context is stored as this could provide reduction of signaling and latency considering the CU/DU split implications (for example, assuming that DU keeps the UE context or the tunnel with CU-UP, the data can be sent directly to CU-UP immediately upon receipt in DU, UP protocol can be reused and CU-CP involvement or signalling could be minimized.
Observation 4.	If SDT mechanism allows the exchange of multiple data transmissions while UE is in RRC_INACTIVE, this decision would be up to network implementation being beneficial for scenarios where UE only needs to send small amount of data, or when a given data to send does not fit in size allocated for Msg.3/Msg.A (in which case the data could be segmented).
Observation 5.	For Rel-17 NR SDT feature, SA3 engagement may be desirable to better understand the security requirements considering both RRC and non-RRC based approaches.
The proposals captured are the following:
Proposal 1.	The new SDT-RACH mechanism is characterized by the following requirements:
Proposal 1.1.	The new SDT-RACH mechanism aims to be equally applicable to 4-step RACH and 2-step RACH (unless there are parts identified as not feasible).
Proposal 1.2.	The UE in RRC_INACTIVE exchanges at least one small data packet (SDT) in UL and optionally another one in DL when using SDT-RACH mechanism (i.e. without transitioning into RRC_CONNECTED).
Proposal 1.3.	The gNB is always allowed to trigger a fallback to resume the RRC connection or establish a new RRC connection to get the UE into RRC_CONNECTED when UE in RRC_INACTIVE uses SDT-RACH mechanism.  When fallback is used to establish a new connection, UE ensures that there is no data loss by re-transmitting the data sent in Msg.3 of SDT-RACH mechanism.
Proposal 2.	RRC-based approach is used at least to define SDT-RACH mechanism when a UE in RRC_INACTIVE moves across different cells. This new RRC based SDT mechanism is characterized by:
Proposal 2.1.	Msg.1: The UE should be able to indicate the network when it desires to exchange SDT, for example, by using different RACH preambles and/or RACH resources (in time and/or frequency).
Proposal 2.2.	Msg.2: The UE is indicated if the SDT access is accepted with the corresponding TBS size granted for its following Msg.3.
Proposal 2.3.	Msg.3: The UE sends RRCResumeRequest message (over SRB0) multiplexed with data (sent over DRB, ciphered and integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message).
Proposal 2.4.	Msg.4: When UL SDT is successful and the gNB wants to end the SDT (because gNB is sending its last DL SDT or there is no further data to exchange), the gNB sends RRCRelease message (including updated suspendConfig) optionally multiplexed with data. Both being ciphered and integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message.
Proposal 3.	Non-RRC-based approach is used at least to define SDT-PUR mechanism to optimize signaling and latency of the scenarios that a UE in RRC_INACTIVE stays in the same cell. This new non-RRC based SDT mechanism is characterized by:
Proposal 3.1.	Msg.1: UL data (sent over DRB, ciphered and integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message).  Additionally, a UE ID could be included in MAC header for non-PUR scenario.
Proposal 3.2.	Msg.2: When UL SDT is successful and the gNB wants to end the SDT (because gNB is sending its last DL SDT or there is no further data to exchange), the gNB can optionally send RRCRelease message (including updated suspendConfig) optionally also multiplexed with data. Both being ciphered and integrity protected with the security keys generated by the NCC provided in a previous RRCRelease message. If RRCRelease message is not included, gNB can indicate the UE when ongoing SDT is completed by other means (e.g. MAC indication or relying on a timer).
Proposal 4.	When UE is in RRC_INACTIVE, it should be possible to send multiple UL and DL packets as part of the same SDT mechanism and without transitioning to RRC_CONNECTED.
Proposal 5.	When UE is in RRC_INACTIVE using the SDT mechanism, UE can indicate in Msg.3/Msg.A when additional data requires to be exchanged and it would be up to network implementation whether to (a) allow the UE convey it while in RRC_INACTIVE vs (b) trigger the transition into RRC_CONNECTED. This additional data may be because a single data packet is segmented in more than one transmission (when it does not fit in the allocated resources of Msg.3/Msg.A) or few data packets need to only be exchanged.
Proposal 6.	A UE in RRC_INACTIVE using SDT mechanism to exchange multiple sub-sequent UL(/DL) data transmission is characterized by re-using the RLC entities (i.e. no NCC is updated between the sub-sequent SDT PDUs) and by allowing segmentation and retransmissions.
Proposal 7.	A UE in RRC_INACTIVE using SDT mechanism uses a timer T3xx to control its success or failure. This timer T3xx starts upon sending the 1st SDT message (e.g. RRCResumeRequest for RRC based approach) and stops upon reception of the last SDT message (e.g. RRCRelease for RRC based approach). Upon expiry of this timer T3xx, UE moves back into RRC_INACTIVE due to ‘SDT failure’.
Proposal 8.	For SDT-RACH mechanism (including both 4-step RACH and 2-step RACH), RAN2 requests RAN1 input on which/how multiple TBS(s) and MCS(s) are allowed and indicated to/by the UE/gNB (considering for example the options described in this contribution).
Proposal 9.	RAN2 should also discuss whether RACH could provide more than one RACH configuration/resources to better adjust for the different NR use cases (instead of a single one as it is done for LTE EDT). Inform RAN1 on RAN2’s preference and/or corresponding question for their input.
Proposal 10.	Fallback from 2-step RACH using SDT to 4-step RACH using SDT (scenario (1)) is supported, and to discuss whether to also allow the fallback from 2-step RACH using SDT to 4-step RACH not using SDT (scenario (2)).
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