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[bookmark: _Ref35586532]Introduction
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]In RAN#86 meeting, the study item “Study on NR sidelink relay” was approved [1]. The objectives are as below:
	1. Study mechanism(s) with minimum specification impact to support the SA requirements for sidelink-based UE-to-network and UE-to-UE relay, focusing on the following aspects (if applicable)  for layer-3 relay and layer-2 relay [RAN2];
A. Relay (re-)selection criterion and procedure;
B. Relay/Remote UE authorization;
C. QoS for relaying functionality;
D. Service continuity;
E. Security of relayed connection after SA3 has provided its conclusions;
F. Impact on user plane protocol stack and control plane procedure, e.g., connection management of relayed connection;
2. [bookmark: _Ref47449761]Study mechanism(s) to support upper layer operations of discovery model/procedure for sidelink relaying, assuming no new physical layer channel / signal [RAN2];
NOTE 1: The study shall take into account of further input from SA WGs, e.g., SA2 and SA3, for the bullets above (if applicable).
NOTE 2: It is assumed that UE-to-network relay and UE-to-UE relay use the same relaying solution.
NOTE 3: Forward compatibility for multi-hop relay support in a future release needs to be taken into account.
NOTE 4: For layer-2 UE-to-network relay, the architecture of end-to-end PDCP and hop-by-hop RLC, e.g., as recommended in TR 36.746, is taken as starting point.


In [2], we made some clarification on the scenarios and use cases of Rel-17 NR sidelink relay in order to focus on the most essential scope. In [3], the discovery model/procedure for sidelink relay is discussed which corresponds to the bullet 2 in the above objectives. Furthermore, issue F underbullet1 is discussed in [4]. Hence, in this contribution, issue A~E under bullet 1 will be discussed based on the proposed L2/L3 relay protocol stack.
[bookmark: _Ref47449756]Discussion
Considering the design of issue A~E is dependent on the L2/L3 relay protocol stack, hence the proposed L2/L3 protocol stacks will be given firstly.
[bookmark: _Ref46842387]Regarding L2 UE-to-NW relay, the protocol stack is analyzed in [4], and the suggested user plane and control plane protocol stacks are shown below:


[bookmark: _Ref47531856]Figure-1 User Plane Protocol Stack for L2 UE-to-NW Relay 

Figure-2 Control Plane Protocol Stack for L2 UE-to-NW Relay 
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]The above L2 UE-to-NW relay protocol stack is similar as the protocol stack proposed in FeD2D [5]. The L2 UE-to-NW relay UE provides forwarding functionality that can relay any type of traffic. For remote UE, it is visible to the gNB and the end-to-end radio bearer between remote UE and gNB can be established. The actual transmission of the end-to-end radio bearer can be further divided into two parts: PC5 RLC channel and Uu BH RLC channel.
[bookmark: _Ref35615059][bookmark: OLE_LINK7][bookmark: OLE_LINK8]Regarding L3 UE-to-NW relay, it has been deeply discussed in SA2, and the proposed user plane protocol stack is as below [6]. 

 
[bookmark: _Ref47531835]Figure-3 User Plane Protocol Stack for L3 UE-to-NW Relay
According to the description of [6], the above L3 relay can relay any IP, Ethernet or Unstructured traffic (PDU layer). In the above figure, hop-by-hop security is supported in the PC5 link and Uu link. If there are end-to-end security requirements, security over PDU layer can be applied. Related details will be discussed in the section of 2.5.
The above L3 relay protocol stack is original from LTE L3 relay. For remote UE, it is invisible to the gNB. There is no end-to-end radio bearer can be established between remote UE and gNB. The actual transmission is constructed by two radios bearers: PC5 radio bearer and Uu radio bearer.
[bookmark: _Ref46827818]Proposal 1: Suggest RAN2 to capture the above Figure-1 to Figure-3 into the TR of Rel-17 NR sidelink relay as the L2/L3 UE-to-NW relay protocol stacks.
In the following, the issue A~E under bullet 1 of the SID will be analyzed one by one based on the proposed L2/L3 UE-to-NW relay protocol stacks. 
Relay selection/reselection
Regarding the relay selection/reselection, in our understanding, LTE L3 relay selection/reselection rules can be used as baseline and common solution can be used for L2/L3 UE-to-NW relay. The summary is shown in the below table.
Table-1 Common Relay (re-)Selection Solution for L2/L3 UE-to-NW
	Items
	LTE solution
	NR solution

	relay UE (re-)selection rule
	Select the discovered relay with best SL quality amongst all the suitable relays which SL-RSRP is above the configured threshold.
	Take LTE rule as baseline.
[bookmark: OLE_LINK5][bookmark: OLE_LINK6]Whether Uu quality should be considered can be further discussed.

	relay UE re-selection trigger
	Current SL-RSRP is below the configured threshold. 
	Take LTE rule as baseline.
Whether Uu quality should be considered can be further discussed.


[bookmark: _Ref46223145][bookmark: _Ref46827831]Proposal 2: Common relay (re-)selection rule can be applied for both L2 and L3 relay, and LTE L3 relay (re-)selection rule can be used as baseline.
Relay/Remote UE authorization
Authorization procedure is needed to perform verification of relay/remote UE to access to 5GC. The relay/remote UE authorization includes two parts: how to authorize a UE to be a 5G UE-to-NW relay, and how to authorize a UE to access 5GC via a 5G UE-to-NW relay. The common belief is that the above authorization is in the scope of SA2. From RAN2’s point of view, after the authorization, CN will inform the authorization result to gNB, it will impact the N2 interface, which is in the scope of RAN3.
[bookmark: _Ref46223156][bookmark: _Ref47691800]Proposal 3: Send LS to RAN3 to consider the impact to RAN for L2/L3 UE-to-NW relay authorization procedure.
[bookmark: _Ref47427954]QoS for relaying functionality 
NG-RAN and 5GC ensure quality of service by mapping packets to appropriate QoS flows and DRBs. In this section, the solution addresses the issue of how to support end-to-end QoS requirements of remote UE is discussed.


Figure-4 End-to-End QoS Split for UE-to-NW Relay Solution
For a remote UE accessing network via UE-to-NW relay, the QoS control between remote UE and UPF includes two parts: one part is the QoS control for the connection between remote UE and UE-to-NW relay, the other part is the QoS control for the connection between UE-to-NW relay and UPF. 
For end-to-end QoS parameters, especially the PDB needs to be split between the above two parts. The other QoS parameters need mapping but not splitting. To meet the PDB for end-to-end service, the AN PDB utilized by the Uu link needs to be reduced, in order to give some budgets to the PC5 link. In our understanding, the QoS solution for L2 and L3 relay is different, the details are listed below:
1) QoS solution for L2 UE-to-NW relay
For L2 relay, the remote UE is visible to the gNB and end-to-end radio bear can be established. The gNB is responsible for splitting the end-to-end PDB between the Uu BH link and PC5 link. After the QoS parameters are determined, RRC signalling is used to establish PC5 RLC channel and Uu BH RLC channel separately.
[bookmark: _Ref46827841][bookmark: _Ref46223157]Proposal 4: For L2 relay, gNB is responsible for the end-to-end PDB splitting between the Uu BH link and PC5 link.
2) QoS solution for L3 UE-to-NW relay
In [6], L3 relay end-to-end QoS solution is proposed. For L3 relay, the SMF/PCF is responsible for splitting the end-to-end PDB between the Uu BH link and PC5 link. Once the end-to-end PDB splitting is completed, it should notify the result to the relay UE, and the relay UE will initiate the Layer-2 link modification procedure [8] to update the PDB used by PC5 link.
[bookmark: _Ref46827844]Proposal 5: For L3 relay, CN is responsible for the end-to-end PDB splitting between the Uu BH link and PC5 link. 
Service continuity 
In [6], the support for session and service continuity in 5G system architecture enables to address the various continuity requirements of different applications/services for the UE. The 5G system supports different session and service continuity (SSC) modes defined below:
· With SSC mode 1, the network preserves the connectivity service provided to the UE. For the case of PDU Session of IPv4 or IPv6 or IPv4v6 type, the IP address is preserved.
· With SSC mode 2, the network may release the connectivity service delivered to the UE and release the corresponding PDU Session(s). For the case of IPv4 or IPv6 or IPv4v6 type, the release of the PDU Session induces the release of IP address(es) that had been allocated to the UE.
· With SSC mode 3, changes to the user plane can be visible to the UE, while the network ensures that the UE suffers no loss of connectivity. A connection through new PDU Session Anchor point is established before the previous connection is terminated in order to allow for better service continuity. For the case of IPv4 or IPv6 or IPv4v6 type, the IP address is not preserved in this mode when the PDU Session Anchor changes.
It can be concluded from the above introduction that: for the SSC mode1, service and session continuity can be guaranteed. For the SSC mode 2, session continuity and service continuity can’t be guaranteed. For the SSC mode3, session continuity may not be obtained (the IP address is not preserved) but the service continuity can be guaranteed.
Based on the above description, it is obvious the continuity requirement in [6] is mainly related to service continuity. Hence in the following, we will analyse whether L2 and L3 relay can meet the service continuity requirement:
1) Service continuity for L2 UE-to-NW relay
According to the L2 UE-to-NW relay protocol stack, the service continuity for L2 relay can be guaranteed in AS layer. The service continuity solution listed in FeD2D [5] can be taken as baseline. Take direct to indirect path switch as example, the service continuity procedure is shown in the following figure:


Figure-5 Example of Service Continuity of L2 UE-to-NW Relay 
[bookmark: _Ref46827851]Proposal 6: For L2 UE-to-NW relay, AS solution can be considered to meet the service continuity requirement.
2) Service continuity for L3 UE-to-NW relay
From the study of SA2, the service continuity for L3 relay can be guaranteed in the upper layer. From SA2 perspective, service continuity doesn’t need to maintain the IP address, which is different from session continuity. According to current information, the below options may be chosen to solve L3 service continuity question:
· Support application layer service continuity using existing mechanism, e.g. TS 23.280 for MC services, TS23.237 for IMS services, etc.
· N3IWF based solution (sol#23) [6] supports SSC mode 1 and SSC mode 3 using existing mechanism.
· L3 relay baseline solution (sol#6) [6] support SSC mode 3 using existing mechanism and FFS on SSC mode 1.
[bookmark: _Ref46827854][bookmark: _Ref47691690]Proposal 7: For L3 relay, service continuity should be solved by SA2, not in the scope of RAN2.
[bookmark: _Ref46910584]Security of relayed connection
The 5G system shall support a secure mechanism to prevent relayed data from being intercepted by a relay UE.
1) Security for L2 UE-to-NW relay
As shown in Figure-1, the remote UE can be seen by the gNB and the end-to-end radio bearer can be established for remote UE. Current Uu security mechanism (confidentiality and integrity protection) at the PDCP layer can be reused between the remote UE and the gNB to achieve L2 UE-to-NW relay end-to-end security requirements.
[bookmark: _Ref46827859]Proposal 8: For L2 UE-to-NW relay, the legacy Uu security mechanism can be reused between remote UE and gNB to meet the end-to-end security requirements.
2) Security for L3 UE-to-NW relay
As shown in Figure-3, only hop-by-hop security is supported in the PC5 link and Uu link. If there is end-to-end security requirement, security over PDU layer can be applied. In [6], SA2 posted their solution for end-to-end security for L3 UE-to-NW relay. To provide end-to-end security for the remote UE traffic, the design of "untrusted non-3GPP access to 5GC via N3IWF" in clause 4.2.8 of TS 23.501 [9] or "Access to PLMN services via stand-alone non-public networks" in clause 5.30.2.7 of TS 23.501 [9] is leveraged. Remote UE follows the procedures defined in TS 23.502 [7] clause 4.12 to register to 5GC via N3IWF and establish corresponding PDU sessions. The data traffic over the PDU sessions is protected by IPSec between the remote UE and N3IWF.

 Figure-6 Non-roaming Architecture Model using N3IWF with UE-to-NW Relay Access
[bookmark: _Ref46827863]Proposal 9: For L3 UE-to-NW relay, IPsec can be used to implement the end-to-end security on top of the hop by hop security.
[bookmark: _Ref46827867]Regarding to the security, SA2 had sent LS to SA3 in [10]. The LS is focusing on the understanding of the security requirements (i.e. privacy, confidentiality and integrity) imposed with regards to UE-to-Network Relay UEs and UE-to-UE Relay UEs taking into account such relays may be used for public safety and commercial devices. Although there is no feedback from SA3 yet, it doesn’t have any impact on the pre-study of RAN2. From RAN2 perspective, it had better send LS to SA3 to check the security related aspects for NR sidelink relay, the detailed content can refer [11].
[bookmark: _Ref47605857][bookmark: _Ref47690828][bookmark: _Ref47447253][bookmark: _Ref46827871]Proposal 10: Send LS to SA3 to check the security related aspects for NR sidelink relay.
Based on the above analysis in section 2.1~2.5,the comparisons between L2 relay and L3 relay are summarized below:
Table-2 L2/L3 UE-to-NW Relay Comparisons
	Items
	L2 relay
	L3 relay

	Non-IP packet
	Can support
	Can support

	Visible of the remote UE
	Visible to network
	Invisible to network

	Security
	End-to-end AS security between remote UE and NG-RAN
	Hop by hop security in AS layer
End-to-end security by IPSec between remote UE and N3IWF

	QoS
	End to end QoS controlled by gNB
	End to end QoS controlled by CN

	Service continuity
	RAN-level service continuity
Support Handover and SSC mode 1 (IP preservation).
	Upper layer-level service continuity
-Support application layer service continuity using existing mechanism, e.g. TS 23.280 for MC services, TS 23.237 for IMS services, etc.
-N3IWF based solution (sol#23) supports SSC mode 1 and SSC mode 3 using existing mechanism.
-L3 relay baseline solution (sol#6) support SSC mode 3 using existing mechanism and FFS on SSC mode 1.


Based on the above table, it can be concluded that for both L2 and L3 UE-to-NW relay, all the below requirements can be satisfied:
· Support end-to-end security;
· Support end-to-end QoS management;
· Support service continuity.
[bookmark: _Ref46827874]Proposal 11: Both L2 and L3 UE-to-NW relay can satisfy all the requirements from SA1 on NR sidelink relay.
Conclusion
According to the analysis in chapter 2, we post the proposals below:
Proposal 1: Suggest RAN2 to capture the above Figure-1 to Figure-3 into the TR of Rel-17 NR sidelink relay as the L2/L3 UE-to-NW relay protocol stacks.
Proposal 2: Common relay (re-)selection rule can be applied for both L2 and L3 relay, and LTE L3 relay (re-)selection rule can be used as baseline. 
Proposal 3: Send LS to RAN3 to consider the impact to RAN for L2/L3 UE-to-NW relay authorization procedure.
Proposal 4: For L2 relay, gNB is responsible for the end-to-end PDB splitting between the Uu BH link and PC5 link.
Proposal 5: For L3 relay, CN is responsible for the end-to-end PDB splitting between the Uu BH link and PC5 link. 
[bookmark: _GoBack]Proposal 6: For L2 UE-to-NW relay, AS solution can be considered to meet the service continuity requirement.
Proposal 7: For L3 relay, service continuity should be solved by SA2, not in the scope of RAN2.
Proposal 8: For L2 UE-to-NW relay, the legacy Uu security mechanism can be reused between remote UE and gNB to meet the end-to-end security requirements.
Proposal 9: For L3 UE-to-NW relay, IPsec can be used to implement the end-to-end security on top of the hop by hop security.
Proposal 10: Send LS to SA3 to check the security related aspects for NR sidelink relay.
Proposal 11: Both L2 and L3 UE-to-NW relay can satisfy all the requirements from SA1 on NR sidelink relay.
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