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1
Introduction
In the RAN2#109bis-e meeting, the following agreement and FFS were made on fallback from DAPS handover failure [1]:

Agreement: When resume SRB upon DAPS HO failure, the old stored RRC message if any, (i.e.. the PDCP PDUs for SRB) shall be discarded.

FFS: Whether source SRB RLC shall be reestablished in order to avoid pending RRC message in RLC layer to be transmitted to network when SRB is resumed in source upon fallback
Also we see there is a security risk on fallback from failure of DAPS handover with key change.
In this document we discuss the open issue and additional issue on fallback from DAPS handover failure 
2
Discussion
2.
SRB handling upon DAPS handover failure
In the RAN2#109bis-e meeting, RAN2 discussed whether source SRB RLC should be re-established when the old stored RRC message would be discarded upon fallback. We see all state variables in RLC entity needs to be initialized in order to reset ARQ procedure. Also, all timers in RLC entity needs to be stop and reset if running. In order to achieve (1) discarding RRC message in RLC entity, (2) initialize all state variables, and (3) stop and reset all timers if running, the simplest way would be re-establishing RLC entity.
Observation 1: When the old stored RRC message is discarded upon DAPS HO failure, all RLC state variables needs to be initialized in order to reset ARQ procedure.
Observation 2: When the old stored RRC message is discarded upon DAPS HO failure, all timers RLC entity needs to be stop and reset if running.
Observation 3: The simplest way to discard RRC message in RLC entity, initialize all state variables in RLC entity and stop and reset all timers in RLC entity if running, should be RLC entity re-establishment.

Proposal 1: When resume SRB upon DAPS HO failure, RLC entity of the SRB should be re-established.

Furthermore, in normal handover (non-DAPS handover) procedure or other procedures, discarding SDUs and/or PDUs in PDCP entity is always performed by the PDCP entity when requested by RRC, e.g., PDCP entity re-establishment (and this is the same as RLC entity). In other word, if SDUs and/or PDUs in PDCP entity needs to be discarded, RRC requests PDCP entity to discard them.
Observation 4: In normal handover (non-DAPS handover) procedure or other procedures, discarding SDUs and/or PDUs in PDCP entity (or RLC entity) is always performed by the PDCP entity (by the RLC entity) when indicated by RRC, e.g., re-establishment.
Proposal 2: When resume SRB upon DAPS HO failure, the PDCP entity of the SRB should be indicated to discard all stored SDUs and PDUs by RRC.

2.2
Issue on failure of DAPS handover with security key change
If fallback is occurred by failure of DAPS handover with key change, there may be security risk that the same key stream to be used.

When DAPS handover with security key change is performed, a new key for the target is derived and state variables of the target SRB PDCP entity is set to initial values. The DAPS handover may use CFRA, and the initial COUNT value will be used with the target key for a key stream in this case.
Observation 5: DAPS handover with security key change may use CBRA. In this case initial COUNT value in SRB will be used for a key stream.

Then if the DAPS handover with key change is failed and the source link is still good, the UE will release the target key, falls back to the source and continue Tx and Rx with the source key.
Observation 6: If the DAPS handover in Observation 5 fails and the UE falls back to the source, the target key is released and the source key is continuously used.

If the source key is kept using, and then perform handover with key change to the same target (same target PCell) that was previously failed to handover, the same key for the target may be derived because the new key is derived based on current key and cell information for the target (in case of horizontal key derivation). Also as state variables of the target SRB PDCP entity is set to initial values again, the same key stream will be generated by the initial COUNT value and the same target key at SRB.
Observation 7: After Observation 6, if the handover is performed again to the same target in Observation 5, the same key is generated to the target, and the same key stream is to be used at SRB.
In order to avoid this security issue, possible options will be:

Option A: If DAPS handover with security key change is failed, the UE does not fall back to the source and trigger RRC re-establishment.

Option B: If DAPS handover with security key change is failed and the UE falls back to the source, the network makes the UE handover with key change to the other PCell in order to renew the security key.
Option A would be controversial especially for LTE case because key change is always applied for handover. We propose Option B for a solution.
Proposal 3: When DAPS handover with security key change to PCell_1 fails, immediately after the UE falls back to the source, the network should make the UE to perform handover with key change to a different PCell from PCell_1 in order to renew the security key.
3
Conclusion
We have the following proposals:
Observation 1: When the old stored RRC message is discarded upon DAPS HO failure, all RLC state variables needs to be initialized in order to reset ARQ procedure.

Observation 2: When the old stored RRC message is discarded upon DAPS HO failure, all timers RLC entity needs to be stop and reset if running.
Observation 3: The simplest way to discard RRC message in RLC entity, initialize all state variables in RLC entity and stop and reset all timers in RLC entity if running, should be RLC entity re-establishment.

Proposal 1: When resume SRB upon DAPS HO failure, RLC entity of the SRB should be re-established.

Observation 4: In normal handover (non-DAPS handover) procedure or other procedures, discarding SDUs and/or PDUs in PDCP entity (or RLC entity) is always performed by the PDCP entity (by the RLC entity) when indicated by RRC, e.g., re-establishment.
Proposal 2: When resume SRB upon DAPS HO failure, the PDCP entity of the SRB should be indicated to discard all stored SDUs and PDUs by RRC.

Observation 5: DAPS handover with security key change may use CBRA. In this case initial COUNT value in SRB will be used for a key stream.

Observation 6: If the DAPS handover in Observation 5 fails and the UE falls back to the source, the target key is released and the source key is continuously used.

Observation 7: After Observation 6, if the handover is performed again to the same target in Observation 5, the same key is generated to the target, and the same key stream is to be used at SRB.
Proposal 3: When DAPS handover with security key change to PCell_1 fails, immediately after the UE falls back to the source, the network should make the UE to perform handover with key change to a different PCell from PCell_1 in order to renew the security key.
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