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Introduction
In this paper, we treat RIL [H352] as follows:
	[RIL]: H352 [Delegate]: Huawei (Xiao) [WI]: V2X [Class]: 3 [Status]: ToDo [TDoc]: R2-20xxxxx [Proposed Conclusion]: 
[Description]: It is not clear now how the UE deal with the integrity check falure for the SL-SRB carrying PC5 RRC connection. Conclusions and potential stardard impacts need to be made by RAN2
[Proposed Change]: We plan to address this issue via a Tdoc. 
- Add the integrity check failure as an additional trigger of SL RLF. 
- Trigger SUI transmission by the integrity check failure with a corresponding failure cause set. 
[Comments]:



Both proposals and detailed TPs are provided in this paper. 
Discussion
In RAN2 #108 [1], the PDCP issues were discussed and the following agreement was achieved:
	· PDCP should support AS ciphering and integrity protection for SL data and PC5-RRC.


In RAN2 #109bis-e [2], the PDCP issues were discussed and the following agreement was achieved:
	· Except for Direct Communication Request, the MAC-I field is always present in the PDCP format for other PC5 Signallings and SL RRC signallings.


As indicated in the agreements, PC5-RRC messages are integrity protected and encrypted. However, the left-over issue is what if the integrity check failure happens in a PC5 RRC connection, which has never been discussed before. If this question is not answered, the UE behaviour upon integrity check failure is unclear in the specification of TS 38.331 [3].
Observation 1: The UE behaviour upon integrity check failure for SL-SRB carrying PC5 RRC message on a PC5 RRC connection is unclear in the current TS 38.331, as this issue has never been discussed. 
In Uu, a fundamental RRC operation for integrity check failure handling is the RRC connection re-establishment procedure initiated upon integrity check failure indicated for SRBs (e.g. SRB1/ SRB2) from the lower layer to RRC [3, 5.3.7.2]. 
Observation 2: In Uu, RRC connection re-establishment is initiated upon integrity check failure is indicated from the lower layer to the RRC for some SRBs (e.g. SRB1 or SRB2). 
In NR SL, though we have no RRC connection re-establishment procedure, we can find some clues from how we handled sidelink RLF, as sidelink RLF, when it was discussed, faced the same situation, i.e. RLF triggers RRC connection re-establishment in Uu which however does not exist in SL. As agreed before and captured in the current TS 38.331 [3], the detection of sidelink RLF on a PC5-RRC connection will lead to:
· Release of the PC5-RRC connection and indication the failure to the upper layers;
· Initiation of an SidelinkUEInformation with a Failure cause as SL RLF, if in RRC_CONNECTED.
With such an analogy to sidelink RLF handling, we think at this stage the simplest way for handling integrity check failure for SL-SRB carrying PC5-RRC is to completely reuse the above way, without any other “creative” solutions to be further considered. Therefore, the following proposal is given:
Proposal 1: For a PC5-RRC connection, when integrity check failure is indicated from the lower layer for SL-SRB carrying PC5 RRC messages, the RRC shall (similar to sidelink RLF handling):
· Release the PC5-RRC connection and indicate sidelink radio link failure to the upper layers;
· Initiation of SUI transmission including a sidelink failure cause of integrity check failure. 
For user plane data in Uu, no further control plane behaviour is triggered if integrity check failure is detected on a DRB. This can be reused to NR sidelink as well, i.e. no RRC impacts is needed upon integrity check failure being detected on any SL-DRB for a PC5-RRC connection.
The corresponding TP is in the Annex, and if Proposal 1 is agreeable, RAN2 is asked to adopt the TP as well.
Conclusion
[bookmark: OLE_LINK3]In this contribution, we give some discussions on the UE behaviours when integrity check failure is detected on PC5-RRC messages, and the following proposals are given:
Observation 1: The UE behaviour upon integrity check failure for SL-SRB carrying PC5 RRC message on a PC5 RRC connection is unclear in the current TS 38.331, as this issue has never been discussed. 
Observation 2: In Uu, RRC connection re-establishment is initiated upon integrity check failure is indicated from the lower layer to the RRC for some SRBs (e.g. SRB1 or SRB2). 
Proposal 1: For a PC5-RRC connection, when integrity check failure is indicated from the lower layer for SL-SRB carrying PC5 RRC messages, the RRC shall (similar to sidelink RLF handling):
· Release the PC5-RRC connection and indicate sidelink radio link failure to the upper layers;
· Initiation of SUI transmission including a sidelink failure cause of integrity check failure.  
RAN2 is asked to adopt the TP in the Annex as well.
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Annex – TP for TS 38.331 on PC5-RRC integrity check failure 
[bookmark: _Toc36756919][bookmark: _Toc36836460][bookmark: _Toc36843437][bookmark: _Toc37067726]5.8.3.3	Actions related to transmission of SidelinkUEInformationNR message
The UE shall set the contents of the SidelinkUEInformationNR message as follows:
1>	if the UE initiates the procedure to indicate it is (no more) interested to receive NR sidelink communication or to request (configuration/ release) of NR sidelink communication transmission resources (i.e. UE includes all concerned information, irrespective of what triggered the procedure):
2>	if SIB12 including sl-ConfigCommonNR is provided by the PCell:
3>	if configured by upper layers to receive NR sidelink communication:
4>	include sl-RxInterestedFreqList and set it to the frequency for NR sidelink communication reception;
3>	if configured by upper layers to transmit NR sidelink communication:
4>	include sl-TxResourceReqList and set its fields (if needed) as follows for each destination for which it requests network to assign NR sidelink communication resource:
5>	set sl-DestinationIdentiy to the destination identity configured by upper layer for NR sidelink communication transmission;
5>	set sl-CastType to the cast type of the associated destination identity configured by the upper layer for the NR sidelink communication transmission;
5>	set sl-RLC-ModeIndication to include the RLC mode(s) and optionally QoS profile(s) of the sidelink QoS flow(s) of the associated RLC mode(s), if the associated bi-directional sidelink DRB has been established due to the configuration by RRCReconfigurationSidelink;
5>	set sl-Failure as rlf for the associated destination for the NR sidelink communication transmission, if the sidelink RLF is detected;
5>	set sl-Failure as configFailure for the associated destination for the NR sidelink communication transmission, if RRCReconfigurationFailureSidelink is received as sidelink RRC reconfiguration failure;
5>	set sl-Failure as integritycheckFailure for the associated destination for the NR sidelink communication transmission, if integrity check failure is detected on PC5-RRC messages;
5>	set sl-QoS-InfoList to include QoS profile(s) of the sidelink QoS flow(s) of the associated destination configured by the upper layer for the NR sidelink communication transmission;
5>	set sl-InterestedFreqList to indicate the frequency for NR sidelink communication transmission;
5>	set sl-TypeTxSyncList to the current synchronization reference type used on the associated sl-InterestedFreqList for NR sidelink communication transmission.
1>	The UE shall submit the SidelinkUEInformationNR message to lower layers for transmission.
[...]
[bookmark: _Toc36756948][bookmark: _Toc36836489][bookmark: _Toc36843466][bookmark: _Toc37067755]5.8.9.3	Sidelink radio link failure related actions
The UE shall:
1>	upon indication from sidelink RLC entity that the maximum number of retransmissions for a specific destination has been reached; or
1>	upon integrity check failure indication from sidelink PDCP entity concerning SRB for PC5-RRC message; or
1>	upon T400 expiry:
2>	consider sidelink radio link failure to be detected for this destination;
2>	release the DRBs of this destination, in according to sub-clause 5.8.9.1.4;
2>	release the SRBs of this destination, in according to sub-clause 5.8.9.1.7;
2>	discard the NR sidelink communication related configuration of this destination;
2>	consider the PC5-RRC connection is released for the destination;
2>	indicate the release of the PC5-RRC connection to the upper layers for this destination (i.e. PC5 is unavailable);
2>	if UE is in RRC_CONNECTED:
3>	perform the sidelink UE information for NR sidelink communication procedure, as specified in 5.8.3.3 or sub-clause 5.10.X in TS 36.331 [10];
[...]
[bookmark: _Toc36757027][bookmark: _Toc36836568][bookmark: _Toc36843545][bookmark: _Toc37067834]–	SidelinkUEInformationNR
The SidelinkUEinformationNR message is used for the indication of NR sidelink UE information to the network.
Signalling radio bearer: SRB1
RLC-SAP: AM
Logical channel: DCCH
Direction: UE to Network
SidelinkUEInformationNR message
-- ASN1START
-- TAG-SIDELINKUEINFORMATIONNR-START

SidelinkUEInformationNR-r16::=         SEQUENCE {
    criticalExtensions                  CHOICE {
        sidelinkUEInformationNR-r16         SidelinkUEInformationNR-r16-IEs,
        criticalExtensionsFuture            SEQUENCE {}
    }
}

SidelinkUEInformationNR-r16-IEs ::=     SEQUENCE {
    sl-RxInterestedFreqList-r16            SL-InterestedFreqList-r16           OPTIONAL,
    sl-TxResourceReqList-r16               SL-TxResourceReqList-r16            OPTIONAL,
    lateNonCriticalExtension               OCTET STRING                        OPTIONAL,
    nonCriticalExtension                   SEQUENCE {}                         OPTIONAL
}

SL-InterestedFreqList-r16 ::=          SEQUENCE (SIZE (1..maxNrofFreqSL-r16)) OF INTEGER (1..maxNrofFreqSL-r16)

SL-TxResourceReqList-r16 ::=           SEQUENCE (SIZE (1..maxNrofSL-Dest-r16)) OF SL-TxResourceReq-r16

SL-TxResourceReq-r16 ::=                SEQUENCE {
    sl-DestinationIdentity-r16             SL-DestinationIdentity-r16,
    sl-CastType-r16                        ENUMERATED {broadcast, groupcast, unicast, spare1},
    sl-RLC-ModeIndicationList-r16          SEQUENCE (SIZE (1.. maxNrofSLRB-r16)) OF SL-RLC-ModeIndication-r16         OPTIONAL,
    sl-QoS-InfoList-r16                    SEQUENCE (SIZE (1..maxNrofSL-QFIsPerDest-r16)) OF SL-QoS-Info-r16          OPTIONAL,
    sl-Failure-r16                         ENUMERATED {rlf, configFailure, integrityCheckFailurespare2, spare1}                            OPTIONAL,
    sl-TypeTxSyncList-r16                  SEQUENCE (SIZE (1..maxNrofFreqSL-r16)) OF SL-TypeTxSync-r16                OPTIONAL,
    sl-TxInterestedFreqList-r16            SEQUENCE (SIZE (1..maxNrofFreqSL-r16)) OF INTEGER (1..maxNrofFreqSL-r16)   OPTIONAL
}

SL-QoS-Info-r16 ::=                    SEQUENCE {
    sl-QoS-FlowIdentity-r16               SL-QoS-FlowIdentity-r16,
    sl-QoS-Profile-r16                    SL-QoS-Profile-r16                                                          OPTIONAL
}

SL-RLC-ModeIndication-r16 ::=          SEQUENCE {
    sl-AM-Mode-r16                     SEQUENCE {
        sl-AM-Mode-r16                     ENUMERATED {true},
        sl-AM-QoS-InfoList-r16             SEQUENCE (SIZE (1..maxNrofSL-QFIsPerDest-r16)) OF SL-QoS-Info-r16
    }                                                                                                                 OPTIONAL,
    sl-UM-Mode-r16                     SEQUENCE {
        sl-UM-Mode-r16                     ENUMERATED {true},
        sl-UM-QoS-InfoList-r16             SEQUENCE (SIZE (1..maxNrofSL-QFIsPerDest-r16)) OF SL-QoS-Info-r16
    }                                                                                                                 OPTIONAL
}

-- TAG-SIDELINKUEINFORMATIONNR-STOP
-- ASN1STOP
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