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In this paper, we treat RIL [H336] as follows:
	[RIL]: H336 [Delegate]: Huawei (Xiaox) [WI]: V2X [Class]: 3 [Status]: ToDo [TDoc]: None [Proposed Conclusion]: 
[Description]: WI remaining issue RAN2 agreed to handle in RAN2 #110b (from R2-2004071):
RAN2 to down select how to deal the integrity protection and ciphering for SL-SRB carrying PC5 RRC message on a PC5 RRC connection:
*Wait for further SA3 progress, and complete all related As impact in the next (last) meeting (clear majority’s view)
*Make the working assumption that integrity protection and ciphering is mandatory (always open w/o flexible enabling/disabling) and do potential update based on further SA3 progress.
RAN2 await further SA3 guidelines on whether/how to support ciphering and integrity protection mechanism for SL-DRBs in NR SL unicast, and complete all the corresponding RAN2 Spec impacts in the next meeting.
[Proposed Change]: Need to be discussed and concluded online in RAN2 #110e.
[Comments]: 


This issue is one of the remaining issues from RAN2 #109bis-e which were agreed to be further discussed in this meeting [1]:
	R2-2004071	Summary of offline discussion [AT109bis-e][701][V2X] RRC open issues and ASN.1 class2/3 issues	Huawei, HiSilicon	discussion	
·  	Continue offline discussion to list clear easy agreements we can make decision. We will approve them via email (deadline: 4/30 10:00 UTC, Huawei, R2-2004085).
·  	For remaining issues, we will handle them next meeting. 


We will discuss this issue based on the latest SA3 progress in SA3#99e.
2 Discussion
In SA3#99e-meeting, security policy related issues were discussed, and the pCR in [2] was agreed and captured in the latest version of TS 33.536 [3], giving the final conclusions of the security policy handling for NR SL unicast. This enables RAN2 to further address the left-over issue from the last meeting as recorded in RIL [H336]. 
Specifically, according to the latest TS 33.536 [3] (as cited in the Appendix), both security policy, i.e. whether integrity protection and/or ciphering are enabled or disabled, for CP signaling and that for UP data are exchanged and configured via PC5-S between the peer UEs, and then it is the V2X layer that “shall pass the security configurations to its AS layer”. In other words, for the SL-SRB carrying PC5-RRC message on a PC5-RRC connection,  the security policy is configured directly from the upper layers to the AS, without any AS layer impacts needed for security policy configuration.
Observation 1: For SL-SRB carrying PC5 RRC message on a PC5 RRC connection, the security policy (whether to enable/disable integrity protection and ciphering) is configured by the upper layers to the AS.
On the other hand, for the UP data, it is specified in TS 33.536, as in the Appendix, that all the UP data on a PC5-RRC connection shall have the same security in terms of whether the integrity protection or ciphering is enabled. This means that, for all SL-DRBs on a PC5 RRC connection, they must have the same security policy which is not further distinguished by SL-DRBs. Also, the security configurations are also exchanged in the upper layers (i.e. PC5-S) and shall be passed from the V2X layer to the AS. Therefore, for SL-DRBs, the following observation holds:
Observation 2: Security policy (whether to enable/disable integrity protection and ciphering) for UP data is per PC5-RRC connection, and therefore all the SL-DRBs on a PC5-RRC connection share the same security policy which is configured by the upper layers to the AS.
From the above observations based on latest SA3 design, it is seen that per PC5 RRC connection security policy holds for the UP data, making the per bearer security enabling/disabling mechanism not needed for NR SL unicast. Also, all the security configurations are exchanged in the upper layers and then passed to the AS, without any signaling exchange or operation needed in PC5 RRC. As a result, it is proposed, based on SA3’s latest design, that not any RRC impacts are needed on the security related configurations or operations for NR SL unicast. 
[bookmark: OLE_LINK5]Proposal 1: Based on the latest SA2 design, no RRC impacts on security-related configurations or operations is needed for integrity protection and ciphering in NR SL unicast.
3 Conclusion
This contribution further discussed security policy for NR SL unciast. The observations and proposals are as follows:
Observation 1: For SL-SRB carrying PC5 RRC message on a PC5 RRC connection, the security policy (whether to enable/disable integrity protection and ciphering) is configured by the upper layers to the AS.
Observation 2: Security policy (whether to enable/disable integrity protection and ciphering) for UP data is per PC5-RRC connection, and therefore all the SL-DRBs on a PC5-RRC connection share the same security policy which is configured by the upper layers to the AS.
Proposal 1: Based on the latest SA2 design, no RRC impacts on security-related configurations or operations is needed for integrity protection and ciphering in NR SL unicast.
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5 Appendix: Citation from TS 33.536
[bookmark: _Toc34646142][bookmark: _Toc34646236][bookmark: _Toc34646332][bookmark: _Toc34646397][bookmark: _Toc34646516][bookmark: _Toc34646664][bookmark: _Toc34649105][bookmark: _Toc34649174][bookmark: _Toc34649243][bookmark: _Toc38284946]5.3.3.1.4.2.3		Security policy handling
For a NR PC5 unicast link, the UE shall be provisioned with the following:
The list of V2X services, e.g. PSIDs or ITS-AIDs of the V2X applications, with Geographical Area(s) and their security policy which indicates the following:
•	Signalling integrity protection: REQUIRED/PREFERRED/NOT NEEDED
•	Signalling confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
•	User plane integrity protection: REQUIRED/PREFERRED/NOT NEEDED
•	User plane confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
NOTE 1: No integrity protection on signalling traffic enables services that do not require security.
NOTE 2: While some V2X applications are similar to Emergency Services and may require similar security policies handling, such V2X applications are outside of the scope of 3GPP.
REQUIRED means the UE shall only accept the connection if a non-NULL confidentiality or integrity algorithm is used for protection of the traffic.
NOT NEEDED means that the UE shall only establish a connection with no security.
PREFFERED means that the UE may try to establish security but may will accept the connection with no security. One use of PREFERRED is to enable a security policy to be changed without updating all UEs at once.
The handling of signalling security policy proceeds as follows
At initial connection, the initiating UE includes its signalling security policy in the Direct Communication Request message. The receiving UE(s) takes this into account when deciding whether to accept or reject the request and when deciding the agreed security policy to be sent back in the Direct Security Mode Command message. The initiating UE can reject the Direct Security Mode Command if the algorithm choice does not match its policy (see clause 5.3.3.1.4.3 for full details of the handling).
All the UP data of PC5 unicast link shall have the same security.
The handling of the user plane security policy proceeds as follows:
At initial connection, the UE that sent the Direct Communications Request shall include the user plane security policy for the service in the Direct Security Mode Complete message. 
The receiving UE shall reject the Direct Communication Request when the following cases occur: 1) if the received user plane security policy had either confidentiality/integrity set to NOT NEEDED and its own corresponding policy is set to REQUIRED or, 2) if the received user plane security policy had either confidentiality/integrity set to REQUIRED and its own corresponding policy is set to NOT NEEDED.
Otherwise, the receiving UE may accept the Direct Communication Request. and the response message shall include the configuration of user plane confidentiality protection based on the agreed user plane security policy, set as follows:
1) User plane confidentiality protection set to off if the received user plane security policy had either confidentiality set to NOT NEEDED and/or its own user plane security policy for the service is set to NOT NEEDED; or 
2) User plane confidentiality protection set to on if the received user plane security policy had either confidentiality set to REQUIRED and/or its own user plane security policy for the service its own corresponding policy is set to REQUIRED; or
3) User plane confidentiality protection set to off or on otherwise (i.e. when both the received user plane security policy and its own user plane security policy for the service had the confidentiality set to PREFERRED).
User plane integrity protection set following the same rules as confidentiality protection but based on the received and its own user plane integrity protection policy for the service.
At link modification for adding a new V2X service to an existing PC5 unicast link, if the signalling and user plane security policies of the new V2X service are satisfied by the security in use for the PC5 unicast link, the initiating UE shall send the Link Modification Request to the receiving UE. The receiving UE shall reject the Link Modification Request if the security in use does not match its signalling and user plane security policies for the new V2X service. 
The V2X layer of the UE shall pass the security configurations to its AS layer. The security configurations are mutually agreed by both sides’ UEs, including the configuration of confidentiality and integrity protection.
[bookmark: _Toc34646143][bookmark: _Toc34646237][bookmark: _Toc34646333][bookmark: _Toc34646398][bookmark: _Toc34646517][bookmark: _Toc34646665][bookmark: _Toc34649106][bookmark: _Toc34649175][bookmark: _Toc34649244][bookmark: _Toc38284947]5.3.3.1.4.3 	Security establishment during connection set-up
The clause describes how security is established during connection set-up. The signalling flow is shown in figure 5.3.3.1.4.3-1.

Figure 5.3.3.1.4.3-1: Security establishment at connection set-up
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