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1. Introduction
Conditional PSCell addition/change progressed well in the last meeting. With the following proposal was left for further discussion:
· Proposal-Z255: Further discuss Z255, how to handle the CPC configuration if PCell change together with security key change? Can the stored CPC configuration be used without any change, e.g. security. 
So in this document we would like to discuss the handling of stored CPC configuration during PCell Change and give the specification impacts.
2. Discussion
As discussed in the Z255 paper [1], there can be two alternatives to address the stored CPC configuration upon PCell change:
· Alt. 1: Stick to current specification that all stored CPC configurations shall be released on the UE side autonomously (i.e. for both PCell change with and without SN involved) after successful execution of PCell change, and send LS to RAN3 to inform them the new requirement on the information exchange over X2/Xn for the case of PCell change without SN involved (i.e. the MN inform the SN the execution of PCell change, even there is no impact on the SN);
· Alt. 2: Remove the requirement on autonomous release of stored CPC configuration after successful execution of PCell change. And it is up to NW to configure the release of CPC configuration in case of PCell change. 
Compared to the first alternative, the second alternative has some signalling reduction advantage. The question is whether Alt.2 may have some security issues. The general key deriving principle for MR-DC is that MN should maintain a SN Counter which is used as freshness input into KSN derivations. The MN sends the value of the SN Counter to the UE over the RRC signalling path when it is required to generate a new KSN. The KSN is used to derive further RRC and UP keys that are used between the UE and SN. If the MN re-keys its currently active AS key in an 5G AS security context the MN shall update any KSN associated with that 5G AS security context. The derivation function of KSN is attached in the Annex in the end of this document.
Observation 1: MN shall update KSN every time it refreshes MN keys.
Observation 2: SN Counter (sk-Counter) is used to derive KSN in the MN and UE side.

So in general, in order to keep the stored CPC configuration valid from security perspective, it may need to restrict the MN using the same sk-Counter after PCell change. This can be done by signalling coordination between source MN and target MN.
Observation 3: Alt.2 is only valid when sk-Counter is unchanged after PCell change.
Thus, we propose:

Proposal 1: It is up to NW to configure the release of CPC configuration in case of PCell change if sk-counter can be kept unchanged after PCell change.
3. Conclusion
In this paper, we have discussed leftover issues for CPC-intra-SN and have the following observations and proposals:
Observation 1: MN shall update KSN every time it refreshes MN keys.
Observation 2: SN Counter (sk-Counter) is used to derive KSN in the MN and UE side.

Observation 3: Alt.2 is only valid when sk-Counter is unchanged after PCell change.
Proposal 1: It is up to NW to configure the release of CPC configuration in case of PCell change if sk-counter can be kept unchanged after PCell change.
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Annex_A.16
Derivation of KSN for dual connectivity

This input string is used when the MN and UE derive KSN during dual connectivity. The following input parameters shall be used:

-
FC =0x79,
-
P0 = Value of the SN Counter as a non-negative integer,
-
L0 = length of the SN Counter value (i.e. 0x00 0x02) .
The input key KEY shall be Kng-eNB when the MN is an ng-eNB and KgNB when the MN is a gNB.
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