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Introduction
In this paper, we discuss one ASN.1 issue regarding UE behavior upon detecting sidelink SRB integrity check failure and give our text proposal correspondingly. 
Discussion
In the RAN2#109bis-e meeting, SL-SRB0/SL-SRB1/SL-SRB2/SL-SRB3 are agreed to be defined in RRC spec.

Agreements on RRC: 

4:
Number SL-SRB configurations for SCCH, with:


0: SL-SRB configuration carrying PC5-S messages that are not protected.


1: SL-SRB configuration carrying PC5-S messages "Direct Security Mode Command" and "Direct Security Mode Complete".


2: SL-SRB configuration carrying other PC5-S messages that are protected.


3: SL-SRB configuration carrying PC5-RRC messages.

Furthermore, based on SA3 requirements in TS 33.536 [1], for those PC5-S or PC5-RRC messages being carried over SL-SRB1/SL-SRB2/SL-SRB3, at least integrity protection is needed. Corresponding text are shown as follows.

**************************************From TS 33.536*************************************** 
5.3.3.1.5
Protection of the PC5 unicast link 

5.3.3.1.5.1 
General  

Protection for the signalling and user plane data between the UEs is provided at the PDCP layer. As the security is not preserved through a drop of the connection, all signalling messages that need to be sent before security is established, may be sent with no protection. Once security is established all signalling messages are sent integrity protected and confidentiality protected with the chosen algorithms except the Direct Security Mode Command which is sent integrity protected only. 

**************************************From TS 33.536*************************************** 
Observation 1: For those PC5-S or PC5-RRC messages being carried over SL-SRB1/SL-SRB2/SL-SRB3, at least integrity protection is needed.

Moreover, PC5-S messages (i.e., "Direct Security Mode Command" and "Direct Security Mode Complete") being carried over SL-SRB1are sent during the PC5 unicast link security mode control procedure, hence there is no established PC5 unicast link as well as the corresponding PC5-RRC connection. The integrity check failure is completely handled within upper layers and the AS layer is not involved.

Observation 2: For those PC5-S being carried over SL-SRB1, integrity check failure is handled within upper layers and the AS layer is not involved.
For those PC5-S or PC5-RRC messages being carried over SL-SRB2 or SL-SRB3, the security has been successfully activated. In such case, there will be an established PC5 unicast link as well as the corresponding PC5-RRC connection. integrity check failure may need to be handled within the AS layer. In NR Uu, for RRC CONNECTED UEs, when integrity check failure is detected on SRB1 or SRB2 (except RRCReestablishment message), RRC re-establishment procedure is initiated (highlighted in yellow as below). However, RRC re-establishment procedure is not applicable to NR PC5. The UE behaviour is unclear upon detecting integrity check failure concerning SL-SRB2 or SL-SRB3. For example, can we simply follow SL radio link failure handling or additional UE behaviour is needed?
**************************************From TS 38.331*************************************** 
5.3.7
RRC connection re-establishment
5.3.7.2
Initiation

The UE initiates the procedure when one of the following conditions is met:
1>
upon detecting radio link failure of the MCG and T316 is not configured, in accordance with 5.3.10; or
1>
upon re-configuration with sync failure of the MCG, in accordance with sub-clause 5.3.5.8.3; or
1>
upon mobility from NR failure, in accordance with sub-clause 5.4.3.5; or
1>
upon integrity check failure indication from lower layers concerning SRB1 or SRB2, except if the integrity check failure is detected on the RRCReestablishment message; or

<Remaining Text Omitted>
**************************************From TS 38.331*************************************** 
Observation 3: It is not clear how the UEs deal with integrity check failure concerning SL-SRB2 or SL-SRB3 since RRC re-establishment procedure is not applicable to NR PC5.

In our understanding, similar handing as if SL RLF can be adopted to the integrity check failure case, which are highlighted in yellow as following [3]. 
**************************************From TS 38.331*************************************** 
5.8.9.3
Sidelink radio link failure related actions
The UE shall:
1>
upon indication from sidelink RLC entity that the maximum number of retransmissions for a specific destination has been reached; or

1>
upon T400 expiry; or

1>
upon indication from sidelink MAC entity that the maximum number of consecutive HARQ DTX for a specific destination has been reached:

2>
consider sidelink radio link failure to be detected for this destination;

2>
release the DRBs of this destination, in according to sub-clause 5.8.9.1.4;

2>
release the SRBs of this destination, in according to sub-clause 5.8.9.1.6;

2>
discard the NR sidelink communication related configuration of this destination;

2>
consider the PC5-RRC connection is released for the destination;

2>
indicate the release of the PC5-RRC connection to the upper layers for this destination (i.e. PC5 is unavailable);

2>
if UE is in RRC_CONNECTED:

3>
perform the sidelink UE information for NR sidelink communication procedure, as specified in 5.8.3.3 or sub-clause 5.10.X in TS 36.331 [10];

NOTE:
It is up to UE implementation on whether and how to indicate to upper layers to maintain the keep-alive procedure [55].
**************************************From TS 38.331*************************************** 
However, the security specific issues cannot be totally covered by the SL RLF handling. There are three observations:

The PC5-RRC connection release cause is different. When SL RLF is detected, the AS layer will indicate the release of the PC5-RRC connection to the upper layers due to RLF (shown as below in blue) [4]. While when integrity check failure is detected, the release cause should be ‘integrity failure’. 

**************************************From TS 23.287***************************************
5.2.1.4
Unicast mode communication over PC5 reference point

<Unrelated Texts Omitted>

Upon receiving an indication from the AS layer that the PC5-RRC connection was released due to RLF, the V2X layer in the UE locally releases the PC5 unicast link associated with this PC5-RRC connection. The AS layer uses PC5 Link Identifier to indicate the PC5 unicast link whose PC5-RRC connection was released.

<Unrelated Texts Omitted>
**************************************From TS 23.287***************************************
The sidelink failure cause is different. When SL RLF is detected, the UE in RRC_CONNECTED will indicate the sidelink failure of the associated destination due to RLF to the network via Sidelink UE Information procedure. While when integrity check failure is detected, the failure cause should be ‘integrity failure’.
The security related keys (i.e. KNRP ,KNRP-sess, NRPEK, and NRPIK as specified in sub-clause 5.3 in TS 33.536) need to be discarded upon integrity check failure. But there is no such need for SL RLF.

Observation 4: SL RLF and integrity check failure are different failure types since security specific handling are needed to handle the integrity failure on top of what has been defined for SL RLF.
Regarding how to capture the handling of the integrity check failure case, we think a new section is better because SL RLF and SL integrity failure are fundamentally different failure scenario, and the handling are not exactly the same based on the observations above. Thus, we have the following proposals.
Proposal 1: Introduce a new section to capture the UE actions upon detecting integrity check failure concerning SL-SRB2 or SL-SRB3 from lower layers.
Proposal 2: Adopt the TP for 38.331 in the Annex if Proposal 1 is agreed.
Conclusion

In this paper, we discussed the issue on UE behavior upon detecting sidelink SRB integrity check failure. Our observations and proposals are given as follows.

Observation 1: For those PC5-S or PC5-RRC messages being carried over SL-SRB1/SL-SRB2/SL-SRB3, at least integrity protection is needed.

Observation 2: For those PC5-S being carried over SL-SRB1, integrity check failure is handled within upper layers and the AS layer is not involved.
Observation 3: It is not clear how the UEs deal with integrity check failure concerning SL-SRB2 or SL-SRB3 since RRC re-establishment procedure is not applicable to NR PC5.

Observation 4: SL RLF and integrity check failure are different failure types since security specific handling are needed to handle the integrity failure on top of what has been defined for SL RLF.
Proposal 1: Introduce a new section to capture the UE actions upon detecting integrity check failure concerning SL-SRB2 or SL-SRB3 from lower layers.
Proposal 2: Adopt the TP for 38.331 in the Annex if Proposal 1 is agreed.
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Annex TP for 38.331

********************************Change Start********************************************
5.8.9.X
Sidelink integrity check failure related actions
The UE shall:

1>
upon integrity check failure indication from lower layers concerning sidelink SRB2 or SRB3 for a specific destination:

2>
release the DRBs of this destination, in according to sub-clause 5.8.9.1.4;

2>
release the SRBs of this destination, in according to sub-clause 5.8.9.1.6;

2>
discard the NR sidelink communication related configuration of this destination;

2>
consider the PC5-RRC connection is released for the destination;

2>
indicate the release of the PC5-RRC connection to the upper layers for this destination with release cause ‘integrity failure’;

2>  discard the related keys ( KNRP,KNRP-sess, NRPEK, and NRPIK) of this destination as specified in sub-clause 5.3 in TS 33.536;
2>
if UE is in RRC_CONNECTED:

3>
perform the sidelink UE information for NR sidelink communication procedure, as specified in 5.8.3.3 or sub-clause 5.10.X in TS 36.331 [10];
********************************Next Change********************************************
5.8.3.3
Actions related to transmission of SidelinkUEInformationNR message
The UE shall set the contents of the SidelinkUEInformationNR message as follows:

1>
if the UE initiates the procedure to indicate it is (no more) interested to receive NR sidelink communication or to request (configuration/ release) of NR sidelink communication transmission resources or to report to the network that a sidelink radio link failure or sidelink RRC reconfiguration failure or sidelink integrity failure has been declared (i.e. UE includes all concerned information, irrespective of what triggered the procedure):

2>
if SIB12 including sl-ConfigCommonNR is provided by the PCell:

3>
if configured by upper layers to receive NR sidelink communication:

4>
include sl-RxInterestedFreqList and set it to the frequency for NR sidelink communication reception;

3>
if configured by upper layers to transmit NR sidelink communication:

4>
include sl-TxResourceReqList and set its fields (if needed) as follows for each destination for which it requests network to assign NR sidelink communication resource:

5>
set sl-DestinationIdentiy to the destination identity configured by upper layer for NR sidelink communication transmission;

5>
set sl-CastType to the cast type of the associated destination identity configured by the upper layer for the NR sidelink communication transmission;

5>
set sl-RLC-ModeIndication to include the RLC mode(s) and optionally QoS profile(s) of the sidelink QoS flow(s) of the associated RLC mode(s), if the associated bi-directional sidelink DRB has been established due to the configuration by RRCReconfigurationSidelink;

5>
set sl-QoS-InfoList to include QoS profile(s) of the sidelink QoS flow(s) of the associated destination configured by the upper layer for the NR sidelink communication transmission;5>
set sl-InterestedFreqList to indicate the frequency for NR sidelink communication transmission;

5>
set sl-TypeTxSyncList to the current synchronization reference type used on the associated sl-InterestedFreqList for NR sidelink communication transmission.

4>
include sl-FailureList and set its fields as follows for each destination for which it reports the NR sidelink communication failure:
5>
set sl-DestinationIdentiy to the destination identity configured by upper layer for NR sidelink communication transmission;

5>
set sl-Failure as rlf for the associated destination for the NR sidelink communication transmission, if the sidelink RLF is detected as specified in sub-clause 5.8.9.3;

5>
set sl-Failure as configFailure for the associated destination for the NR sidelink communication transmission, if RRCReconfigurationFailureSidelink is received;

5>
set sl-Failure as integrityFailure for the associated destination for the NR sidelink communication transmission, if the sidelink integrity check failure is detected as specified in sub-clause 5.8.9.X;
The UE shall submit the SidelinkUEInformationNR message to lower layers for transmission.

********************************Next Change********************************************
–
SidelinkUEInformationNR
The SidelinkUEinformationNR message is used for the indication of NR sidelink UE information to the network.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to Network

SidelinkUEInformationNR message
-- ASN1START
-- TAG-SIDELINKUEINFORMATIONNR-START

SL-FailureList-r16 ::=                 SEQUENCE (SIZE (1..maxNrofSL-Dest-r16)) OF SL-Failure-r16
SL-Failure-r16 ::=                     SEQUENCE {
    sl-DestinationIdentity-r16             SL-DestinationIdentity-r16,    
    sl-Failure-r16                         ENUMERATED {rlf,configFailure, integrityFailure, spare5, spare4, spare3, spare2, spare1}                               
}

-- TAG-SIDELINKUEINFORMATIONNR-STOP

-- ASN1STOP
********************************Change End********************************************
