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1 Introduction
In this contribution, we discuss the corresponding behavior of UE when the counter check procedure on the PC5 link fails.
2 Discussion
In RAN2 #109bis-e meeting, RAN2 sent an LS to ask SA3 if the counter check procedure is needed in PC5 interface for SL unicast DRB [1]. SA3 replied the question in latest SA3 meeting [2], they think from SA3 perspective, the counter check procedure is needed in PC5 interface for SL unicast DRB.
Regarding the Question 2: Is Counter Check procedure needed in PC5 interface for SL unicast DRB?

From SA3 perspective, Counter Check procedure is needed in PC5 interface for SL unicast DRB.
In Uu interface, the counter check procedure is a security mechanism to detect maliciously inserted packets by instructing UE for checking number of data transmitted/received from/in each DRB when integrity protection is not enabled. 
Counter check procedure is always initiated by gNB, by sending Counter Check message to UE [3]. gNB sends this message if it suspects that new data is introduced by an intruder in any DRB which are used for data transfer between UE and gNB. The Counter Check message contains the most significant parts of the PDCP COUNT values from each active DRB. The UE compares the PDCP COUNT values received in the Counter Check message with the values of its DRBs. Then UE will send Counter Check Response message to gNB, by including drb-CountInfoList, drb-Identity, count-Uplink, count-Downlink IE's corresponding to that specific COUNT value. If the gNB receives a counter check response message that does not contain any PDCP COUNT values, the procedure ends. If the gNB receives a Counter Check Response that contains one or several PDCP COUNT values, the gNB may release the connection or report the difference of the PDCP COUNT values for the serving AMF or O&M server for further traffic analysis for e.g. detecting the attacker.
On the other hand, The PDCP window mechanism also will cause counter value mismatch (i.e. in UM mode, excessive amount of data). In this case, there is counter value mismatch between peer UEs, but not caused by an intruder. Even though SA3 thinks this is a problem largely likely to be caused by an intruder, it does not force gNB to release the connection between UE and gNB.
Moreover, in PC5 interface, the behavior of UE after counter check failure also need to be discussed. Counter check procedure in PC5 interface is triggered by initial UE, by sending Counter Check message to peer UE. Then peer UE will send Counter Check Response message, as shown in Figure 1. We think that the specific content of signaling is similar to the signaling on Uu. If the initial UE receives a Counter Check Response message that does not contain any PDCP COUNT values, the procedure ends. If the initial UE receives a Counter Check Response that contains one or several PDCP COUNT values, the initial UE will report to the network if it is in connected state, then the network will make corresponding decisions.
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Figure 1 counter check procedure in PC5 link
Proposal 1: After counter check failure in PC5, the connected state initial UE reports the case to the network.
In Uu, gNB is not forced to release the connection after the counter check failure. For initial UE, whether to release of sidelink unicast connection should be discussed. There are two cases just mentioned that will cause the counter check failure, one is cause by intruder, another is cause by counter value mismatch between initial UE and peer UE. The intial UE handles it as a case of RLF then directly releases the connection does not seem to be the optimal solution, although the initial UE can not determine which case caused it. So suggest RAN2 to discuss the behavior of UE after the counter check failure in PC5, either leave it to UE implementation or release the connection between initial UE and peer UE. 
Proposal 2: Suggest RAN2 to discuss the behavior of UE after the counter check failure in PC5, considering the following options:
Option 1: left to UE implementation.
Option 2: releases the unicast connection.
3 Conclusion

In this contribution we analyzed the counter check procedure in PC5 interface, and made the following proposal:
Proposal 1: After counter check failure in PC5, the connected state initial UE reports the case to the network.
Proposal 2: Suggest RAN2 to discuss the behavior of UE after the counter check failure in PC5, considering the following options:
Option 1: left to UE implementation.
Option 2: releases the unicast connection.
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