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Introduction

SA3 has just completed its work on 5G_CIoT. 
As part of its work, SA3 has introduced UP data protection for UP CIoT 5GS Opmitization. 
This needs to be incorporated in RAN2 specifications.

Discussion
SA3#98 has agreed to use UP security policy to protect the UP data for the UP CIoT 5GS Opmitization since the UE is connecting to the 5GS and has UP security policy [2].
UP security mechanisms and UP security policy are described in TS 33.501[1] section 6.6. They are already supported for Rel-15 UE connected to 5GC and are handled in NR PDCP.
Observation: UP security mechanisms and UP security policy are already implictly supported for eMTC UEs connected to 5GC as they use NR PDCP.

NB-IoT connected to 5GC uses E-UTRAN PDCP thus support for UP security policy needs to be introduced in the specification. Note that SA3 has agreed that, in release 16, UP security policy is only applicable for UP ciphering as UP integrity protection is not supported in E-UTRAN PDCP.
UP security policy is described in TS 33.501 [1]. Ciphering is activated on a DRB basis instead of for all DRBs.
	[bookmark: _Toc19634674][bookmark: _Toc26875734][bookmark: _Toc35528485][bookmark: _Toc35533246]6.6.1	UP security policy 
The SMF shall provide UP security policy for a PDU session to the ng-eNB/gNB during the PDU session establishment procedure as specified in TS 23.502 [8]. 
The UP security policy shall indicate whether UP confidentiality and/or UP integrity protection shall be activated or not for all DRBs belonging to that PDU session. The UP security policy shall be used to activate UP confidentiality and/or UP integrity for all DRBs belonging to the PDU session.
The ng-eNB/gNB shall activate UP confidentiality and/or UP integrity protection per each DRB, according to the received UP security policy, using RRC signalling as defined in clause 6.6.2. If the user plane security policy indicates "Required" or "Not needed", the ng-eNB/gNB shall not overrule the UP security policy provided by the SMF. If the ng-eNB/gNB cannot activate UP confidentiality and/or UP integrity protection when the received UP security policy is "Required", the gNB shall reject establishment of UP resources for the PDU Session and indicate reject-cause to the SMF. If the received UP security policy is " Not needed ", then the establishment of the PDU Session shall proceed as described in TS 23.502 [8].

	[bookmark: _Toc19634675][bookmark: _Toc26875735][bookmark: _Toc35528486][bookmark: _Toc35533247]6.6.2	UP security activation mechanism
AS UP integrity protection and ciphering activation shall be done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see Figure 6.6.2-1. 
The SMF shall send the UP security policy to the gNB/ng-eNB as defined in Clause 6.6.1.


Figure 6.6.2-1: User plane (UP) security activation mechanism
…
If UP integrity protection is not activated for DRBs, the gNB and the UE shall not integrity protect the traffic of such DRB and shall not put MAC-I into PDCP packet.
If UP ciphering is not activated for DRBs, the gNB/ng-eNB and the UE shall not cipher the traffic of such DRBs.



In NR and eLTE, activation of ciphering on a DRB basis is performed via a flag cipheringDisabled in PDCP-Config. 
If the flag is present  
Proposal:  Introduce a flag cipheringDisabled in PDCP-Config-NB to enable activation of ciphering per DRB.
Conclusion 
In this document, we have discussed support of UP data protection for UEs connected to 5GC and and made the following observation and proposal:
Observation: UP security mechanisms and UP security policy are already implictly supported for eMTC UEs connected to 5GC as they use NR PDCP.
Proposal:  Introduce a flag cipheringDisabled in PDCP-Config-NB to enable activation of ciphering per DRB.

We have provided a TP for the corresponding changes in section 5 based on the merged specification (v48)
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5.3.3.3a	Actions related to transmission of RRCConnectionResumeRequest message
If the UE is resuming the RRC connection from a suspended RRC connection, the UE shall set the contents of RRCConnectionResumeRequest message as follows:
1>	if the UE is a NB-IoT UE; or
1>	if the UE is initiating UP-EDT for mobile originating calls in accordance with conditions in 5.3.3.1b; or
1>	if the UE is initiating UP transmission using PUR in accordance with conditions in 5.3.3.1c; or
1>	if field useFullResumeID is signalled in SystemInformationBlockType2:
2>	set the resumeID to the stored resumeIdentity;
1>	else:
2>	set the truncatedResumeID to include bits in bit position 9 to 20 and 29 to 40 from the left in the stored resumeIdentity.
1>	if the UE supports mo-VoiceCall establishment cause and UE is resuming the RRC connection for mobile originating MMTEL voice and SystemInformationBlockType2 includes voiceServiceCauseIndication and the establishment cause received from upper layers is not set to highPriorityAccess:
2>	set the resumeCause to mo-VoiceCall;
1>	else if the UE supports mo-VoiceCall establishment cause for mobile originating MMTEL video and UE is resuming the RRC connection for mobile originating MMTEL video and SystemInformationBlockType2 includes videoServiceCauseIndication and the establishment cause received from upper layers is not set to highPriorityAccess:
2>	set the resumeCause to mo-VoiceCall;
1>	else if the UE is initiating UP-EDT for mobile terminating calls in accordance with conditions in 5.3.3.1b:
2>	set the resumeCause to mt-EDT;
1>	else:
2>	set the resumeCause in accordance with the information received from upper layers;
1>	set the shortResumeMAC-I to the 16 least significant bits of the MAC-I calculated:
2>	over the ASN.1 encoded as per clause 8 (i.e., a multiple of 8 bits) VarShortResumeMAC-Input (or VarShortResumeMAC-Input-NB in NB-IoT);
2>	with the KRRCint key and the previously configured integrity protection algorithm; and
2>	with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
1>	if the UE is a NB-IoT UE:
2>	if the UE supports DL channel quality reporting in MSG3 and cqi-Reporting is present in SystemInformationBlockType2-NB:
3>	set the cqi-NPDCCH to include the latest results of the downlink channel quality measurements of the carrier where the random access response is received as specified in TS 36.133 [16];
NOTE 0:	The downlink channel quality measurements use measurement period T1 or T2, as defined in TS 36.133 [16].
2>	if the UE is connected to EPC, set earlyContentionResolution to TRUE;
1>	restore the RRC configuration and security context from the stored UE AS context, except for the following:
-	MCG SCell(s) configuration, if stored,
-	nr-SecondaryCellGroupConfig, if stored;
1>	if the UE is initiating UP-EDT for mobile originating calls in accordance with conditions in 5.3.3.1b:
2>	if the UE is a NB-IoT UE connected to EPC:
3>	if the UE has ANR measurements information available in VarANR-MeasReport-NB and if the RPLMN is included in plmn-IdentityList stored in VarANR-MeasReport-NB:
4>	set anr-InfoAvailable to TRUE;
1>	if the UE is resuming an RRC connection after early security reactivation in accordance with conditions in 5.3.3.18:
2>	if the UE is initiating UP-EDT in accordance with conditions in 5.3.3.1b; or
2>	if the UE is initiating UP transmission using PUR in accordance with conditions in 5.3.3.1c:
3>	restore the PDCP state and re-establish PDCP entities for all SRBs and all DRBs;
3>	if drb-ContinueROHC has been provided in immediately preceding RRC connection release message, and the UE is requesting to resume RRC connection in the same cell:
4>	indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;
4>	continue the header compression protocol context for the DRBs configured with the header compression protocol;
3>	else:
4>	indicate to lower layers that stored UE AS context is used;
4>	reset the header compression protocol context for the DRBs configured with the header compression protocol;
3>	resume all SRBs and all DRBs;
2>	else:
3>	if the UE is a NB-IoT UE or the UE is connected to EPC, restore the PDCP state and re-establish the PDCP entity for SRB1;
3>	if the UE is a connected to 5GC:
4>	apply the default configuration for SRB1 as specified in 9.2.1.1;
4>	except for NB-IoT, apply the default NR PDCP configuration as specified in TS 38.331 [82], clause 9.2.1 for SRB1;
3>	resume SRB1;
2>	derive the KeNB key based on the KASME key to which the current KeNB is associated, using the stored value of nextHopChainingCount received in the RRCConnectionRelease message in the preceding connection, as specified in TS 33.401 [32] for EPC and TS 33.501 [86] for 5GC;
2>	derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32] for EPC and TS 33.501 [86] for 5GC;
2>	derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32] for EPC and TS 33.501 [86] for 5GC;
2>	configure lower layers to resume integrity protection using the previously configured algorithm and the KRRCint key derived in this clause to all subsequent messages received and sent by the UE;
2>	configure lower layers to resume ciphering and to apply the ciphering algorithm and the KRRCenc key derived in this clause to all subsequent messages received and sent by the UE;
2>	configure lower layers to resume ciphering and to apply the ciphering algorithm and the KUPenc key derived in this clause immediately to the user data sent and received by the UE;
NOTE 0a:	If the UE is connected to 5GC, only DRBs with previously configured UP ciphering resumes ciphering.
2>	if the UE is initiating UP-EDT for mobile originated calls in accordance with conditions in 5.3.3.1b:
3>	configure the lower layers to use EDT;
2>	else if the UE is initiating UP transmission using PUR:
3>	configure the lower layers to use PUR;
1>	else:
2>	if SRB1 was configured with NR PDCP:
3>	for SRB1, release the NR PDCP entity and establish an E-UTRA PDCP entity with the current (MCG) security configuration;
NOTE 1:	The UE applies the LTE ciphering and integrity protection algorithms that are equivalent to the previously configured NR security algorithms.
2>	else:
3>	for SRB1, restore the PDCP state and re-establish the PDCP entity;
If the UE is resuming the RRC connection from RRC_INACTIVE, the UE shall set the contents of RRCConnectionResumeRequest message as follows:
2>	if field useFullResumeID is signalled in SystemInformationBlockType2:
3>	set the fullI-RNTI to the stored fullI-RNTI value provided in suspend;
2>	else:
3>	set the shortI-RNTI to the stored shortI-RNTI value provided in suspend;
2>	restore the RRC configuration, RoHC state, the stored QoS flow to DRB mapping rules and the KeNB and KRRCint keys from the UE Inactive AS context except for the following:
-	MCG physical layer, 
-	MCG MAC configuration,
-	NR pdcp-Config,
-	MCG SCell configurations, if stored,
-	nr-SecondaryCellGroupConfig, if stored;
2>	set the shortResumeMAC-I to the 16 least significant bits of the MAC-I calculated:
3>	over the ASN.1 encoded as per clause 8 (i.e., a multiple of 8 bits) VarShortINACTIVE-MAC-Input;
3>	with the KRRCint key in the UE Inactive AS Context and the previously configured integrity protection algorithm; and
3>	with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
2>	derive the KeNB key based on the current KeNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [86];
2>	derive the KRRCenc key, the KRRCint and the KUPenc key, as specified in TS 33.401 [32];
2>	apply the default configuration for SRB1 as specified in 9.2.1.1;
2>	apply the default NR PDCP configuration as specified in TS 38.331 [82], clause 9.2.1 for SRB1;
2>	configure lower layers to resume integrity protection for all SRBs except SRB0 using the configured algorithm and the KRRCint key derived in this clause immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;
2>	configure lower layers to resume ciphering for all radio bearers except SRB0 and to apply the configured ciphering algorithm, the KRRCenc key and the KUPenc key derived in this clause, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;
Following procedures are applied for both suspended RRC connection and RRC_INACTIVE:
2>	resume SRB1;
NOTE 2:	Until successful connection resumption, the default physical layer configuration and the default MAC Main configuration are applied for the transmission of SRB0 and SRB1, and SRB1 is used only for the transfer of RRCConnectionResume message, and RRCConnectionRelease message if security has been re-activated.
The UE shall submit the RRCConnectionResumeRequest message to lower layers for transmission.
The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation.
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5.3.3.4a	Reception of the RRCConnectionResume by the UE
The UE shall:
1>	stop timer T300;
1>	if T309 is running:
2>	stop timer T309 for all access categories;
2>	perform the actions as specified in 5.3.16.4.
1>	stop T380 if running;
1>	if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest for EDT or for transmission using PUR:
2>	discard the stored UE AS context and resumeIdentity;
1>	else:
2>	if resuming an RRC connection from a suspended RRC connection in EPC; or 
2>	for NB-IoT, if resuming an RRC connection from a suspended RRC connection in 5GC and fullConfig is not present in the RRCConnectionResume message:
3>	if the RRCConnectionResume message does not include the restoreMCG-SCells:
4>	release the MCG SCell(s) from the UE AS context, if stored;
3>	if the RRCConnectionResume message does not include the restoreSCG:
4>	if the UE was configured with (NG)EN-DC:
5>	perform MR-DC release, as specified in TS 38.331 [82], clause 5.3.5.10;
3>	restore the PDCP state and re-establish PDCP entities for SRB2, if configured with E-UTRA PDCP, and for all DRBs that are configured with E-UTRA PDCP;
3>	restore the MCG SCell(s) configuration, if stored;
3> restore nr-SecondaryCellGroupConfig, if stored;
3>	if drb-ContinueROHC is included:
4>	indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;
4>	continue the header compression protocol context for the DRBs configured with the header compression protocol;
3>	else:
4>	indicate to lower layers that stored UE AS context is used;
4>	reset the header compression protocol context for the DRBs configured with the header compression protocol;
3>	discard the stored UE AS context and resumeIdentity;
3>	configure lower layers to consider the restored MCG and SCG SCell(s) (if any) to be in deactivated state;
2>	else if the RRCConnectionResume message includes the fullConfig (i.e., for resuming an RRC connection from RRC_INACTIVE or for resuming a suspended RRC connection in 5GC):
3>	perform the radio configuration procedure as specified in 5.3.5.8;
2>	else if for resuming an RRC connection from RRC_INACTIVE:
3>	if the RRCConnectionResume message does not include the restoreMCG-SCells:
4>	release the MCG SCell(s) from the UE Inactive AS context, if stored;
3>	if the RRCConnectionResume message does not include the restoreSCG:
4>	if the UE was configured with (NG)EN-DC:
5>	perform MR-DC release, as specified in TS 38.331 [82], clause 5.3.5.10;
3>	restore the following from the stored UE Inactive AS context:
-	MCG physical layer configuration, 
-	MCG MAC configuration, 
-	MCG RLC configuration,
-	PDCP configuration,
-	MCG SCell configurations, if stored
-	nr-SecondaryCellGroupConfig, if stored;
3>	discard the stored UE Inactive AS context; 
3>	configure lower layers to consider the restored MCG and SCG SCell(s) (if any) to be in deactivated state;
3>	release the rrc-InactiveConfig, except ran-NotificationAreaInfo;
2> else (i.e., except for NB-IoT for resuming a suspended RRC connection in 5GC):
3> restore the physical layer configuration, the MAC configuration, the RLC configuration and the PDCP configuration from the stored UE AS context;
3> discard the stored UE AS context and resumeIdentity;
1>	perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;
NOTE 1:	When performing the radio resource configuration procedure, for the physical layer configuration and the MAC Main configuration, the restored RRC configuration from the stored UE AS context is used as basis for the reconfiguration.
1>	if the received RRCConnectionResume includes the sCellToReleaseList:
2>	perform SCell release as specified in 5.3.10.3a;
1>	if the received RRCConnectionResume includes the sCellToAddModList:
2>	perform SCell addition or modification as specified in 5.3.10.3b;
1>	if the received RRCConnectionResume includes the sCellGroupToReleaseList:
2>	perform SCell group release as specified in 5.3.10.3d;
1>	if the received RRCConnectionResume includes the sCellGroupToAddModList:
2>	perform SCell group addition or modification as specified in 5.3.10.3e;
1>	if the received RRCConnectionResume message includes the nr-SecondaryCellGroupConfig:
2>	perform NR RRC Reconfiguration as specified in TS 38.331 [82], clause 5.3.5.3;
1>	if the received RRCConnectionResume message includes the sk-Counter:
2>	perform key update procedure as specified in TS 38.331 [82], clause 5.3.5.8;
1>	if the received RRCConnectionResume message includes the nr-RadioBearerConfig1:
2>	perform radio bearer configuration as specified in TS 38.331 [82], clause 5.3.5.6;
1>	if the received RRCConnectionResume message includes the nr-RadioBearerConfig2:
2>	perform radio bearer configuration as specified in TS 38.331 [82], clause 5.3.5.6;
1>	except if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest for EDT or for transmission using PUR:
2>	resume SRB2, SRB3 (if configured), and all DRBs, if any, including RBs configured with NR PDCP;
1>	if stored, discard the cell reselection priority information provided by the idleModeMobilityControlInfo or inherited from another RAT;
1>	if stored, discard the dedicated offset provided by the redirectedCarrierOffsetDedicated;
1>	if the RRCConnectionResume message includes the measConfig:
2>	perform the measurement configuration procedure as specified in 5.5.2;
1>	if T302 is running:
2>	stop timer T302;
2>	if the UE is connected to 5GC:
3>	perform the actions as specified in 5.3.16.4;
1>	stop timer T303, if running;
1>	stop timer T305, if running;
1>	stop timer T306, if running;
1>	stop timer T308, if running;
1>	perform the actions as specified in 5.3.3.7;
1>	stop timer T320, if running;
1>	stop timer T350, if running;
1>	perform the actions as specified in 5.6.12.4;
1>	stop timer T360, if running;
1>	stop timer T322, if running;
1>	if timer T331 is running:
2>	stop timer T331;
2>	perform the actions as specified in 5.6.20.3;
1>	if the UE is resuming an RRC connection after early security reactivation in accordance with conditions in 5.3.3.18 or RRCConnectionResume is received in response to an RRCConnectionResumeRequest from RRC_INACTIVE:
2>	ignore the nextHopChainingCount value indicated in the RRCConnectionResume message;
2>	if the RRCConnectionResume is received in response to an RRCConnectionResumeRequest for transmission using PUR:
3>	if newUE-Identity is included:
4>	apply the value of the newUE-Identity as the C-RNTI;
3>	else:
4>	apply the value of the pur-RNTI as the C-RNTI;
1>	else:
2>	if resuming an RRC connection from a suspended RRC connection in EPC:
3>	update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionResume message, as specified in TS 33.401 [32];
3>	store the nextHopChainingCount value;
3>	derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];
3>	request lower layers to verify the integrity protection of the RRCConnectionResume message, using the previously configured algorithm and the KRRCint key;
3>	if the integrity protection check of the RRCConnectionResume message fails:
4>	perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other', upon which the procedure ends;
3>	derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];
3>	configure lower layers to resume integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;
3>	configure lower layers to resume ciphering and to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;
NOTE 1a:	If the UE is connected to 5GC, only DRBs with previously configured UP ciphering resumes ciphering.
1>	enter RRC_CONNECTED;
1>	indicate to upper layers that the suspended RRC connection has been resumed;
1>	stop the cell re-selection procedure;
1>	consider the current cell to be the PCell;
1>	set the content of RRCConnectionResumeComplete message as follows:
2>	set the selectedPLMN-Identity to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35] for E-UTRA/EPC and TS 24.501 [95] for E-UTRA/5GC) from the PLMN(s) included in the plmn-IdentityList in SystemInformationBlockType1;
2>	set the dedicatedInfoNAS to include the information received from upper layers;
2>	except for NB-IoT:
3>	if resuming an RRC connection from a suspended RRC connection:
4>	if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:
5>	include rlf-InfoAvailable;
4>	if the UE has MBSFN logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:
5>	include logMeasAvailableMBSFN;
4>	else if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:
5>	include logMeasAvailable;
4>	if the UE has Bluetooth logged measurements available and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:
5>	include logMeasAvailableBT;
4>	if the UE has WLAN logged measurements available and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:
5>	include logMeasAvailableWLAN;
4>	if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:
5>	include connEstFailInfoAvailable;
4>	include the mobilityState and set it to the mobility state (as specified in TS 36.304 [4]) of the UE just prior to entering RRC_CONNECTED state;
4>	if the UE has flight path information available:
5>	include flightPathInfoAvailable;
3>	if the UE supports storage of mobility history information and the UE has mobility history information available in VarMobilityHistoryReport:
4>	include mobilityHistoryAvail;
3>	if the idleModeMeasurementReq is included in the RRCConnectionResume message:
4>	if the UE has idle/inactive measurement information concerning cells other than the PCell available in VarMeasIdleReport:
5>	set the measResultListIdle-r15 in the RRCConnectionResumeComplete message to the value of measReportIdle-r15 in the VarMeasIdleReport;
5>	set the measResultListIdle-r16 in the RRCConnectionResumeComplete message to the value of measReportIdle-r16 in the VarMeasIdleReport, if available;
5>	set the measResultListIdleNR in the RRCConnectionResumeComplete message to the value of measReportIdleNR in the VarMeasIdleReport, if available;
5>	discard the VarMeasIdleReport upon successful delivery of the RRCConnectionResumeComplete message is confirmed by lower layers;
3>	else:
4>	if the SIB2 contains idleModeMeasurements, and the UE has E-UTRA idle/inactive measurement information concerning cells other than the PCell available in VarMeasIdleReport; or
4>	if the SIB2 contains idleModeMeasurementsNR and the UE has NR idle/inactive measurement information available in VarMeasIdleReport:
5>	include the idleMeasAvailable;
3>	if the RRCConnectionResume message includes nr-SecondaryCellGroupConfig:
4>	include scg-ConfigResponseNR in accordance with TS 38.331 [82], clause 5.3.5.3;
2>	for NB-IoT:
3>	if the UE supports serving cell idle mode measurements reporting and servingCellMeasInfo is present in SystemInformationBlockType2-NB:
4>	set the measResultServCell to include the measurements of the serving cell;
 NOTE 2:	The UE includes the latest results of the serving cell measurements as used for cell selection/ reselection evaluation, which are performed in accordance with the performance requirements as specified in TS 36.133 [16].
3>	if the UE is connected to EPC:
4>	if the UE has radio link failure information available in VarRLF-Report-NB and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report-NB:
5>	include rlf-InfoAvailable;
4>	if the UE has ANR measurements information available in VarANR-MeasReport-NB and if the RPLMN is included in plmn-IdentityList stored in VarANR-MeasReport-NB:
5>	include anr-InfoAvailable;
1>	submit the RRCConnectionResumeComplete message to lower layers for transmission;
1>	the procedure ends.
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5.3.10.3	DRB addition/ modification
The UE shall:
1>	for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):
2>	if the concerned entry of drb-ToAddModList includes the drb-TypeLWA set to TRUE (i.e. add LWA DRB):
3>	perform the LWA specific DRB addition or reconfiguration as specified in 5.3.10.3a2;
2>	if the concerned entry of drb-ToAddModList includes the drb-TypeLWIP (i.e. add LWIP DRB):
3>	perform LWIP specific DRB addition or reconfiguration as specified in 5.3.10.3a3;
2>	else if drb-ToAddModListSCG is not received or does not include the drb-Identity value (i.e. add MCG DRB or MCG RLC bearer):
3>	if pdcp-Config is received, establish a PDCP entity and configure it with the current MCG security configuration and in accordance with the received pdcp-Config;
3>	if rlc-Config is received, establish a (primary) MCG RLC entity or entities in accordance with the received rlc-Config;
3>	if logicalChannelIdentity and logicalChannelConfig are received, establish a (primary) MCG DTCH logical channel in accordance with the received logicalChannelIdentity and the received logicalChannelConfig;
3>	if rlc-BearerConfigSecondary is received with value setup:
4>	establish a secondary MCG RLC entity or entities and an associated DTCH logical channel in accordance with the received rlc-BearerConfigSecondary and associate these with the E-UTRA PDCP entity with the same value of drb-Identity within the current UE configuration;
3>	if pdcp-Config is not received, after processing nr-RadioBearerConfig1 and nr-RadioBearerConfig2 if present in the RRCConnectionReconfiguration message which triggered the execution of the DRB addition/modification procedure, associate MCG RLC bearer with the NR PDCP entity associated with the same value of drb-Identity in the current UE configuration as specified in TS 38.331 [82];
2>	if the UE is a NB-IoT UE connected to 5GC:
3>	if cipheringDisabled is included in pdcp-Config:
4>	instruct the PDCP entity not to apply ciphering;
3>	if a DRB was configured with the same pdu-Session (fullConfig):
4>	associate the established DRB with corresponding included pdu-Session;
3>	else if the entry of drb-ToAddModList includes pdcp-config (establishment of bearer):
4>	indicate the establishment of the DRB(s) and the pdu-Session of the established DRB(s) to upper layers;
2>	else:
3>	if a DRB was configured with the same eps-BearerIdentity (fullConfig or change to E-UTRA PDCP):
4>	associate the established DRB with corresponding included eps-BearerIdentity;
3>	else if the entry of drb-ToAddModList includes pdcp-config (establishment of bearer with E-UTRA PDCP):
4>	indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;
1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration (DRB reconfiguration):
2>	if the DRB indicated by drb-Identity is an LWA DRB (i.e. LWA to LTE only or reconfigure LWA DRB):
3>	perform the LWA specific DRB reconfiguration as specified in 5.3.10.3a2;
2>	else if the concerned entry of drb-ToAddModList includes the drb-TypeLWA set to TRUE (i.e. LTE only to LWA DRB):
3>	perform the LWA specific DRB reconfiguration as specified in 5.3.10.3a2;
2>	if the concerned entry of drb-ToAddModList includes the drb-TypeLWIP (i.e. add or reconfigure LWIP DRB):
3>	perform LWIP specific DRB addition or reconfiguration as specified in 5.3.10.3a3;
2>	if drb-ToAddModListSCG is not received or does not include the drb-Identity value:
3>	if the DRB indicated by drb-Identity is an MCG DRB or configured with MCG RLC bearer (reconfigure MCG RLC bearer or reconfigure MCG DRB):
4>	if the pdcp-Config is included:
5>	reconfigure the PDCP entity in accordance with the received pdcp-Config;
4>	if the rlc-Config is included:
5>	if reestablishRLC is received:
6>	re-establish the primary RLC entity of this DRB;
6>	if the logicalChannelIdentity is included and the DRB indicated by drb-Identity is configured with MCG RLC bearer (reconfigure logical channel identity of MCG RLC bearer):
7>	reconfigure the primary DTCH logical channel identity in accordance with the received logicalChannelIdentity;
5>	reconfigure the primary RLC entity or entities in accordance with the received rlc-Config;
4>	if the logicalChannelConfig is included:
5>	reconfigure the primary DTCH logical channel in accordance with the received logicalChannelConfig;
4>	if rlc-BearerConfigSecondary is included with value release:
5>	release the secondary MCG RLC entity or entities as well as the associated DTCH logical channel;
4>	if rlc-BearerConfigSecondary is included with value setup;
5>	if the current DRB configuration does not include a secondary RLC bearer:
6>	establish a secondary MCG RLC entity or entities and an associated DTCH logical channel in accordance with the received rlc-BearerConfigSecondary and associate these with the E-UTRA PDCP entity with the same value of srb-Identity within the current UE configuration;
5>	else:
6>	reconfigure the secondary MCG RLC entity or entities and the associated DTCH logical channel in accordance with the received rlc-BearerConfigSecondary;
NOTE 1:	Removal and addition of DRB with pdcp-Config with the same drb-Identity in a single radioResourceConfigDedicated is not supported. In case drb-Identity is removed and added due to handover or re-establishment with the full configuration option, the eNB can use the same value of drb-Identity.
NOTE 2	In case of DRB reconfiguration at a DAPS HO, the reconfiguration is applied to the entities/resources for the target PCell.
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6.7.3.2	NB-IoT Radio resource control information elements
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The IE PDCP-Config-NB is used to set the configurable PDCP parameters for data radio bearers.
PDCP-Config-NB information element
-- ASN1START

PDCP-Config-NB-r13 ::=		SEQUENCE {
	discardTimer-r13			ENUMERATED {
									ms5120, ms10240, ms20480, ms40960,
									ms81920, infinity, spare2, spare1
									}	OPTIONAL,			-- Cond Setup
	headerCompression-r13		CHOICE {
		notUsed						NULL,
		rohc						SEQUENCE {
			maxCID-r13					INTEGER (1..16383)				DEFAULT 15,
			profiles-r13				SEQUENCE {
				profile0x0002				BOOLEAN,
				profile0x0003				BOOLEAN,
				profile0x0004				BOOLEAN,
				profile0x0006				BOOLEAN,
				profile0x0102				BOOLEAN,
				profile0x0103				BOOLEAN,
				profile0x0104				BOOLEAN
			},
			...
		}
	},
	...,
    [[    cipheringDisabled       ENUMERATED {true}               OPTIONAL    -- Cond ConnectedTo5GC
    ]]
}

-- ASN1STOP

	PDCP-Config-NB field descriptions

	cipheringDisabled
If included, ciphering is disabled for this DRB regardless of which ciphering algorithm is configured for the SRB/DRBs. E-UTRAN may only include this field if the UE is connected to 5GC. The value for this field cannot be changed after the DRB is set up.

	discardTimer
Indicates the discard timer value specified in TS 36.323 [8]. Value in milliseconds. Value ms5120 means 5120 ms, ms10240 means 10240 ms and so on.

	headerCompression
E-UTRAN does not reconfigure header compression except optionally upon RRC Connection Resumption.

	maxCID
Indicates the value of the MAX_CID parameter as specified in TS 36.323 [8]. The total value of MAX_CIDs across all bearers for the UE should be less than or equal to the value of maxNumberROHC-ContextSessions parameter as indicated by the UE.

	profiles
The profiles used by both compressor and decompressor in both UE and E-UTRAN. The field indicates which of the ROHC profiles specified in TS 36.323 [8] are supported, i.e. value true indicates that the profile is supported. Profile 0x0000 shall always be supported when the use of ROHC is configured. If support of two ROHC profile identifiers with the same 8 LSB's is signalled, only the profile corresponding to the highest value shall be applied.



	Conditional presence
	Explanation

	Connectedto5GC
	[bookmark: _GoBack]The field is optionally present, need OR, if the UE is connected to 5GC. Otherwise the field is not present.

	Setup
	The field is mandatory present in case of radio bearer setup. Otherwise the field is optionally present, need ON.
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RRC security is activated, i.e., RRC ciphering and RRC integrity protection are activated.
1b. RRC Connection Reconfiguration
({UP integrity indication, UP ciphering indication} for each DRB)
2a. Verify RRC Connection Reconfiguration integrity. If successful, for each DRB, if UP integrity is activated, start uplink UP integrity protection and downlink UP integrity verification; for each DRB, if UP ciphering is activated, start uplink UP ciphering and downlink UP deciphering; and send RRC Connection Reconfiguration Complete.
2b. RRC Connection Reconfiguration Complete
1c. For each DRB, if UP integrity is activated, start uplink UP integrity verification and downlink UP integrity protection.
For each DRB, if UP ciphering is activated, start uplink UP deciphering and downlink UP ciphering.
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