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Introduction
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]On the last RAN2 meeting, regarding to the V2X PDCP, the following agreements were reached:
Agreements on PDCP: 
1: 	 Working assumption: the 5 least significant bits of LCID can be used as 5-bit input to the ciphering/integrity algorithms. Working assumption will be RAN2 agreement if there is no SA3 concern until next RAN2 meeting. 
2:	D/C filed and SDU type are unnecessary for SL SRBs, so adopt separate Data PDU formats for SL SRBs and SL DRBs for unicast.
3:	To follow SA3, Key ID is necessary to be carried in the PDCP PDU header.
4:	PDCP re-establishment is supported in SL unicast.
5:	Status report for SL DRB AM is supported for SL unicast.
6:	The length of PDU type is 3-bits.
7: 	Send LS to SA3
	- To inform RAN2 preference on LCID usage for integrity and ciphering algorithms. 
	- To ask the questions related to re-keying procedure (e.g. how it works in V2X layer, etc.)
	- To ask them about the necessity of introducing SL Counter Check procedure. 

There are still some remaining issues which need to be further studied, listed below:
· Issue 1: Whether the MAC-I field is present if the integrity protection is deactivated for SL SRBs?
· Issue 2: How to capture the activation/deactivation of the security for SL unicast link in AS layer?
· Issue 3: Remaining issues on PDCP re-establishment trigger.
· Issue 4: Whether the PDCP status report is optional supported in PC5 interface?

Discussion
The issue for the MAC-I field for SL SRBs
In SA3 TS 33.536[1], it is mentioned the PC5 unicast link shall support activation or deactivation of security based on the security policy similar to Uu‎. The security policy indicates the following:‎
· ‎Signalling integrity protection: REQUIRED/PREFERRED/NOT NEEDED
· ‎Signalling confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
· ‎User plane integrity protection: REQUIRED/PREFERRED/NOT NEEDED
· ‎User plane confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
According to SA3 TS 33.536, except for SL SRB0, the integrity and confidentiality protection for SL SRBs can be activated or deactivated.
In current PDCP spec, the MAC-I field is always present for SL SRB1, SRB2 and SRB3. Thus, it’s necessary to discuss how to handle the MAC-I field when the integrity protection for SL SRBs is deactivated. There are two options as following:
· Option 1: To follow Uu SRBs, if integrity protection is not configured for SL SRB1, SRB2 and SRB3, the MAC-I field is still present but should be padded with padding bits set to 0.
· Option 2: To follow SL DRBs, the MAC-I field is present only when the DRB is configured with integrity protection.
We prefer to follow Uu SRB principle, i.e., Option 1. Thus, we propose if integrity protection is not configured for SL SRB1, SRB2 and SRB3, the MAC-I field is still present but should be padded with padding bits set to 0.
[bookmark: _Ref19032198][bookmark: _Ref37338932][bookmark: _Ref40961997]Proposal 1: If integrity protection is not configured for SL SRB1, SRB2 and SRB3, the MAC-I field is still present but should be padded with padding bits set to 0.

Activation/deactivation of the security per SL unicast link
As mentioned above, the confidentiality and integrity protection is activated/deactivated per PC5 unicast link for both sidelink SRBs and DRBs‎. The activation/deactivation of signalling and user plane security policy procedures are defined in SA3 TS 33.536[1] using PC5-S signalings. Thus, how to capture activation/deactivation of the security for PC5 unicast link in AS layer is necessary to be discussed. There are two options.
· Option 1: Capture the activation/deactivation of the security for PC5 unicast link in 38.331;
· Option 2: Capture the activation/deactivation of the security for PC5 unicast link in 38.323.
For Option 1, upon RRC layer receives the security activation indication for a PC5 unicast link from V2X layer, the RRC layer should indicate the security activation to the PDCP layer for each SLRB which belongs to the PC5 unicast link. Then PDCP layer should apply the security function to all PDCP PDUs in the SLRB. 
For Option 2, the V2X layer can directly indicate PDCP layer the security activation for a PC5 unicast link associated with the source and destination ID pair. Then the PDCP layer should apply the security function to all PDCP PDUs in the SLRBs which belong to the source and destination ID pair.
Since the above Option 1 and Option 2 are only related with UE internal signallings, not related with PC5 RRC signaling, we slightly prefer Option 2, i.e., capture in TS 38.323. For example, the following description can be captured in TS 38.323.
For NR sidelink communication, the ciphering function is activated per PC5 unicast link by upper layers indicated by TS 33.536 [14]. When security is activated for a PC5 unicast link, the ciphering function shall be applied to all PDCP PDUs in the SLRBs which belong to the PC5 unicast link.
For NR sidelink communication, the integrity protection function is activated per PC5 unicast link by upper layers indicated by TS 33.536 [14]. When security is activated for a PC5 unicast link, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU in the SLRBs which belong to the PC5 unicast link.
[bookmark: _Ref40962002]Proposal 2: Capture the activation/deactivation of the security for PC5 unicast link in TS 38.323‎.

PDCP re-establishment trigger
Whether the PDCP re-establishment trigger is captured in RRC or V2X layer has been discussed during the last meeting. ‎Over Uu interface, the trigger of PDCP re-establishment is captured in RRC spec. While over PC5 ‎interface, PDCP re-establishment is only triggered by re-keying procedure which is in V2X layer but not ‎RRC layer. In current SA3 and CT1 spec, there is no PDCP re-establishment trigger condition due to ‎re-keying operation. Thus, we suggest send LS to SA3 to capture the PDCP re-establishment trigger due to ‎re-keying operation in V2X layer.‎
For the issue how to capture PDCP re-establishment trigger for PC5 unicast link in AS layer, which is similar as discussed in section 2.2, we also prefer to capture it in TS 38.323, not in 38.331. The current PDCP running CR already capture a NOTE as follows to clarify the PDCP re-establishment trigger operation.
Upper layers request reestablishment of transmitting or receiving PDCP entity for PC5 interface as specified in TS 33.536 [14] and TS 24.587‎ [xx].
[bookmark: _Ref37338948]Proposal 3: From RAN2 perspective, PDCP re-establishment trigger should be captured in V2X layer.
[bookmark: _Ref37338951]Proposal 4: Send LS to SA3 and CT1 to ask them to capture the PDCP re-establishment trigger due to ‎re-keying operation in V2X layer‎.
[bookmark: _Ref41050791]Proposal 5: Capture a NOTE to clarify V2X layer requests re-establishment of transmitting or receiving PDCP entity in 38.323.

Status report configuration
In the last RAN2 meeting, it’s agreed that status report for SL AM DRB is supported for SL unicast. In Uu, for AM DRBs, whether to send a PDCP status report in the uplink‎ is configured per DRB by network. Thus, the PDCP status report is optional supported in Uu interface. We suggest RAN2 to discuss whether the PDCP status report is also optional supported in PC5 interface and if yes, how to configure the status report for SL DRB.
We prefer to follow the Uu princple that the PDCP status report is also optional supported per SL DRB in PC5 interface. In the previous RAN2 meeting, it was agreed the SLRB configuration parameters can be divided into 3 types according to its Tx/Rx attribute, i.e., Tx only, Rx only and both Tx and Rx. The PDCP status report is feature which is related with both Tx and Rx UE, since Tx UE performs the PDCP re-transmission based on the status report which is sent by Rx UE. Thus, we propose whether the status report is required can be configured by NW or pre-configured to Tx UE, then the Tx UE configures whether the status report is required to Rx UE. The detail procedures for mode 1 and mode 2 can be descripted separately as following proposals.
[bookmark: _Ref37338954][bookmark: _Ref40962014]Proposal 6: For mode1, whether the status report is required can be configured per SL DRB by RRC dedicated signaling to the Tx UE, then the Tx ‎UE configures whether the status report is required per SL DRB to the Rx UE using PC5 RRC signaling.‎
[bookmark: _Ref40962018]Proposal 7: For mode 2, whether the status report is required can be configured per SL DRB by SIB or pre-configuration to the Tx UE, then the Tx ‎UE configures whether the status report is required per SL DRB to the Rx UE using PC5 RRC signaling.‎

Conclusion
According to the above discussion, the proposals for PDCP in NR V2X SL communications are as follows:
Proposal 1: If integrity protection is not configured for SL SRB1, SRB2 and SRB3, the MAC-I field is still present but should be padded with padding bits set to 0.
Proposal 2: Capture the activation/deactivation of the security for PC5 unicast link in TS 38.323‎.
Proposal 3: From RAN2 perspective, PDCP re-establishment trigger should be captured in V2X layer.
Proposal 4: Send LS to SA3 and CT1 to ask them to capture the PDCP re-establishment trigger due to ‎re-keying operation in V2X layer‎.
Proposal 5: Capture a NOTE to clarify V2X layer requests re-establishment of transmitting or receiving PDCP entity in 38.323.
Proposal 6: For mode1, whether the status report is required can be configured per SL DRB by RRC dedicated signaling to the Tx UE, then the Tx ‎UE configures whether the status report is required per SL DRB to the Rx UE using PC5 RRC signaling.‎
[bookmark: _GoBack]Proposal 7: For mode 2, whether the status report is required can be configured per SL DRB by SIB or pre-configuration to the Tx UE, then the Tx ‎UE configures whether the status report is required per SL DRB to the Rx UE using PC5 RRC signaling.‎
[bookmark: _Ref189809556][bookmark: _Ref174151459][bookmark: _Ref450865335]Reference
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