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1	Introduction
In RAN2#109bis-e, RoHC handling during DAPS handover without key change was identified as a critical issue that need to be resolved. The issue is related to the RoHC context and whether it needs to be maintained when the security key is kept unchanged during a DAPS handover.
The issue was discussed in the email discussion [1] at the RAN2#109bis-e meeting but there seems to be different understandings of whether resetting the RoHC context causes a security problem, and if it does, how to address it.
In this contribution we discuss the issue above and propose how to resolve it.
[bookmark: _Ref178064866]2	Discussion
2.1	Legacy NR handover without key change
Similar to legacy intra-node handover in NR, it has been agreed that security key change is optional for intra-node DAPS handover in NR, i.e. handovers where the source and target cell belong to the same gNB. This is a difference compared to LTE where key change is mandatory for all types of handovers, including intra-node handover. Note that intra-node handover also includes the CU-DU split cases where the source and target cell belong to the same gNB-DU or two different gNB-DUs belonging to the same gNB-CU. 
[bookmark: _Toc40862828]Key change is optional for intra-node DAPS handover in NR
Maintaining the security key during handover reduces PDCP-level processing in the UE and network processing since buffered packets which have already been encrypted do not need to be reencrypted when they are transmitted/retransmitted in the target cell.
In legacy NR handover, PDCP data recovery is triggered instead of PDCP re-establishment for DRBs mapped on RLC AM when the handover is performed without key change. Data recovery prevents packet loss and functions similar to re-establishment in that the PDCP COUNT is maintained and all unacknowledged packets are retransmitted on the target link. In contrast to re-establishment, however, the retransmitted packets at PDCP data recovery are not re-encrypted before transmission in the target cell.
[bookmark: _Toc40862829]In legacy NR handover, PDCP data recovery is triggered instead of PDCP re-establishment for DRBs mapped on RLC AM when the handover is performed without key change.
One special case is when the DRB mapped on RLC AM is also configured with robust header compression (RoHC). In legacy NR handover, the RoHC context is always maintained when the handover is performed without key change, which again is possible since the handover is intra-node. Maintaining the RoHC context is more efficient since there is no need to re-initialize the RoHC context which requires sending IR packets (i.e. uncompressed packets). 
[bookmark: _Toc40862830]In legacy NR handover, the RoHC context is also maintained if the security key is maintained.
The fact that the RoHC context is maintained also means there is no need to recompress the retransmitted packets during PDCP data recovery. As shown from the PDCP specification extract below [2], since the retransmitted packets neither needs to be recompressed nor reencrypted, the PDCP Data PDUs that were previously transmitted on the source link can be directly transmitted on the target link without modification in the PDCP data recovery procedure.

[bookmark: _Toc12616344]5.5	Data recovery
For AM DRBs, when upper layers request a PDCP data recovery for a radio bearer, the transmitting PDCP entity shall:
-	perform retransmission of all the PDCP Data PDUs previously submitted to re-established or released AM RLC entities in ascending order of the associated COUNT values for which the successful delivery has not been confirmed by lower layers, following the data submission procedure in clause 5.2.1.
After performing the above procedures, the transmitting PDCP entity shall follow the procedures in clause 5.2.1.



[bookmark: _Toc40862831]In the PDCP data recovery procedure, unacknowledged packets are neither recompressed nor reencrypted before they are retransmitted on the target link, i.e. the PDCP Data PDUs that were previously transmitted on the source link are retransmitted unmodified on the target link.
2.2	Security issue when resetting the target RoHC context?
[bookmark: _Hlk37073625]In the email discussion [1] it was discussed whether the RoHC context also needs to be maintained during DAPS handover when the DAPS handover is performed without key change. Some companies suggested that the RoHC context should be reset as is normally done for DAPS handover. Not only would this be inefficient, but it would also be a security risk since it results in so called keystream re-use for DRBs mapped on RLC-AM.
To see how the problem arises, consider an UL or DL packet P (e.g. an IP packet) which is first unsuccessfully transmitted on the source link and then retransmitted on the target link. Let PROHC,S and PROHC,T be the compressed packet output by the source and target RoHC compressor respectively.  Since the security key is maintained during the handover and the same COUNT is used, both PROHC,S and PROHC,T will be encrypted using the same keystream K. The encrypted packet transmitted on the source link and target link would thus look like (⊕ denotes XOR):
PENC,S = PROHC,S ⊕ K
PENC,T = PROHC,T ⊕ K
An outside observer could therefore learn information about the contents of the packet by taking the XOR of the two encrypted packets:
PENC,S ⊕ PENC,T = (PROHC,S ⊕ K) ⊕ (PROHC,T ⊕ K) = PROHC,S ⊕ PROHC,T
However, if the RoHC context is maintained and if the retransmitted packet is neither recompressed nor reencrypted as in PDCP data recovery, the encrypted packet transmitted on the source and target link would have the same value, i.e.  PENC,S = PENC,T. In this case no information is revealed since taking the XOR of the two encrypted packets results in the zero bitstring.
PENC,S ⊕ PENC,T = PENC,S ⊕ PENC,S = 0
[bookmark: _Toc40862832]Resetting the RoHC context but maintaining the security key during handover causes key stream re-use, i.e. a packet which is retransmitted on the target link will be compressed using a different RoHC context but encrypted using the same keystream as the packet transmitted on the source link.
2.3	Different solutions to the security issue
Instead of maintaining the RoHC context for the target cell as discussed above, an alternative solution could be to use the old (source) RoHC context only for the retransmitted packets in the target cell and the new (target) RoHC context for the new packets transmitted in the target cell. 
This would solve the key stream re-use problem but on the other hand, it would cause confusion for the receiver since it cannot distinguish the retransmitted packets from the new packets, and hence it does not know which RoHC context to use for the decompression. 

Another potential solution to the keystream reuse problem discussed in [1] is option 2: “IR packets are sent to both source cell and target cell during DAPS HO” and “both source cell and target cell sends IR packets during DAPS HO”.
This solution implies that only uncompressed packets (i.e. the RoHC compressor operates in IR mode) are transmitted on the source link before the DAPS handover. The RoHC context could then be reset for the target link and all retransmitted packets would be sent uncompressed on the target link as well. 
The problem with this solution though is that the UE (for UL) and the source node (for DL) need to know in advance when to start sending uncompressed packets, thus the UE and the source node cannot wait until the DAPS handover is triggered because at this point there may be lots of unacknowledged packets that need be retransmitted in the target cell.
As an example, consider if the UE tries to transmit a compressed packet P1 in the source cell but fails. Then, if a DAPS handover without key change is triggered and the packet P1 has still not been successfully transmitted in the source cell, the UE will re-transmit packet P1 uncompressed in the target cell. The key stream re-use issue will now appear since P1 has been transmitted in both the source cell and in the target cell encrypted with the same key but compressed using two different RoHC contexts.

Considering the above, the simplest and most proven solution is to do as in a legacy NR handover, to maintain the RoHC context and to not recompress or reencrypt retransmitted packets in the target cell when DAPS handover is performed without key change.

[bookmark: _Toc40862833]For DAPS DRBs, the same RoHC context shall be applied for both the source and target link when DAPS handover is performed without key change (like in legacy handover).
[bookmark: _Toc40862834]For DAPS DRBs mapped on RLC AM, retransmitted packets in the target cell shall not be recompressed or reencrypted when DAPS handover is performed without key change (like in the legacy data recovery procedure).
This also means that the previous RAN2 agreement of not applying RoHC continuation during DAPS handover need to be revised. In NR, RoHC continuation should be possible at intra-gNB DAPS handover.
[bookmark: _Toc40862835][bookmark: _GoBack]The previous RAN2 agreement of not applying RoHC continuation during DAPS handover need to be revised.
3	Conclusion
In the previous sections we made the following observations: 
Observation 1	Key change is optional for intra-node DAPS handover in NR
Observation 2	In legacy NR handover, PDCP data recovery is triggered instead of PDCP re-establishment for DRBs mapped on RLC AM when the handover is performed without key change.
Observation 3	In legacy NR handover, the RoHC context is also maintained if the security key is maintained.
Observation 4	In the PDCP data recovery procedure, unacknowledged packets are neither recompressed nor reencrypted before they are retransmitted on the target link, i.e. the PDCP Data PDUs that were previously transmitted on the source link are retransmitted unmodified on the target link.
Observation 5	Resetting the RoHC context but maintaining the security key during handover causes key stream re-use, i.e. a packet which is retransmitted on the target link will be compressed using a different RoHC context but encrypted using the same keystream as the packet transmitted on the source link.
Based on the discussion in the previous sections we propose the following:
Proposal 1	For DAPS DRBs, the same RoHC context shall be applied for both the source and target link when DAPS handover is performed without key change (like in legacy handover).
Proposal 2	For DAPS DRBs mapped on RLC AM, retransmitted packets in the target cell shall not be recompressed or reencrypted when DAPS handover is performed without key change (like in the legacy data recovery procedure).
Proposal 3	The previous RAN2 agreement of not applying RoHC continuation during DAPS handover need to be revised.
[bookmark: _In-sequence_SDU_delivery]
Text proposals for TS 38.331 and TS 38.323 showing how the proposals above can be implemented are included in the appendix.
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A	Annex
A.1	Text proposal for TS 38.331
Below is a text proposal for the NR RRC specification (TS 38.331) implemented on top of the CR [3].
[bookmark: _Toc12524348]Changes are added using author “Ericsson” and highlighted in yellow for better visibility.
[bookmark: _Toc20425704][bookmark: _Toc29321100]START OF CHANGES
[bookmark: _Toc20425717][bookmark: _Toc29321113][bookmark: _Hlk30767827]5.3.5.6.5	DRB addition/modification
The UE shall:
[bookmark: _Hlk40732032]<…>
1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration and configured as DAPS bearer with dapsConfig:
2>	reconfigure the PDCP entity to configure DAPS as DAPS PDCP entity as specified in TS 38.323 [5] and configure it in accordance with the received pdcp-Config;
2>	configure the DAPS PDCP entity to associate the RLC entity of target with the target's ciphering function, integrity protection function and ROHC function;
2>	if the masterKeyUpdate is received:
2>	configure the PDCP entity to associate the RLC entity of target with the target’s ciphering function, integrity protection function and ROHC function;
3>	if the target 's ciphering function of DAPS the PDCP entity of this DRB is not configured with cipheringDisabled:
4>	configure the ciphering function of target for the DAPS PDCP entity with the ciphering algorithm according to securityConfig and apply the KUPenc key associated with the master key (KgNB) or the secondary key (S-KgNB), as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received from target and sent to target by the UE;
3>	if the target's integrity protection function of DAPS the PDCP entity of this DRB is configured with integrityProtection:
4>	configure the integrity protection function of target for the DAPS PDCP entity with the integrity protection algorithms according to securityConfig and apply the KUPint key associated with the master key (KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
2>	else:
2>	configure the PDCP entity to associate the RLC entity of target with the source’s ciphering function, integrity protection function and ROHC function;
3>	configure the ciphering function and the integrity protection function of target for the DAPS PDCP entity with the same security configuration as the PDCP entity for the source;
2>	if the sdap-Config is included and when indication of successful completion of random access towards target cell is received from lower layers as specified in [3] the uplink data switching indication is received from lower layer:
3>	reconfigure the SDAP entity in accordance with the received sdap-Config as specified in TS 37.324 [24];
3>	for each QFI value added in mappedQoS-FlowsToAdd, if the QFI value is previously configured, the QFI value is released from the old DRB;
<…>

END OF CHANGES
A.2	Text proposal for TS 38.323
Below is a text proposal for the NR PDCP specification (TS 38.323) implemented on top of the CR [4].
Changes are added using author “Ericsson” and highlighted in yellow for better visibility.
START OF CHANGES
[bookmark: _Toc12616323]
[bookmark: _Toc37126934]4.2.2	PDCP entities
The PDCP entities are located in the PDCP sublayer. Several PDCP entities may be defined for a UE. Each PDCP entity is carrying the data of one radio bearer. A PDCP entity is associated either to the control plane or the user plane depending on which radio bearer it is carrying data for.
Figure 4.2.2.1 represents the functional view of the PDCP entity for the PDCP sublayer; it should not restrict implementation. The figure is based on the radio interface protocol architecture defined in TS 38.300 [2].
For split bearers and DAPS bearers, routing is performed in the transmitting PDCP entity.
A PDCP entity associated with DRB can be configured by upper layers TS 38.331 [3] to use header compression. In this version of the specification, the robust header compression protocol (ROHC) and the Ethernet header compression protocol (EHC) are supported. Each header compression protocol is independently configured for a DRB.


Figure 4.2.2-1: PDCP layer, functional view
Figure 4.2.2-2 represents the functional view of the PDCP entity associated with the DAPS bearer for the PDCP sublayer; it should not restrict implementation. The figure is based on the radio interface protocol architecture defined in TS 38.300 [2].
For DAPS bearers, if the handover is performed with key change, the PDCP entity is configured with two sets of security functions and keys and two sets of header compression protocols. If the DAPS handover is performed without key change, the PDCP entity is configured with a single set of security functions and a single header compression protocol.
Editor's note: FFS on how to handle PDCP entities of SRB, DAPS DRB and non-DAPS DRB in case of DAPS HO without key change.


Figure 4.2.2-2: PDCP layer associated with DAPS bearer, functional view

NEXT CHANGE

[bookmark: _Toc37126945]5.1.5	PDCP entity reconfiguration
When upper layers reconfigure the PDCP entity to configure DAPSrequest a PDCP entity reconfiguration and DAPS is configured for a data radio bearer, the UE shall:
-	If the security key was updated as part of the handover:
-	establish a ciphering function for the radio bearer and apply the ciphering algorithm and key provided by upper layers for the ciphering function;
-	establish an integrity protection function for the radio bearer and apply the integrity protection algorithm and key provided by upper layers for the integrity protection function;
-	establish a header compression protocol for the radio bearer and apply the header compression configuration provided by upper layers for the header compression protocol. 
When upper layers reconfigure the PDCP entity to release DAPSrequest a PDCP entity reconfiguration and the associated RLC entity is released for a radio bearer, the UE shall:
-	If the security key was updated as part of the handover:
-	release the ciphering function associated to the released RLC entity for the radio bearer;
-	release the integrity protection function associated to the released RLC entity for the radio bearer;
-	release the header compression protocol associated to the released RLC entity for the radio bearer.
NOTE 1:	The state variables which control the transmission and reception operation should not be reset, and the timers including t-Reordering and discardTimer keep running during PDCP entity reconfiguration procedure.
NOTE 2:	Before releasing the header compression protocol associated to the released RLC entity, how to handle all stored PDCP SDUs received from the released RLC entity is left up to UE implementation.

NEXT CHANGE

[bookmark: _Toc37126985]5.13	Uplink data switching
For DAPS bearers, when upper layers request uplink data switching, the transmitting PDCP entity shall:
-	If the security key was updated as part of the handover:
-	for AM DRBs, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by the RLC entity associated with the source cell, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to uplink data switching to the RLC entity associated with the target cell as specified below:
-	perform header compression of the PDCP SDU using ROHC as specified in the clause 5.7.4;
-	perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the clause 5.9 and 5.8;
-	submit the resulting PDCP Data PDU to lower layer, as specified in clause 5.2.1.
-	for UM DRBs, for all PDCP SDUs which have been processed by PDCP but which have not yet been submitted to lower layers, perform transmission of the PDCP SDUs in ascending order of the COUNT values to the RLC entity associated with the target cell as specified below:
-	perform header compression of the PDCP SDU using ROHC as specified in the clause 5.7.4;
-	perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the clause 5.9 and 5.8;
-	submit the resulting PDCP Data PDU to lower layer, as specified in clause 5.2.1.
-	else:
-	perform retransmission of all the PDCP Data PDUs previously submitted to the AM RLC entity associated with the source cell in ascending order of the associated COUNT values for which the successful delivery has not been confirmed by lower layers, following the data submission procedure in clause 5.2.1.


END OF CHANGES
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